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The Delinea mobile app provides quick and portable access to secrets stored in Secret Server and Delinea Platform tenants. Users can use
the app to complete multi-factor authentication (MFA) challenges when logging into the Delinea Platform. The app supports the use of
multiple Secret Server tenants for users that need access to multiple Secret Server tenants. The MFA function also supports biometric data
to make the user experience convenient as well as secure. Once logged in, users can view secrets that they have permission to see in their
Secret Server vault. Users can create new secrets directly in the mobile app, as well as organize secrets into folders.

The app can also be set as an auto-fill provider in the mobile device and fill in user-names and passwords for matching secrets. It also
includes convenient Time-based one-time password (TOTP) capabilities that can be used with sites and web applications that support
TOTP-based authentication

Users can download the Delinea Mobile application from the following sources:

e iOS App Store
e Google Play Store

Multi-factor Authentication

The mobile application supports the following MFA mechanisms as used by Secret Server:

e Delinea Mobile Authenticator

Biometric Unlock

The mobile application supports using biometric authentication in place of usernames and passwords.

e Fingerprint (Android and iOS)
e Facial recognition (iOS only, not all phone/iOS combinations)
e The application will auto-reconnect to Secret Server if the connection is temporarily dropped due to network issues.

Autofill

When a user enables their mobile device’s autofill service and then registers Delinea Mobile with that service, users can launch a web
session from a secret on the mobile device and automatically populate username and password login credentials on specified web sites or
other mobile applications.

When you select the mobile application or web page and click on the username field you should see a prompt from Delinea Mobile to use the
autofill service. Click this option to open the mobile app and log in if necessary, and the app runs a search of your secrets for:

e Browser web site - to search for any secret that has the same Domain value in the URL
e Other mobile application - to search for any secret that has the same name or URL value as the name of the mobile application that is
being filled.

Users can also choose to manually modify the search value and run it again. Once the list of Secret Server Secrets has beenreturned, you
can select which one you want to use and the autofill service will fill those credentials in the related username and password fields.

Note: Currently the autofill service supports only the username and password fields.


https://apps.apple.com/us/app/delinea-mobile/id1634199871
https://play.google.com/store/apps/details?id=com.delinea.mobile
https://delinea.com/
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Logging in to the Delinea Mobile App

The Delinea Mobile app can be used to log in to the Delinea Platform and Secret Server.

1. Atthe login screen, enter your Delinea Platform tenant URL

Delinea

Enter URL
mycompany.delinea.app

2. Enter your Username
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Defining the Boundaries of Access

Login
Delinea
2023 Detran Teema b Conditions  Privacy Palicy

3. Enter your Password and select an authentication method
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Login
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Authentication method

Security Question -
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4. TapNexttologin.

5. If multifactor authentication is enabled, you will need to complete it as per the selected authentication method

1. Atthelogin screen, enter you Secret Server URL
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Enter URL
company.secretservercloud.com

2. Loginto Secret Server or authenticate through your identity provider
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Log in to continue
2, Platform
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@, Local Login

[ Log out from Azure Active Directory

secretservercloud.com
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3. Login with your Username and Password

Delinea Mobile supports the following MFA mechanisms used by Secret Server:

e DUO -Push
e DUO - Phone call

Delinea Mobile supports biometric unlock for devices with the following operating systems:

e i0S 14 and newer (FacelD)
e Android 10 and newer (TouchID)

If biometric unlock fails, users will have the option of entering their device PIN code to login
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User Authentication

Delinea Platform supports multi-factor authentication (MFA) via a variety of authentication mechanisms. If a user selects Mobile
Authenticator when challenged for additional authentication, they will be required to respond to a push notification (or enter a code) on their
registered device.

Biometric unlock is enabled by default. Delinea recommends using either facial recognition (iOS only) or fingerprint ID (Android and iOS) in
place of username and password credentials.

1. Tap onyour profile image and tap Settings

6 Settings >

© Send Feedback >

© Privacy & Terms >
Logout

2. Enable FacelD for iOS devices or fingerprint identification for Android
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& Settings
FACE ID
Use Face ID to Unlock App C
AUTOFILL
Use AutoFill b

When Mobile Authenticator is selected as the additional authentication method you will be prompted to respond to a push notification (or
enter a one-time passcode) on the registered device.
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Configuring Authentication Profiles and Mobile Sessions

Delinea Mobile can be used as an MFA mechanism for logging into the Delinea Platform. If you would like to use Delinea Mobile as part of any
authentication profile, check the Mobile Authenticator box when setting up that profile.

Edit an authentication profile

Profile mame * ’ An Decco’s Login Profile

Challenge pass-through
duration 12 hours.

Authentication mechanisms
Challenge 1 Challenge 2 {optional)

B Password
Maobile authenticator
Phone call Prone call
Text message (SMS) confirmation code Text message (SMS) confirmation code
Email confirmation code

OATH OTP client

Email confirmation code

FIDO2 authenticator FIDO2 authenticator

a
@]
(8]
[0 O&THOTP client
a
g
a

880 0o0®

O security guestions

Number of questions usar
muSt answar

Security questions

I

The Mobile Authenticator and other selected authentication mechanisms will appear on the user's authentication profile card.

Art Decco’s Login Profile g ~

2 challenges
12 Hours pass-through duration

Challenge1
« Password
* Mobile authenticator
s FIDO2 authenticator

Challenge 2
* Password
« Mobile authenticator
e OATH OTP client
s FIDO2 authenticator
e Security questions

Edit profile
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For more information on authentication profiles, please refer to the Delinea Platform documentation.

Users can set the desired session length for Delinea Mobile (in days) inside the Delinea Platform. When the session length is reached, the
user will have to re-authenticate with the Platform. While the default session length is set to 14 days, session lengths can be configured to
last within the following ranges:

e Minimum - 1day
e Maximum - 90 days

For more information, please refer to the Delinea Platform documentation

Currently, Secret Server does not offer authentication profiles specific to Delinea Mobile. Therefore, you will have to adjust the Web Service
Settingsinside Secret Server. Delinea Mobile uses these settings for the token lifespan and the number of refresh tokens which affects how
long Delinea Mobile can remain logged into Secret Server.

For more information on how to configure these settings, please refer to the Secret Server documentation


https://delinea.center/dp/link/AuthProfiles
https://delinea.center/dp/link/Parameters
https://delinea.center/secrets/link/SSRefreshToken
https://delinea.com/
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Login Flow for the Delinea Platform Portal (MFA)

The Delinea Mobile app can be used as an MFA mechanism for logging in to the Delinea Platform. This section will describe the login flow for
the Delinea Platform portal, responding to notifications and using the built-in TOTP code.

1. Enter your Delinea Platform tenant URL into your web browser.
2. Atthe Log Inscreen, enter your Username and click Next

Login

Username

[
Del I nea artdecco@mycompany
Defining the Boundaries of Access

Delinea

©2023 Delinea Terms & Conditions Privacy Policy

3. Select Mobile Authenticator as your authentication method and click Next
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Login

artdecco@mycompany

D I . |
e I I lea Authentication method Forgot password

Defining the Boundaries of Access Mekile Authenticator (IPhone) -

O keep me signed in

Start aver

Delinea

Q2023 Dalinea Terms & Conditions Privacy Policy

Note: The Mobile Authenticator needs to be enabled in your tenant authentication profile. Click here to learn more.

4. You will receive a notification on your registered device.


https://delinea.center/dp/link/AuthProfiles
https://delinea.com/
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Verizon

Tuesday, 28 March

11:57

5. Tap the notification and complete the biometric prompt to navigate to the authentication prompt.
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Are you logging into
Delinea Platform?

(© 3/28/2023 4:30:42 PM

L ArtDecco

Yes

Mo

You also have the option of entering the 8-digit TOTP code from the Authenticator tab into the MFA screen to complete the login.
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Authenticator

| 78763686 |

Use this code if prompted for
Mobile Authenticator

Add Passcode o

Delinea

mobile.test@xpm

766799

S )
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Mobile Authenticator

] artdecco@mycompany
e I n e a Request sent to your device. Approve the notification or manually
enter the code to authenticate.

Defining the Boundaries of Access [ 78763686 N

O Keep me signed in

Start over

Delinea

©2023 Delinea Terms & Conditions Privacy Policy
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Folders Tab

This section contains information on:

Adding a new folder
Opening a folder
Searching for folders
Selecting folders
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The Delinea Mobile app can be used to search for folders, navigate within folders and create new folders.

Learn more about Folders in the Secret Server documentation


https://delinea.center/secrets/link/SSFolders
https://delinea.com/
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To open a folder, tap on the folder icon in the Secrets tab
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snazon  Cloud Innovation Manager - AW...
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Alist of folders will appear:
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Personal Folders

Shared

Simply tap on any folder to openit. Users can also create new folders by tapping on the Plus icon at the top of the page.


https://delinea.com/
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To find a specific folder, simply start typing the folder name in the search bar and the system will filter the results in real-time. In the results
list you will also see any subfolders and secrets matching your search criteria.

Folders &)

Personal Folders
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You can select any folder by simply tapping on it. The folder contents will open up and you will see all of the subfolders contained inside.

Personal Folders

Shared

The selected folder’'s name will be displayed in the header. Tapping the < icon navigates user up the folder tree one level or back to to the root
if only one level down.

If there are no subfolders, you will see the secrets that are in the folder. If a folder is empty, you will see the notification This folder is
empty.


https://delinea.com/

Delinea

Folders &
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This folder is empty
Add a Secret or Folder by tapping @
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You can search a folder to find a particular subfolder or secret by typing in a name of the subfolder or secret in the search bar. Tap the < icon
in the search input to return to the to the default folders view.

Folders ®
< ..[Shared ﬁ
Clod o

Cloud Dev - Project Teacu...

nﬁo Cloud Innovation Lead - Al... *
amazon  Cloud Innovation Lead - A... :
“Clou” Cloud Cloudy
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Users can add a new folder from the Secrets tab:
1. Tapthe ® icon on the top of the screen:
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2. TapNew Folder

Delinea
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(5 New Secret

New Folder

Note: The New Folder menu item only appears if you have permissions to create a new folder.

3. The New Folder screen will appear
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New Folder e

Select

Enter

4. Select the parent folder that will contain the folder you are creating

5. Enter the name of the new folder you need to create
Add a New Folder From the Folder View

1. Navigate to the folder view by clicking the folder icon
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2. Click New Folder

Q6

Delinea
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New Secret

New Folder

Note: The New Folder menu item only appears if you have permissions to create a new folder.

3. The Folder screen will appear
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Personal Folders

Shared

4. Select the parent folder that will contain this subfolder


https://delinea.com/

Delinea

Folders ®
¢ ../Personal Folders ﬁ
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5. Enter the name of the new folder you need to create
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Secrets Tab

The Secrets tab offers several options enabling users to view secrets. The Search feature (magnifying glass icon) enables users to search
for secrets by name. Four tabs on the Secrets page enable users to view their secrets four different ways:

e All: all secrets the user has view access to
e Favorites: secrets the user has designated as "Favorite”

e Shared: secrets shared between the user and other users

3:28 wa FTa

Secrets (3 Q 9
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amazon  Amazon Secret
ArtDecco Active Directory
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smaron  Cloud Innovation Manager - AW...
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The Secrets tab displays a prominent Add icon @ at the very top enabling users to quickly add folders and secrets.

Clicking on a secret opens access to options that are generated dynamically, meaning that the options presented match the actions the user
is likely to want to make at that moment. These actions can include view, delete, edit, cache, refresh cache, remove from cache, checkin or
check out, favorite or unfavorite, request access. etc.

e |

Users can filter secrets by templates by tapping on the "filter menu” at the top of the screen.
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Anew screen will appear allowing you to select the templates by which you want to filter.

Filter by template

2. Active Directory Account
N
wmaon  Amazon IAM Console Password
marn  Amazon |AM Key
A, Azure AD Account

S Bank Account

tues Cisco Account (SSH)

Tap on the desired template to apply the filter.
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View Secrets

You can view a secret by simply tapping on the secret.

ArtDecco Active Directory

Domain

MyCompany

Username

Password

Alternatively, you can tap on the menu icon to the right of the secret and then tap Details in the popup menu.
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Edit a Secret

To edit a secret, simply tap on the secret you would like to edit. Click the menu icon next to each field inside the secret.

Cisco - Hallway Router

CISCO

Host

ciscohallway. mycompany.net

Usernamme

admin

Password

If you have the necessary permissions, you will see an option to edit a particular field. In this case, the "Host" URL.
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¢/ Edit Host
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Search for a Secret

To search for a specific secret, simply tap on the "magnifying glass™ icon.
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Start typing the name of the secret in the search field and the app will filter the results in real time.
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Enable Autofill

To enable Delinea Mobile to autofill credentials for apps and websites, follow these steps:

1. Open your device settings and tap Passwords

2:36

<0800

Settings
Wallpaper
Siri & Search
Face ID & Passcode
Emergency SOS
Exposure Motifications
Battery

Privacy & Security

App Store

Wallet & Apple Pay

ol TR

Passwords

D'?Eﬁ 0

&
L

Mail

Contacts

Calendar

MNotes

Reminders

Freeform

\inico MERRE

2. Tap Password Options

Delinea
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Q Search

Passwords
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Edit

Password Options

Security Recommendations
Securi

0000 @8

ty risks found

amtrak.com

9020828830

awsapps.com
itya

datagroomr.com

idudkin

delfastbikes.com

admin

delinea.app

andecco@mycompany

dhs.gov

ildudkin

educba.com

M o —

3. Enable the Autofill Passwordstoggle
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iCloud Passwords & Keychain

Authenticator

Authenticator

0e¢ 00

Duo Mobile

4. Select Delinea Mobile

v

Delinea
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5. You will see a confirmation screen that autofill has been enabled
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Create a New Secret

To create anew secret:

1. Tap the "plus” at the top of the screen

9)
-
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2. TapNew Secret
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MNew Secret

New Folder

3. Enterthe Parent Folderand Secret Template. In this particular case, the chosen template is Azure AD Account.
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New Secret °
Art Decco

Azure AD Account

Continue

4. TapContinue

5. Enter the secret details. The secret detail fields you will see will depend on the secret template you selected in Step 3.
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o Add Secret Details

Secret name *

MNew AAD Account

Domain

mycompany.com

Username *

artdecco

Password *

Notes

6. Tap Save

7. Your secret has been created.
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Domain

MyCompe

Username

artdecco

Password

Notes
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Using the Delinea Mobile Authenticator

You can use the Delinea Mobile Authenticator to login to the Delinea Platform as well as other portals requiring multi-factor authentication.

You can log in to the Delinea Platform using the TOTP code found in the Delinea Mobile Authenticator. Please refer to Alternate TOTP
Authentication for more information.
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Adding New Passcodes

Users logging in to portals requiring multi-factor authentication can use TOTP codes generated by Delinea Mobile as an authentication
method. To add a new code:

1. Open the Delinea Mobile app and tap Authenticator
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2. Tap Add Passcode
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Authenticator

84846792

Use this code if prompted for
Mobile Authenticator

Delinea
mobile.test@xpm

451453

S 0

Authenticator

3. If you have a QR code, you can scan the QR and Delinea Mobile will automatically create a TOTP code.

Note: You will need to authorize Delinea Mobile to access your smartphone camera to use this option.
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: if prompted for
Mobile Authenticator

Add Passcode °

Art Decco's Company :
My Account
368486
L
S O
Setret: Authenlicator

Alternatively, you can select Manual Setup

Delinea
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4. If you decided to setup the TOTP code manually, enter the Issuer, Account Name and Authentication Key. Tap Save Passcode when
done.
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Enter

Account Name

Enter

Authentication Key

Enter

Advanced Options  »

5. If you would like to edit the Key Algorthm, OTP Digits and the time period in (in seconds) for OTP code validity, tap Advanced Options

Note: Do not change these settings unless instructed by your service provider.
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Cancel Advanced Options Save

@ Do not change these settings unless
instructed by the service provider,

Key Algorithm

SHAZ256 )
OTP Digits

6 >

Period (in seconds)

30 b

If you would like to delete a TOTP code:

1. Tap the More Options menu on the TOTP code:
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Authenticator

Add Passcode o

Art Decco's Company
My Accaunt

351881

0

O

AuthenBcalor

2. TapDelete Account
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/ Edit Account info

@ Delete Account

To edit the account information:

1. Tap the More Options menu
2. Tap Edit Account Info

Delinea
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l__'D Copy Code

/ Edit Account Info

‘@ Delete Account

3. Tap the More Options menu to edit the fields.
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< Back

Issuer

Art Decco’s Company

Account Name

My Account

O

Authenticator

L0
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Cancel Issuer Save

Art Decco's Companﬂ
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Release Notes

e 2.0.11Release Notes
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2.0.11 Release Notes
June 2, 2023
Android Specific

e Fixed anissue preventing the app from accessing Platform URLs when logging in
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