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About this guide

The Isolation and Encryption Service Evaluation Guide shows you how to configure
some example IP security policies using Centrify Isolation and Encryption
Service. This service enables you to manage IP Security Policies on UNIX
computers using Active Directory group policies. The IP Security Policies
protect sensitive information by isolating trusted computers on the network
and enabling end-to-end encryption of data in motion.

Intended audience

The Isolation and Encryption Service Evaluation Guide is intended for network
administrators who are responsible for securing communication between
trusted computers. The guide assumes that you have a functioning IP Security
policies configured for at least one Windows domain. If you do not have IP
Security policies configured or are unfamiliar with how to configure Active
Directory group policies, you should consult the documentation provided by
Microsoft. If you are familiar with Active Directory group policies, group policy
objects, and how to configure and apply IP Security policies on Windows
computers, this guide notes where isolation and encryption service IP Security
policies differ from the policies defined on Windows.

Using this guide

The guide provides the following information:

= Introduction and setup provides a brief introduction to isolation and
encryption service and what you need to setup in your environment.

» Installing the isolation and encryption service provides information on
how to install isolation and encryption service.
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Configuring IP security policy in Active Directory provides step-by-step
details for how to configure a couple of IP security policies.

Useful tools to use with isolation and encryption service shows you how
to use a few common network administration tools along with isolation
and encryption service.

Documentation conventions

The following conventions are used in Centrify documentation:

Fixed-width font is used for sample code, program names, program
output, file names, and commands that you type at the command line.
When italicized, this font indicates variables. Square brackets ([ 1)
indicate optional command-line arguments.

Bold text is used to emphasize commands or key command results;
buttons or user interface text; and new terms.

Italics are used for book titles and to emphasize specific words or terms.
In fixed-width font, italics indicate variable values.

Standalone software packages include version and architecture
information in the file name. Full file names are not documented in this
guide. For complete file names for the software packages you want to
install, see the distribution media.

For simplicity, UNIX is used to refer to all supported versions of the UNIX
and Linux operating systems. Some parameters can also be used on Mac
OS X computers.

Finding more information about Centrify products

Centrify provides extensive documentation targeted for specific audiences,
functional roles, or topics of interest. If you want to learn more about Centrify
and Centrify products and features, start by visiting the Centrify website. From
the Centrify website, you can download data sheets and evaluation software,
view video demonstrations and technical presentations about Centrify
products, and get the latest news about upcoming events and webinars.
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For access to documentation for all Centrify products and services, visit the
Centrify documentation portal at docs.centrify.com. From the Centrify
documentation portal, you can always view or download the most up-to-date
version of this guide and all other product documentation.

For the most up to date list of known issues, please login to the Customer
Support Portal at http://www.centrify.com/support and refer to Knowledge
Base articles for any known issues with the release.

Contacting Centrify

You can contact Centrify by visiting our website, www.centrify.com. On the
website, you can find information about Centrify office locations worldwide,
email and phone numbers for contacting Centrify sales, and links for following
Centrify on social media. If you have questions or comments, we look forward
to hearing from you.

Getting additional support

If you have a Centrify account, click Support on the Centrify website to log on
and access the Centrify Technical Support Portal. From the support portal,
you can search knowledge base articles, open and view support cases,
download software, and access other resources.

To connect with other Centrify users, ask questions, or share information, visit
the Centrify Community website to check in on customer forums, read the
latest blog posts, view how-to videos, or exchange ideas with members of the
community.
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Introduction and setup

Centrify Isolation and Encryption Service brings the same 'lt Just Works' mode
of operation to non-Windows platforms for IPsec deployment across mixed
Windows and non-Windows environments.

This document describes two worked examples of the use of Centrify Isolation
and Encryption Service. The first example applies within one subnet and
allows all ftp and telnet traffic to flow from any machine to any other within
that subnet under IPsec security protection. In the second example, a second
subnet is brought into the equation. Within in the second subnet all traffic is
unencrypted, but traffic between the two subnets will be under IPsec security
protection.

The policy described in this document is an application-specific policy that
only causes ftp and telnet data to be secured by IPsec. Unlike a blanket policy,
exclusions for Domain Controllers, DHCP and DNS computers are not needed.

Note If you want to try just the first example, you can ignore the items
marked “OPTIONAL" in this document.

Even if you choose to implement the Optional setup and try the second
example, it is highly recommended that the first example is run first, before
moving on to the more complex example.

Setting up your environment

Use the Isolation and Encryption Service Evaluation Guide to set up the
isolation and encryption service evaluation environment.

The environment needs to be enhanced and adjusted to have the following
minimum requirements for the isolation and encryption service examples:
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» Use Centrify agent for *NIX version 4.4.0 or later. You need to use the
same version for both the authentication service and the isolation and
encryption service.

= You need three Windows machines: two can be workstations, and one
can be a server. Refer to the isolation and encryption service release
notes for supported versions.

= Two UNIX machines. Refer to the isolation and encryption service release
notes for supported versions.

All of the Windows and UNIX machines (after they join Active Directory)
should reside in the same Active Directory (AD) domain.

= (OPTIONAL) You need two subnets

= Subnet1: contains all of the non-optional machines
= Subnet2: contains all of the optional machines
» Each machine needs an ftp server

Each machine needs a telnet server

Before starting the worked examples, ensure:

= Centrify Authentication Service is installed on the UNIX machines. The
machines should not yet have joined the domain.

= Ftp and telnet should work between all machines. This is worth testing
now before enabling IPsec as IPsec will control telnet and ftp traffic flow
once enabled.
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Installing the isolation and
encryption service

Before installing isolation and encryption service, make sure the UNIX
machines are not joined to Active Directory. If necessary, use adleave to leave
the domain.

Centrify Isolation and Encryption Service is packaged in RPMs specific to the
UNIX platform being used. Choose the isolation and encryption service
package appropriate to your platform and run the following command as
root:

rpm -Uvh CentrifyDS-<version>-<platform>.rpm

There is no UNIX-side configuration required for isolation and encryption
service after installation.

There is also no Windows-side installation required for isolation and
encryption service.

The isolation and encryption service will be activated as soon as the UNIX
machine joins Active Directory, assuming there is an active IP security policy
applied to the UNIX machines (at domain or OU level). If the applicable IP
security policy is activated after the UNIX machine joins Active Directory,
isolation and encryption service will be activated as soon as the relevant GPO
is reflected on the UNIX machine either via the combined “GPO and IP security
policy” refreshing cycle or via manual GPO or IP Security update to the UNIX
machine using adgpupdate.

This is why the UNIX machine should not be joined to the domain during
installation. If there was a policy in effect it would take effect on the UNIX
machine as soon as isolation and encryption service was installed and that
would affect the examples here.
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Configuring IP security policy
in Active Directory

There will be one IP security policy at the domain level for these isolation and
encryption service examples. The policy is called DS-Eval in this document, but
other names can be used, of course.

There are two rules in this policy. Again, other names for rules can be used:

= Rulel: Subnet-wide ftp and telnet
» Rule2: Cross-subnet ftp and telnet (OPTIONAL)

This IP security policy will enable the following two use cases. Rule1 will enable
use case 1. Rule1 and Rule2 together will enable use case 2.

» Use case 1 Data privacy and integrity for ftp and telnet traffic within a
subnet (Subnet1).

» Use case 2 (OPTIONAL) Data privacy and integrity for ftp and telnet traffic
between Subnet1 and Subnet2.

Both rules have multiple filters:
= Rule 1 has filters:
» Subnet-wide ftp
= Subnet-wide telnet

= Rule 2 has filters:

= Cross-subnet ftp1
= Cross-subnet ftp2
= Cross-subnet telnet

= Cross-subnet telnet2

The following table summarizes these filters:
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ID Source Port Destination Port ESP/AH Auth

method
Subnet-wide FTP  Subnet1 Any Subnet1 21 ESP Kerberos
Subnet-wide Subnet1 Any Subnetl 23 ESP Kerberos
Telnet
Cross-subnet FTP1 Subnetl Any Subnet2 21 ESP Kerberos
Cross-subnet FTP2 Subnet2 Any Subnet1 21 ESP Kerberos
Cross-subnet Subnet1 Any Subnet2 23 ESP Kerberos
Telnet1
Cross-subnet Subnet2 Any Subnetl 23 ESP Kerberos
Telnet2

The rest of this section provides instructions for, and screenshots of, the
configuration of this IP security policy which includes the above rules and
filters.

Note Rulesin an IP security policy can be turned on or off independent of
each other based on the intended use cases.

Creating the IP security policy: DS-Eval

IP security policies are defined in Group Policies, applied at the domain or OU
level. For this guide, a domain-level security group policy is used.

IP security policies are machine policies and can be found in Computer
Configuration->Windows Settings->Security Settings-> IP Security Policies
in Active Directory.

To create a new policy, start the Domain Security Policy tool (NOTE: ensure
you do NOT start the Domain Controller Security Policy tool) and right-click on
IPsec Security Policies on Active Directory inthe left pane. Select
Create IP Security Policy and the IP Security Policy Wizard will start.

Click Next and enter a name and description for the policy name (see
screenshot below).
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IP Security Policy Wizard ilil

IP Security Policy Hame *
Marme this IP Securty palicy and provide a brief description
_—

Marmne:
[5-Eval IP Security Paolicy

Dezcription:

Eval Policy with 2 Fules: Subnet FTP-Telnet and Cross Subnet FTPAT elnet ;I

¢ Back I Mest » I Cancel |

Click Next, and on the next screen unselect the Activate the default
response rule checkbox.

IP Security Policy Wizard ilﬂ

Requests for Secure Communication *
Specify how this palicy rezponds o requests for secure communication,
-

The default rezponze rule rezponds to remote computers that request securnity, when no
other rule appliez. To communicate securely, the computer must respond to requests for
ZECUNE communication,

[ ictivate the default rezponse le, |

¢ Back I Mest » I Cancel |

Click Next, and this will complete the Wizard. Click Finish to create the policy.
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After the Wizard completes, the properties page for your new policy will be
displayed. There are two tabs for this policy. The rules tab allows you to define
the rules for this policy and the general tab is used to configure general
parameters for the policy. The general parameters do not need to be changed
and we will take the default settings.

Creating and configuring Rulel

In the DS-Eval IP security policy there are two rules. Rule2 is OPTIONAL.

Creating Rulel

Rules are defined as a filters list with associated filter actions and
authentication methods.

Note Inthe following steps there are two ways to configure rules, one uses a
Wizard the other uses property pages. To begin with it is helpful to use
the Wizard, and these worked examples will all be wizard based. Before
you click “Add” to add new objects, ensure that any “Use Add wizard”
checkbox is selected.

To create a new rule, from the policy properties page Rules tab, click Add and
you will start the Create IP Security Rule Wizard.

Security Rule Wizard ed

a Welcome to the Create IP Security
Rule Wizard
P

A, zecunty wile governs how and when security is invaked
bazed upon criteria, such as the source, destination, and twpe
of [P traffic, in the security rule's 1P filker list,

A, zecunty ule containg a collection of zecurity actions that
are activated when a communication matches the criteria in
the [P filker list.

Security actions:
IP tunneling attributes
Authentication methods
Filter actions

To continue, click Mest.

< Back

Cancel |
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The next Wizard page allows you to define an IP tunnel. Centrify Isolation and
Encryption Service is only used for transport mode connections (which is the
default for this page), so click Next to accept defaults.

Security Rule Wizard ﬂﬂ

Tunnel Endpoint g
The tunnel endpoaint is the tunneling computer closest to the 1P traffic destination, %
az specified by the security rule's 1P filer list. —

An IPSec tunnel allows packets to traverse a public or prvate network, with the secunty
lereel of a direct, private connection between two computers,

Specify the tunnel endpoint for the [P Security rule:

" This mle does nat specify a tunnet

" The tunnel endpaint iz specified by the following [P address:
o . o . 0 . 0

¢ Back I Mest » I Cancel |

The next page allows you to choose the network type. Currently Centrify
Isolation and Encryption Service supports only “A11 network connections”,
which is the default. Choose Next to continue.

Security Rule Wizard d |
Network Type .
The zecunty rule must be applied to a network type, %
-

Select the netwaork, type:

& i) network connechions
" Local area network [LAN]

" Bemote access

< Back I Mest » I Cancel
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On the next page you create an IP filter list. Click Add to add a new list and
then enter a name and description for the new filter list, similar to the
example below.

Security Rule Wizard ﬂﬂ

IP Filter List .
Select the 1P filker lizt for the type of 1P traffic to which this zecurity wile appliss. %
=

IF o [P filker in the following list matches vour needs, click Add to create a new one.

1P filter hists:

M arne
e o

O a1l 1P Traffic

¢ Back I Mest » I Cancel |

- An P filker list iz composed of mulbiple flters. 1n thiz way, multiple subnets, [P
i: addreszes and protocol: can be combined into one [P filter,

Mame:

Subnet FTPLT elnet

Diescription:
Subret-wide FTPET elnet security ;I Edit... |
LI Bemove |

IP Filterg; V¥ Use &dd wizard
Mirrured| Dezcription | Protocol | Source Port | Deztination
a | 5]

aE. | Cancel |

Y

Click Add to start the IP Filter Wizard, then click Next. The Wizard will show
basic properties for the filter. Ensure the Mirrored checkbox is selected and
then click Next.
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IP Filter Description and Mirrored property ﬁ
-

Usze the Description field to specify a name or a detailed explanation of the |P filker.
Select the Mirored check bow to zpecify & filter in each direction.

"

Dezcnption:
Subnet-wide FTP securi :l

Iv Mirrored. Match packets with the exact opposite source and destination
addresses.

< Back I Mext » I Cancel |

The next page selects the traffic source for the filter. Select A specific 1P
Subnet asthe Source address and enter your subnet address and netmask;
it should look similar to the screenshot below.

IP* Traffic Source *
Specify the source address of the 1P traffic.
-

Source address:

£ zpecifiic [P Subnet j

IPaddess: | 172 . 27 . 16 . 0

Subnetmask:| 2556 . 255 . 248 . 0

< Back I Hesit > I Cancel |

Click next to define the IP traffic destination. Again, choose A specific IP
Subnet, enter your subnet address and netmask, and then click Next.
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IP Traffic Destination o
Specity the deztination addrezs of the [P traffic.
-

Destination address:
A zpecific [P Subnet j

IPaddiess: | 172 . 27 . 1B

0
Subretmask | 255 . 255 . 248 0

< Back I Mext > I %Cancel |

The next page allows you to choose the IP protocol type that you are filtering.
Choose TCP and click Next.

1P Filter Wizard 2lx|
IP Protocol Type o
Select the [P protocal type. IF this type is TCP ar UDP, you will alzo specify the
zource and destination ports. e

Select a protocal type:

T -
e

< Back I MNest > I Cancel |

The next page allows you to define source and destination port numbers for
your filter. In our case, we will be filtering ftp traffic, so leave the source port
as “From any port” and set the destination port to be 21.
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IP Protocol Port 2
Mary TCPAP application pratocols are establizhed with well-known TCP or UDP
porks, b

Set the IP pratocol port:
{* From any port
" From this port;

e

" Toany port
& Ta this port;
|

< Back I Hesit > I Cancel |

Click Next and then Finish to complete the Wizard and create the IP filter.

A second filter needs to be created to filter Telnet traffic on port 23. Click Add
to create this filter using steps similar to those you have just used to create
the ftp filter.

When you have created the second filter, the filter list will look like this:

- A P filter list iz composed of multiple filkers. [n this way, multiple subnets, [P
i: addreszes and protocols can be combined into one [P filker.

Subnet FTRLET elnet

Descriptiorn; —I
Subrnet-wide FTPRT elnet security Edit... |
v Bemove |
IP Filters: W Use Add 'wizard
b . Desantlan Protocol | Sourc... Saurce DNS Na Saurce ﬂ.ddre
Yes Subnet wu:le Tel... TI:F' a'-‘A.NY 23 <.-’-'« spemflc IP Su 1?2 27, 1E EI

4] | ol
QK I Cancel |
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Click OK and you will be taken back to the Security Rule Wizard with the new
filter list you have created highlighted but not selected. Click the radio button
to the left of the filter list name to select it, and then click Next.

IP Filter List .
Select the 1P filker lizt for the type of 1P traffic to which this zecurity wile appliss. %
=

IF o [P filker in the following list matches vour needs, click Add to create a new one.

1P filter hists:
M arne | Description | Add.
€O Al ICMP Traffic Matches all ICMP packets bet...
O &llIP Traffic Matches all IP packets from .. Edit.. |
[OL 5 biet FTRET elnet Subnet-wide FTPLT elnet sec. ..
Remove |

¢ Back I Mest » I Cancel |

The next page allows you to create a filter action. Click Add to start the IP
Security Filter Action Wizard and then click Next to skip past the Welcome
screen. Enter a name and description for the filter action as shown below,
then click Next to continue.

Filter Action Wizard llil
Filter Action Hame -,‘
Mame thizs filter action and provide a brief dezcription. 'ﬂ
—
Mame:

Data protection and privacy

Dezcription:

Diata protection and privacy for Applications] ;l

< Back I Mest » I Cancel
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On the General Options page accept the default value, Negotiate security
by clicking Next.

Filter Action Wizard ed
Filter Action General Options ’.‘
Set the filker action behaviar. 'ﬂ
—

= Permit
" Block
(o]

< Back I Mext > I Cancel |

On the next page you define how to communicate with computers matched
by this filter list that do not support IPsec. The default means that IPsec is
required for all communications, the other option (fall back) means that an
IPsec connection will be attempted, but unsecured communication will be
allowed if the two sides cannot agree. For this example we will choose the
default. Click Next.

Filter Action Wizard llil

Communicating with computers that do not support IPSec -.‘
Communicating with computers that do not support IPSec may expose your 'ﬂ
nietwork, to security rizks, P

Do you want to allow communication with computers that do not support IPSec?

¢ Do not communicate with computers that da nat suppart [PSec

" Fall back to unsecured communicatian,

Llze thiz option if there are computers that do not suppart IPSec on wour netwaork:.
Communication with computers that do not suppaort IPSec may expose pour network
to zecurity risks.

< Back I Mest > I Cancel
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The next page defines the level of security that IPsec should apply to the traffic
allowed by this filter. The first option adds packet signing and encryption, the
second only adds packet signing. A third option allows multiple security
methods to be assigned. Click Next to accept the default.

Filter Action Wizard ﬂﬂ

IP Traffic Security

Specify a security method for [P traffic. To add multiple securnity methods, edit the 'ﬂ
filker action after completing the wizard, -

This filter action requires at least one security method for 1P traffic.

[rata will be enu:rj,lptea:'authenticated, and unmodified.
T Inkegrity anly

[ata will be authenticated and unmodified, but will not be encrypted.

" Custom

Seftings... |

¢ Back I Mest » I Cancel |

This completes the IP Security Filter Action Wizard; click Finish to create the
filter action and return to the Security Rule Wizard. As before, the filter action
will be highlighted but not selected. Click the radio button to select and then
click Next.

Security Rule Wizard d |
Filter Action *
Select the filker action far thiz secunty rule. %
-

It hio filker action in the following list matches your needs, click Add to create a new one.
Select ee Add Wizard to create a filter action uzing the wizard.

Filter Actions: v Usze Addwizard

| Add...
LO2 D) 5t prol
O Permit Edi... |
O Request Security (Optional]  &ccepts unsecured communi...

. . . Remove |
) Require Security Arcepts unsecured communi...

< Back I Mest » I Cancel
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The next page defines the authentication method and we use the default
method (Kerberos). Click Next to accept the default and complete the Wizard.

Security Rule Wizard 21|
Authentication Method .
To add multiple authentication methods, edit the zecurity wle after completing the %
wizard. =

Set the initial authentication method for this zecunty rule:

& ictive Directary default [Kerberas W5 pratacaolf

™ Use a certificate from this certification autharity [CA);

I Browse,., |

[T Ezclude the G name from the certifizate request

™| Enable certifizate to account mappitg

" Use thiz string to pratect the key exchange [preshared key:

[

¢ Back I Mest » I Cancel |

Click Finish to apply the filter list and return to the policy property page.

From here you can create a second rule for the optional part of this
evaluation or continue on to activate the policy. To create the second rule,
continue to the next section. To activate your policy, go to Completing the
policy definition.

Creating and Configuring Rule2 (OPTIONAL)

For Rule2 there are four IP filters to define the cross-subnet behavior. Refer to
the IP filter summary table at the beginning of Section 4. Other than the filters,
the configuration is the same as for Rule1.

Follow the steps in Creating Rulel to create this second rule. When you have
finished creating this rule, your IP filter list should look like this.
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—+ An P filter lizt iz composzed of multiple filters. In this way, multiple subnets, 1P
=+ addrezzes and protocolz can be combined into ane [P filker.

!

M arne:

Croze-Subnet FTPLET elnet

Description: Add...

Crozs-Subnet FTPET elnet secunty ;I Edit... |
j Bemove |

IP Filters: v Use sdd 'Wizard
Description Prata... | Sourz... | Des.. | Source DMS MName Sn:nurn::e £

zubnet FTH TCP AT <& zpecihic [P Sub...

Yes Crozg-subnet FTP TCP AMY el < gpecific IP Sub... 192 158
Yer  Croszsubnet Telnet TCP AMNY 23 < specific |P Sub... 172271
Yer  Crozz-subnet Telnet TCP AMY 23 <4 gpecific IP Sub... 192168,

Here is another of the same list, with the filter list scrolled to show IP

addresses.

- A [P filker list iz composed of multiple filterz. [n this wayp, multiple subnets, [P
E: addrezzez and pratocols can be combined into one [P filker.
T ame:

Croze-5ubnet FTPET elnet

Dezcription: Add...

Crozs-5Subnet FTPET elnet secunty ;I Edit... |
;I Bemove |

IP Filters: V' Use &dd Wizard

Source Addr.. | Source Mask Dezstination DMS ... | Destination A. ..
228 16,0 255 255 248 1 28 specific IF".u__ 192168100 FR 2R 255 1
192168100 285.285.255.0 <f-'-. specific [P Sw.. 17227160 285, 255 248 1]
17227160 25R 2552480 <A specfic P Su.. 192168100 2RR. 2802550
192168100 28528582800  <b specific P Su.. 17227160 2hh.250.245.0

| ol
OF. I Cancel |

4

] estlnatlnn b &
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Completing the policy definition

From the policy property page click OK to save the definition and return to the
domain security settings tool.

D5-Eval IP Security Policy Properties el

Rules I Gereral I

mm]  Security rules for communicating with other computers

1

P Secunity rules:

| IP Filer List | Filter Action | Authertication.. | Tu
Subret FTP&Telnet  Data protection and ... Kerberos MHc

Crozz-Subnet FTP... Fequire Securty k.erberoz Hc

O <Dynamics Default A esponse k.erberos <M

1] | i

Add... Edi... | Bemove | W Use sdd Wizard

ok |

Cancel | Apply |

Right click on the new policy and click Assign.
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File  Action Wiew Help

'fii Group Policy Dbject Editor

=10 x|

¢« = OEPR 28 2z

::‘j' Default Domain Policy [G-W3KR2-D
L—i_| Q Computer Configuration
(L Software Settings
[ Windows Settings

2] scripts {StartupShutd
g Security Settings
Account Policies
Local Palicies
Ewent Log
[ Restricted Groups
@ Swskem Services

(23 Public key Policies
[Z) Software Restrictic
g IP Security Policies
-] Administrative Templates
[]--@ Centrify Settings

=484 User Configuration

-2 Software Settings

-2 Windows Settings

[0 Administrative Templates
[]--@ Centrify Settings

KN I

MName  /

| Description

| Policy Assigned

Server (Request Sec...
Client (Respand Cnly)
Secure Server (Requi...

For all IP traffic, abways req...
Communicate normally (uns...
For all IP traffic, ahways req...

Mo
Mo
Mo

D5-Eval IP Security P,

Eral Policy with 2 Rules: sub...

es

Now you're ready to move on to test the policy we've defined.
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Useful tools to use with
isolation and encryption
service

This chapter contains information for some useful tools: WireShark, Windows
IP security policy monitor, and the Microsoft IP security diagnostic tool.

WireShark

Download WireShark from http://www.wireshark.org/ and install it. The
current stable release of WireShark is 2.4.0. Install WireShark on your domain
controller with these recommended options:

» Install desktop icon
» Start WinPcap service at startup

= Start WireShark and set the interface.

4! The Wireshark Network Analyzer

File Edit Wiew Go | Capture Analyze  Statistics  Help

ey | & @
@ oOptions... Chrlk
Eilter: I i@ Start
| § ctop ChrHE
% Restark
il Capture Filters. ..

Assuming you are using VMware for these examples, choose the VMware
network adapter, and click options.
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http://www.wireshark.org/

74l wireshark: Capture Interfaces i ] 9]

Description P Packets Packets/s Stop |
i. Adapter For generic dialup and WP capture unknowm i i} Start | Options | Details

H

i. YMware Accelerated AMD PCMet Adapter  192.168.86.130 O i} Start | Options | Details

Help | Close

This brings up the Capture options dialog:
=lolx(}

~Capture -
Interface: IVMware Accelerated AMD PCMet Adapter: \Device\WNPF_{SE004 753-A4DE-4E76-B651-1 COOCATSI06 - | o
IP address: 192.165.56.130 L

Link-layer header kype:  Ethernet [ hd |BuFFer siza: |1 ﬂ megabytels)  Wireless Sebtings | o

[V Capture packets in promiscuous mode
[ Limit each packet to |68 ﬂ betes
Capture Filker: | || - |

-i_apture File(s -Display Options
File: I Browse... V¥ Update list of packets in real time
[ Use multiple files
. V¥ automatic scrolling in live capture
¥ rdext file every. Il j megabykels) [ - -
I} rlex file every f1 ﬂ minutels) [~ ||| ¥ tide capture irfo dislag
¥ Ring buffer with |2 ﬂfiles
- -Mame Resolution
= Stop capture after |1 j filesy
[V Enable MAC name resalution
FSbop Capkure ...
... after I1 j packetis) [ Enable network name resolution
[ ... after Il ﬂ megabyke(s) [ -
= v .
T I1 j [E— [ - ¥ Enable transport name resolution
Help | Start I Cancel
ady ko load or capture | Mo Packets | Profile: Default A

In the capture window type in the IP addresses for the capture filter:

4! Wireshark: Capture Options

~Zapkur

Interface:; IVMware Accelerated AMD PCHet Adapter: \Device\NPF_{SE00A763-A4DE-4E76-B851-1CD0C67S9C
IF address: 192,168.86.130

Link-layer header bype:  Ethernet I - |BufFer size: Il ﬂ e

[¥ cCapture packets in pramiscuous made
[ Limit each packet ko IGB ﬂbvtes
Capture Filker: | Ihost 192.168.86.132 or host 192,168,152 hd |

~I"ankbiea Filadzh ~Tizrlz

Check enable name resolution check box

‘ ¥ Enable network name resolution

The configuration is now complete. Test the configuration by pinging one box.
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il yMware Accelerated AMD PCNet Adapter: Capturing - Wireshark

File Edit ‘Wiew Go Capture Analyze  Statistics  Help

1 [T

= e lE@ExzolacsnTi|EEI”RaQn | @ -
Eilter:l ¥  Expression... Clear Apply |
Mo, - | Time | Siource | Diestination | Protacol | Info :I
EENL L XA )] g KLUp.ULEd[I.[EL JB S P I Te T | R o | NET™ N .
34 1.501273 desktop.ocean. net 192,168, 85,255 MENS Mame query ME DC. O
35 2.251553 desktop. ocean. net dc. ocean. net TCP dellpwrappks > mic
36 2.251659 dc.ocean. net desktop. ocean. net TP microsoft-ds > del
37 2.252339 desktop. ocean. net dec. ocean. net TP dellpwrappks = mic
38 §.B31512 00:0c:29:fa:26:51 ffff i ffffff ARP who has 152.168. 586
39 8.852171 00:0c:29:e8:a3a:83 00:0c:29:F6:26:91 ARP 1592.168.86.152 is
40 8.852365 desktop. ocean. net 192.168.86.152 ICMP Echo (ping) reques
41 B.B327E7 192,168, 85.152 desktop. ocean. net ICMP Echo Cping) reply
42 9.843775 desktop. ocean. net 192.168.86.152 ICMP Echo (ping) reques
43 B.B43TES 152,165, 86.152 desktop. ocean. net ICMP Echo (ping) reply
44 10, 344443  desktop.ocean. net engserv-Cen. 0Cean. net ICMpP Echo €ping) regues
45 10.844453  engserv-cen. ocean.net desktop.ocean. net ICMP Echo (ping) reply
46 11.819547  desktop.ocean. net engserv-Cen. ocean. net ICMP Echo (ping) regues
47 11.819568  engserv-cen.ocean.net desktop.ocean.net ICMP Echo (ping) reply
48 13.851585 00:0cC:20:e8:3a3:83 00:0c:29:T6:26:01 ARP who has 1592.168.86
49 15.852121 00:0c:29:f6:26:91 00:0C:29:88:3a3:83 ARP 192.168.86.132 s +

0| | i
# Frame 1 (74 bytes on wire, 74 hytes captured) -
[ Ethernet II, Src: 00:0c:29:F6:26:91 (00:0c:29:T6:26:91), Dst: 00:0cC:29:6h:bb:5d (O0:0c:2¢
Internet Protocol, Src: 192.168.86.132 (192.168.86.132), Dst: 152.168.86.130 C192.168.86.;|

| | i
o000 00 0c 29 &b bb 5d 00 0c 29 fo 26 91 OB 00 45 OO0 okl s &L LE. -
0010 00 3c 02 f4 00 00 20 0L 69 76 <0 aB 56 84 c0 al P AT T

0020 56 82 08 00 41 S5e 02 00 Oc 00 41 42 43 44 45 46 V.ooLoAA L L LABCDEF

0030 47 48 49 4a 4b 4¢ 4d 42 4f 50 51 52 53 54 55 56 GHIJKLMN OPQRSTUV
0040 57 41 42 43 44 45 46 47 48 49 WABZDEFG HI LI

WMware Accelerated AMD PCMet Adapter: <live .. | Packets: 49 Displayed: 49 Marked: O | Prafile: Default &

Filter the output by protocol by typing “icmp” for Ping and “ftp” for FTP
protocol.

T3l YMware Accelerated AMD PCNet Adapter: Capturing - Wireshark o ] 54

File Edit Wiew Go Capture Analyze  Stakistics  Help

=l g EExEL AaersnFL(EEIQQAQAE| @ -
Eilker: Iicmp or ftp ¥  Expression... Clear Apply ‘
Mo, - | Time | Source | Destination | Protacal | Info ;I
4L G.07 [5] Y= ey =C el DU eEdTT. TIEL HeEsELUH. U eEdrT. TTEL 1T ECTILE LTI e
42 9, B43775 desktop. ocean. net engserv-cen. ocean. net ICMP Echo (ping) regues
43 9.843785 engserv-cen. ocean. net desktop.ocean. net ICMP Echo (ping) reply
44 10. 844443  desktop.ocean. net Bngsery-cen. ocean. net ICMP Echo (ping) regues
45 10. 844453  engserv-cen.ocean. net desktop.ocean. net ICMP Echo (ping) reply
45 11.81%547  desktop.ocean. net ENQSEry-Cen. OCean. net ICMP Echo {ping) regques
47 11.81%5658  engserv-cen.ocean.net desktop.ocean. net ICMP Echo (ping) reply
56 372.512742 engserv-cen.ocean.net desktop.ocean. net FTP Response: 220 (vsF
58 378.209843 desktop.ocean.net Bngsery-cen. ocean. net FTR REfuest: USER clyd
engserv-cen. ocean. net FTP

desktop.ocean. net

60 37H. 205864 Response: 331 Plea

E [{EE [5] an. Net =Tal e, n. et FTF Redu 5 (&

63 384.281652 engserv-cen.ocean.net desktop.ocean.net FTP Response: 230 Logi

65 387.330511 desktop.ocean.net engserv-cen. ocean. net FTR REQuUesT: PORT 192,

66 387.33051% engserv-cen.ocean.net desktop.ocean.net FTF Response: 200 PORT

67 387.338197 desktop.ocean. net ENOSErY-CEn. OC2an. et FTR Feguest: MLST -1

71 387.344261 engserv-cen.ocean.net desktop.ocean.net FTP Response: 150 Here |

72 387.344273 engserv-cen.ocean.net desktop.ocean.net FTP Response: 226 Dire -
4 J i

Frame &2 (66 bytes on wire, 6% bytes captured) i’
# Ethernet II, sSrc: 00:0C:28:f5:26:81 (00:0c:29:F6:26:91), Dst: 00:0c:2%9:e3:3a:583 (00:0¢C:2
# Internet Protocol, src: desktop.ocean.net (192.165.86.132), DsL: engserv-<en.ocean. net Ciﬂ

4 | i
0000 00 Oc 29 e8 aa 835 00 Oc 29 6 26 %1 08 00 45 00 e J.&. L E. -
0010 00 34 03 15 40 00 80 06 <9 41 <0 a8 56 84 C0 a8 P Y - P

0020 56 98 04 fc 00 15 24 <8 77 10 d5 d5 26 75 50 18 Vol $. w...&uP.

0030 fa ba 47 83 00 00 50 41 53 53 20 63 6cC 79 64 65 VaGe W PASS Clyde

o040 0d 0a .- LI

WMware Accelerated AMD PCMet Adapter: <live ... | Packets: 77 Displayed: 20 Marked: 0 |Pr0file: Default &

After you assign your policy all packets will be ESP (encrypted and signed)
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%! ¥Mware Accelerated AMD PCNet Adapter: Capturing - Wireshark ;IEIII I

File Edit ¥ew Go Capture Analyze Statistics  Help

SNy gola¢s»2TL|[EB | QQQAD|#DB % -
Filter: Iesp| >  Expression... Clear Apply N
Mo, - Source Diestination Protocol Info =

. engser . 0 . E 0p. OCean. net S 3 1dcfa3 L

4105 20384,84598 desktop.ocean. net engserv—-can. ocean. net ESP ESP (SPI=0x0ezeddad)

4106 20384. 84830 engserv-cen.ocean. net desktop. ocean. net ESP ESP (SPI=0x1dcf4382) ||

4107 20384.84965 desktop.ocean. net engservy-cen. ocean. net EsP ESP (SPI=0x0eZedd4ad)

4108 203853.84953 engserv-cen.ocean.net desktop.ocean.net ESP ESP (SPI=0x1dcf4382)

4109 20385. 84984 desktop.ocean. net engservy-cen. ocean. net EsP ESP (SPI=0x0eZedd4ad)

4110 20386. 84944 engserv-cen.ocean. net desktop. ocean. net ESP ESP (SPI=0x1ldcf4382)

4111 20386, 85018 desktop.ocean. net engserv-cen. ocean. net ESP ESP (SPI=0Ox(ezeddad)

4112 20387.85020 engserv-cen.ocean. net desktop. ocean. net ESP ESP (sSPI=0x1ldcf4382)

4113 20387.85049 desktop.ocean. net engserv-cen. ocean. net ESP ESP (SPI=0x0e2eddad)

4114 20388. 85010 engserv-cen.ocean. net desktop. ocean. net ESP ESP (SPI=0x1ldcf4382)

4115 20388. 85040 desktop.ocean. net engservy-cen. ocean. net EsP ESP (SPI=0x0eZedd4ad)

4116 20389, 85093 engserv-cen.ocean. net desktop. ocean. net ESP ESP (SPI=0x1dcf4382)

4117 20389. 85167 desktop.ocean.net engserv-cen. ocean. net EsP ESP (SPI=0x0eZedd4ad)

4138 20482.34589 engserv-cen.ocean. net desktop. ocean. net ESP ESP (SPI=0x7aleda’?])

4139 20482.34631 desktop.ocean.net engserv-cen. ocean. net E3pP ESP (SPI=0x0532423d3)

4140 20482.34752 engserv-cen.ocean. net desktop. ocean. net ESP ESP (SPI=0x7aleda’?])

4141 20482.34772 desktop.ocean. net Englser\.r—cen.ocean.net ESP ESP ESPI=0x052423d32 =
1 | i
Frame 4104 (134 bytes on wire, 134 hbytes captured) i’
Ethernet II, Src: 00:0¢C:29:e8:aa:83 (00:0c:29:e8:3a:83), Dst: 00:0c:29:f6:26:91 (00:0c:29:F6:26:91
Internet Protocol, Src: engserv-cen.ocean.net (192.168.86.152), Dst: desktop.ocean. net (192.168.86L|
2| | |
0000 00 O0cC 29 T6 26 91 00 Oc 29 &8 aa 83 08 00 45 00 e e e E. -
0010 00 78 00 00 40 00 40 32 0b eF c0 a8 56 98 c0 a8 PO - T - Y j
0020 56 84 1d cf 43 82 00 00 00 0L bl 06 71 cO dl Ze L' o
0030 3 a7 90 03 0c 8 b4 28 70 95 76 ca 1f cc 94 93 ....... Cpaviee...
0040 50 00 &9 3c f5 26 42 b9 3d 6e af 1b ea %a d3 0of P..<.&B. =n...... LI
(aTal¥al 22 QA Ad A AT AT NkoAC Ad Al 21 AF eF Ed Floa- Hona L mvmen
- . . . B = v [ DR - L— - -

Windows IP Security Monitor

On the Windows machine that is being used for these examples, start the
MMC console and add the IP Security Monitor snap-in.

The Policy Monitor displays different information depending on the release of
Windows. Main Mode is IKE phase 1 negotiation and Quick Mode is phase 2.
This screen shot shows the IPsec console on a Windows 2003 server.

[:l Console Root Ttem | Description |
E@ IP Security Monikor 4 Policy Narne Part Palicy
= @ bC . Policy Description This Policy uses IPSEC Far ...
=i 2 Policy Last Modified 5J5/2009 11:06:29 AM
H C:I Main Mode XPoIicv Stare Dornain Store
-a Generic Filters 2 policy Path LDAP: | fCh=ipsecPalicy4d. .
g ?E:g:;c’;ters . Organizational Uriit LDAP: /D =0cean,DiC=net
-{13) Statistics . Group Policy Object Mame Default Domain Policy
D Security Associations
{2 Quick Made

{7 Generic Filkers

-1 specific Filkers

L1 Megotiation Policies
({1 Statistics

{:I Security Assaciations

The following screenshots show the IPsec negotiations, policies, and security
associations when pinging and ftp-ing from one machine to another.
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The IPsec monitor is running on the Windows desktop. Notice there is no
Active Policy node. This shows the IKE SA for phase 1 of IPsec.

i/ IPsecMonitor - [Console Root\IP Security Monitor\DESKTOP\Main Mode)Security Associations]

Bﬁ] File  Action View Favorites  Window  Help

e BE BB @B

(23 Conscle Raot Me Peer Authentication Encryption Inteqgrity Diffie-Helman
=8 1P Security Moritor 3 102.168.86.132 192.168.86.152 Presharedkey  3DES SHAL Medium (2)
= [f&y DESKTOP
=2 Main Made

(21 Generic Filters
(21 Specific Filkers
(23 IKE Policies
a Security Associakions
=23 Quick Mode

(2 Generic Filkers

(23 specific Filters

{21 Megotiation Policies
D Security Associations

This shows the Generic filters that were defined and are active, | did not do
telnet or http.

e % 7 . 5 T 4 =1 I
iti. I’secMonitor - [Console RootMP Security Monitor\DESKTOP\Main Mode\Generic Filters] |-_||E|rz|
% File  Action Wiew Favoribes  Window  Help ;Iiljﬂ

e = BHE R D
(20 consale Root Name Source Destination IKE Policy Authentication Methods Interface Ty
=& IP Security Manitor $FTP 192,168.86.0(255,255.25,., 192.168.86.0(255.255.25.,, 2 Preshared Key, Kerberos Al connectio
= @ DESKTOR $Png  Me Any z Preshared Key, Kerberos  All connectio

=2 Main Mode
{23 Generic Filters
(23 Specific Filters
(2 IKE Policies
: D Security Associations
=20 Quick Mode
(L Generic Filters
(L Specific Filters
(L Meqatiation Palicies
: D Security Associations

This shows the specific filters that are currently active for phase 1

‘it IPsecMonitor, - [Console RootMP Security Monitor\DESKTOP\Main Mode\Specific Filters]

ﬁ] File Action View Favorites Window Help

c» AEBER @@

(23 Consale Root Mame Source Destination Direction IKE Policy | Authentication Methods
=) 1P Security Maritor % ping  192.168.86.132 Aty Cuthound 2 Preshared Key, Kerberas
= @ DESKTQP % ping  Any 192,168.86,132 Inbound z Preshared Key, Kerberos
=3 Main MUde g $FTP 192.168.86.0(255.255.255.0)  192,168.86,0(255,255.25,,, Outhound 2 Preshared Key, Kerberos
g gs;;;:; ::::: FFTP  192.168.86.0(255.255.255.0)  192.168.86.0(255.255,25... Inbound 2 Preshared Key, Kerberos

(L 1KE Policies

D Security Associations
=23 Quick Made

(21 Genetic Filters

(L specific Fikers

{2 Megotiation Policies

[:I Security Associations

The IKE policy encryption and signing methods (there are 4 defined):
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(23 Generic Filkers

(23 specific Filkers

25 IKE Folicies

D Security Associations
=23 Quick Mode

(23 Generic Filkers

(23 specific Filkers

(2] Megotistion Policies

D Security Associations

2 Properties

% File  Action Yiew Favorites  ‘Window  Help
¢ OEER 2
(L3 Conscle Root Mame Murnber of Offers
= ,g IP Security Monikar w2 4
= [f#) DESKTOP
=2 Main Mode

Qffers of thiz IKE policy:

Encryption | Integity | Diffie-Helman | Quick Mode Limit | Key Lifel
3DES SHa1 tediurn [2] 1] 0/2830C
3DES MDE tedium (2] i 0/2880C
DES SHa1 Low (1) ] 0/2830C
DES MDE Low (1] ] 0/2880C

This shows all of the filter lists and how they are defined:

“Hi IPsecMonitor - [Console RootMP Security MonitorA\DESKTOPAQuick Mode\Generic Filters]

(1 IKE Policies

[:I Security Associations
=23 Quick Made

{23 Generic Filkers

Z1 specific Filters

(2 Meqgatiation Policies

[:l Security Associations

n%] File  Action View Fawvorites ‘Window Help
& | B 2

(L3 Console Root Mame Source Destination Source Port Destination Port

=&, IP Security Monitor Elar 192,168.86,0(255,255,255.0)  192,165.86,0(255,255,255.01  Any 21

=B [E’:EISKTQP F 3 Telnet 192,168,686, 0{255,255,255.0)  192.168.86.0(255,255.255.0)  Any 73

& EIHGMD = e # HrTP 192.168.56.0{255.255.255.0)  192.168.36.0(255.255.255.0)  Any a0

ST A % FTPData  192.168.86.0(255.255,255.01  192.168.86.0(255.255.255.0)  Any 20

21 specific Filkers i
2 Ping Me Any Any Ay

This shows the specific filters that are available from the filter lists defined for
IPsec phase 2:

IPsecMonitor, - [Console Root\IP Security Monitor\DESKTOPYQuick Mode\Specific Filters]

rﬁn File  Action ‘iew Favorites ‘Window  Help ;Iilﬂ
@ ol E
[:l Console Root Mame Source Destination Source Port Destination Port Protocol  Flag Direction
=8, 1P Security Monitor £ Frr 192.165.86.0(255.255. ..  192.168.86.0(25... Any 21 TP Meqg... Outbaund
= peskrer § FTPDats  192.166.86.0(255,255,..  192.168.86.0(25... Any 20 TCp Meg... Inbound
=1 Main Mode T FTPData 192.168.86.0(255.255....  192.168.86.0(25... Amy 20 TP Meg... Outhound
g gs':l;:z ::E::z  Hre 192.168.86.0(255.255....  192.168.86.0(25... Any 80 TP Meg... Inbound
) 1KE Polies g Hre 192,168,86.0(255.255. ...  192.168.86.0(25... Any a0 TP Meg... Outbound
(01 Securly Associations | & Tenet 192,168,86.0(255.255. ...  192.168.96.0(25... Any 23 TP Meg... Inbound
2 (23 Quick Mode % Telnet 192,168,86.0(255.256. ...  192.168.86.0(25... Any 23 TP Meg... Outbound
(1 Generic Fiers £ Fp 192.168.86.0(255.255. ...  192.168.86.0(25... Any 21 TP Meg... Inbound
£ Specific Filters 3 FTPData  192.168.86.0(255.255....  192.168.86.0(25... 20 any TP Meg... Outbound
{23 Meqotiation Policies % FTP Data 192,168,86,0(255,255,...  192.168.06.0(25... 20 Any TCP Meg... Inbound
{2 Security Assoriations 2 TP 192.168.86.0(255.255....  192.168.86.0(25... 80 Ay TCP Meqg... Inbound
% Hre 192.168,86.0(255.255. ...  192.168.86.0(25... &0 any TP Meg... Outbound
3 Telnet 192,168,86.0(255.255. ...  192.168.86.0(25... 23 any TP Meg... Inbound
% Telnet 192,160.86.0(255.255. ...  192,168.86.0(25... 23 any TP Meg... Outbound
ES ] 192,168,86.0(255.255. ...,  192.168,86.0(25... 21 any TP Meg... Inbound
o] 192.168.86.0(255.255. ..  192.168.86.0(25... 21 any TP Meg... Outbound
$ Ping Any 192, 168.06,132 Any Any TCMP Meg... Inbound
% Ping 192,168.56.132 Ay Any Ay ICMP Meg... ©utbound

Looking at Negotiation Policies, only one action, ESPFilterAction is available.
Only 3DES and SHA1 can be used. If a machine in another domain does not
have a policy that matches this filter, the session will fail. It may be possible for
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phase 1 to work, but phase 2 will not work unless there is a corresponding

filter action in the other domain.

‘i IPsecMonitor - [Console Root\IP Security Monitor\DESKTOP\Quick Mode\Negotiation Policies]
% File  Action View Favorites  Window  Help
€ B\ EFR 2

[Z3 Console Root Marme Nurber of CFfers
=& %%CU”W Manitor 2 ESPFilterAction 1
= DESKTOR
=-Z7 Main Mode . . .
© B Generic Fiters ESPFilterAction Properties
([0 specific Filkers S
i G |
{12 E Policies ol
: [ security Associations . X s
E"{:.l Quick Made Offers of thiz Quick kMode policy:
-+ Generic Filters Authentication | ESF Confidential | ESF Integity | Key Lifetimes (KE
Q :t SUEL = qrity | kel Liretimes | k.
(0 specific Filters <Nanes 3DES HMAC-5HAT 070
{23 Megatiation Policies

Clicking Security Associations shows the SAs used for phase 2:

‘it IPsecMonitor - [Console RootMP Security Monitor\DESKTOPMQuick Mode\Security Associations]
% File  Action ‘Wiew Favorites  Window  Help P =1

- Am BB 20

I;—l Cansole Root Source Address Destination Address Prataocal Source Port Destination Part | Megatiation Policy
=8 1P Security Monitor 3 192.168.86.132 192,168.86.130 ICHP Ay Aty ESPFilterAction
= [ peskTop # 192.168.86,132 192, 168,86, 152 TP Any 21 ESFFilteraction

=0 Main Mode

73 Generic Filkers
(L1 Specific Filkers
22 1KE Palicies

Wi D Security Associations
=23 Quick Mode

([0 Generic Filkers
[ specific Filters
{21 Meqgotiation Policies

----- 45 Security Assoriations

Microsoft IPSec Diagnostic tool

Microsoft's IPsec Diagnostic Tool is used for troubleshooting IPsec on
Windows computers. It can be downloaded from Microsoft here:

https://support.microsoft.com/en-us/help/943862/the-microsoft-ipsec-
diagnostic-tool-is-available-for-windows-server-20
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