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Privilege Manager is an endpoint least privilege and application control solution for Windows, macOS, and Unix/Linux, capable of supporting enterprises and fast-growing organizations at scale. Mitigate malware and modern security threats
from exploiting applications by removing local administrative rights from endpoints. The two major components are Local Security and Application Control.

Using Privilege Manager, administrators can automatically discover local administrator privileges and enforce the principle of least privilege through policy-driven actions. Those policy-driven actions include

e blocking, elevating, monitoring, allowing

e application quarantine, sandbox, and isolation,

e application privilege elevation, and

e endpoint monitoring

Allthis is seamless for users, reduce IT/desktop support workload, and support compliance obligations.

Privilege Manager does not require Secret Server or any other Thycotic product to run. Secret Server's vaulting and workflow capabilities can be extended to privileged endpoint accounts when the two products are used together.

The typical Privilege Manager user is part of an IT team that is tasked with implementing and overseeing a company's security business requirements and framework. In the Privilege Manager product this role is known as the Privilege Manager
Administrator. Although there are a few other kinds of Privilege Manager user roles that may use Privilege Manager now and then for minor tasks, the Privilege Manager Administrator is the main user of Privilege Manager.

Itis useful (although not necessary) for Privilege Manager Administrators to be familiar with the basics of IT administration, such as the Group Policy feature from Microsoft.
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Feature Overview

For those organizations leveraging Active Directory (AD) and/or Azure AD as their identity authentication and authorization service, deploying a least privilege program that works seamlessly with AD is absolutely critical. Privilege Manager
integrates with AD so administrators can synchronize Domain Objects such as computers, OUs, and security groups from AD with their application control policies. Privilege Manager can leverage the user, group and privilege associations
managed by Active Directory in its policy deployment and ensure unauthorized changes to AD made by endpoint users, such as adding a user to a local administrator account, can be blocked automatically and in real time.

The Privilege Manager Agents are a critical component of Thycotic's application control, giving you the ability to evaluate the health and status in real time. Privilege Manager provides pre-configured and fully customizable reporting on the
status of agents and endpoint operating systems. In the Privilege Manager reporting dashboard, you can drill into reports based on any dimension and easily export report data to other reporting applications or Excel.

The most powerful applications installed on endpoints are those that require administrator credentials or root privileges to run. Privilege Manager discovers all applications that run on endpoints through its Learning Mode, giving you a precise
snapshot of how these applications are used before you implement any changes. You can set up Discovery policies to target any new application action that requires administrator or root access, so no privileged action goes unnoticed.

Non-Domain Endpoint Support: Privilege Manager provides management and application control support for endpoints even if they are not associated with your organizational network. Because it utilizes agents, it can manage endpoints
outside the network, such as those used by vendors, contractors, and partners, with the same dexterity and precision control as those within the network.

Rotate local account passwords on endpoints based on a pre-defined, fully customizable schedule, ensuring that password best practices are followed.

Privilege Manager can record all executable events on managed endpoints so you can review, search, and analyze these logs in a unified manner without leaving the console.

Child processes are those that execute from within a file such as a PDF and are frequently how malware executes on an endpoint. Privilege Manager allows you to prohibit execution of Child Processes to ensure unknown executables are
restricted on your organization's network.

Privilege Manager's ability to quickly generate fully customized reports and schedule the execution and delivery of these reports is essential to maintaining a real-time understanding of every aspect of your least privilege program.

Review and manage local groups, including Group membership. This powerful capability prevents Group membership changes from being made on an endpoint, as all changes must be made via the Privilege Manager console.

This policy type requires that people provide a justification for why they need to run an application before elevating with administrator privileges. User Justification refers to the policy action. Since Conditions and Actions are independent, this
action can be applied to any condition.

Enforce least privilege through policies for application control. You'll start with access to a broad library of out-of-the-box policies, all of which are completely customizable. Layered policies create the parameters that dictate precisely how
privileges are accessed across your network. They define what actions people can run, and where. When policy conditions are met, Privilege Manager automatically applies an action (e.g. blocking. monitoring, application elevation, etc.) on
one or multiple assets.

Web server clustering provides both high availability and load balancing by allowing multiple web servers to run Privilege Manager software. A clustered environment is key in disaster recovery scenarios as you can automatically failover to a
separate web server with no downtime. Additionally, performance can be improved through load balancing by having multiple servers processing requests simultaneously.

Privilege Manager can automatically revoke all local administrative privileges on endpoints so you can adhere to a least privilege policy. With application-level privilege elevation, user-level privileges are not required and people can still
access all the systems they need.

You can manage all local users on all endpoints across your organization, including the automatic rotation of local user password(s), all from a central console.

The ability to audit and review the activity of local users and groups is essential to retroactively identify problematic activity and reduce risk. Privilege Manager lets you swiftly review and search across all User and Group activity associated
with privilege escalation on every managed endpoint.

The Privilege Manager mobile app for iOS and Android lets you manage endpoints, configure policies, process approvals, and receive event alerts via a mobile device so you can learn of requests and address issues quickly.

Privilege Manager integrates with reputation checking software like VirusTotal to provide application analysis in real time. This unique feature allows for reputation analysis of any unknown applications in order to mitigate risk of endpoint
attacks from ransomware, zero-day attacks, drive-by downloads, and other unknown malicious software. With Privilege Manager, all applications that meet a general condition (i.e. executed from a specific directory or directories, file names,
types, or any applications that are disassociated with existing policies) can be sent to VirusTotal for a reputation check and analysis.

Successful application control demands that you have a complete, real-time understanding of the status and activity of all endpoints. Privilege Manager provides a unified reporting dashboard so you can quickly evaluate the status of
endpoints, review activity logs and event data, and access a broad library of reports. Responsive and fully configurable, Privilege Manager's dashboard reporting enables you to quickly drill down into reports across any dimension (time, geo-
region, OS, status...) to evaluate activities and trends. From the dashboard you can also set up automated alerts to stay informed of potential problems.

Many organizations choose to protect their Privilege Manager web server by restricting it from direct outbound internet access. To secure your environment according to best practices, it is not enough to simply set your server offline because
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Privilege Manager still will communicate directly to agents across your network that DO have direct internet access, therefore attackers can potentially use the connection between your endpoint agent and Privilege Manager to breach your
web server. To prevent this direct connection between agent endpoints and your Privilege Manager web server, Privilege Managers allows for the setup of a Reverse Proxy machine with limited permissions. A properly configured Reverse Proxy
will act as a buffer between Privilege Manager agents and the Privilege Manager server to limit server exposure.

Sandboxing quarantines applications so they are not allowed to execute, or only allowed to execute in a limited way so they don’t touch any system folders or underlying OS configurations. Privilege Manager supports sandboxing for
applications that are not known, to ensure they do not negatively impact productivity or introduce threats to the endpoint or network.

Many organizations leverage ticketing systems to streamline their support workflow and like to view and report on all support requests within a single system. Privilege Manager can be fully integrated into ServiceNow, so support requests and
IT responses can be managed, tracked, and reported via the ticketing systemiitself.

For those organizations utilizing the Symantec Endpoint Protection or Symantec Endpoint Protection Cloud solution for allow listing and reputation, Privilege Manager can utilize the SEP allow list and reputation engine to inform and prescribe
its provision of application control capabilities across endpoints.

You can integrate your least privilege and application control program with a SIEM tool or other cyber security reporting and analytics services and tools. Privilege Manager can push out SysLog messages on a fully configurable schedule to any
application or service that accepts the SysLog format.

Privilege Manager can integrate with Microsoft System Center Configuration Manager and scan SCCM software delivery “packages” for applications that can be allow listed by Privilege Manager.

Privilege Manager supports allowing trusted applications, blocking to deny known malicious applications based on attributes, file hash, location, or certificates, and monitoring to prevent unknown applications from running. Monitoring
provides a system for discovering the unknowns and adding an action that hinges on a reputation check. Distinct from allowing applications to run with default user level privileges, an elevation policy applies admin credentials to specified
applications. This type of policy is often paired, so that employees can perform trusted tasks that require administrator credentials to complete, like installing a trusted application (Adobe) or device (printer), without involving IT support.

By only elevating application privileges based upon specific policies and criteria, Privilege Manager ensures people don't use Microsoft's UAC capabilities to grant a dangerous or unknown application administrative rights under any
circumstance.

Privilege Manager identifies all local accounts on agent-installed endpoints and flags those with local admin rights, including hidden or hardcoded admin privileges. A single, comprehensive view makes management easy.
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Least Privilege Explained

Least Privilege is a security-driven management philosophy that models a system where all employees are given the minimum level of access rights necessary to carry out their job functions on endpoint machines. This is to protect each
machine from malicious applications, rogue employees, or attackers. Privileged local admin or root accounts on endpoints give unfettered access to the entire endpoint and can potentially be used to access other computers, domain
resources, and critical servers unless a least privilege security model is implemented. But implementing Least Privilege can be difficult for IT teams to enforce because there are plenty of daily, trusted activities that employees must perform
that require access to privileged credentials.

Privilege Manager's toolset is two-fold. First, Local Security discovers all accounts that exist on endpoints and allows Privilege Manager Administrators to control the exact membership of every local group. This will ensure the correct admin
and root accounts are permanently set. Additionally, credentials will be controlled by enforcing password rotation on those accounts.

Second, Application Control allows Privilege Manager administrators to manage application activity on endpoint machines. Applications that require admin rights or root access can be automatically elevated, allowed applications are allow
listed, and malicious applications are blocked.

In other words, tailoring a robust, role-based Application Control system is key to keeping your organization's employees working both securely and effectively, without notable disruptions. But managing local administrator and root accounts
through Local Security is arguably the fastest way to lock down your network from malicious endpoint attacks that exploit administrator access.

Every implementation looks different when configuring Privilege Manager to work best for your organization. The key is to know your goal and be smart about getting there. The Getting Started section will walk you through beginning
configurations for both Local Security and Application Control.
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10.8 User Interface Introduction

The 10.8 release of Privilege Manager introduces a new user interface, providing a redesigned user experience, simplifying many major areas and typical workflow processes when setting up application policies or local security.
To preview the enhancements made to the user interface, please view this video.

Switching between the new and old Ul post upgrade is not available.

Refer to The Privilege Manager Ul for an overview of the main Ul components.


https://vimeo.com/434453083/6c9dec1030
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Glossary

Action - Anaction is not required in a policy. A policy can be designed, for example, to simply listen for specific application activity, and provide auditing information back to Privilege Manager. However, to apply controls to a process
(executable), one defines an action in the policy.

Some common actions include:

Adjust process rights,

Add administrative rights,

Remove administrative rights,

Deny application execution,

Require user justification - user provides a reason why they need to run the application,
Application warning,

Bypass UAC prompt,

Require workflow approval - user needs approval to run an application, etc.

Agent - An agent is installed on every endpoint in your network and will 1) Receive and apply defined policies to govern application/process execution on the endpoint, 2) Execute tasks on the endpoint and feed audit and inventory data back to
Privilege Manager.

Agent BaseUrl - The agent must be set to communicate directly with Privilege Manager. There exists aregistry entry that is set upon agent installation - this registry key is called BaseUrl.

Agent Registration - The Privilege Manager agent completes a registration process when it initially contacts Privilege Manager following installation, but also at regular configurable intervals. So, registration occurs regularly.
Arellia - Arellia was the original name for Privilege Manager. Because of this, many file paths and back end notations include the term Arellia or AMS instead of Privilege Manager or TMS.

Computer Groups - (also called Resource Targets) Specified sets of computers that meet certain criteria (e.g. type of operating system, location of the computer, etc) that are targeted by certain policies and scheduled tasks.
Condition - Policy Conditions contain one or more filters that defines what a policy is ‘listening’ for. If the condition is satisfied in a policy, then an action is applied.

Config Feeds - Config Feeds can be found on the ADMIN page access from the Privilege Manager main page. Configuration feeds allow Thycotic to deliver new components to Privilege Manager. Simply click through the options in the Config
Feeds page starting with the Select Items button and download anything appropriate. Once the item is downloaded, it is immediately available in Privilege Manager.

Dashboard - Dashboard is the term for Privilege Manager's landing page, or Home screen
Event - Any notable file data on your network that is targeted by Privilege Manager is called an Event.
Discavery - Discovery is a term used by Thycotic for any information that is scanned or “found” on a network and imported or used by our products.

Least Privilege - Least Privilege is a security strategy organized around best practices. When effectively implemented, an organization's employees can navigate their network system with the lowest level of privileges. Higher credentials
are flexibly (and often automatically) granted or denied based on users and the tasks being performed. This dynamic strategy significantly reduces the threat of security breaches across an organization without interfering with daily
operations.

Filter - The Policy Condition lists one or more filters. A filter is defined to identify many things about an executable or process, or ‘situation’ when an executable or process is initiated.
Common Filters include:

File specifications,

Network location,

Directory location,
Application reputation,
Application digital certificate,
Time of day, User context (what AD security group a user belongs),
Download source,

Drive type,

File owner,

Internet Zone,

Security Catalogs, etc.

Inclusion Filter/Exclusion Filter - When afilter is placed in the Inclusion Filters or Exclusion Filters under the Conditions tab of a policy definition, it can be used to explicitly include or exclude what is defined in the filter with respect to a
policy. (l.e. Exclusion: apply this policy only if the user is NOT an administrator; Inclusion: apply this policy only if the computer is on the company network; Inclusion: apply this policy only to applications signed by a specific company's digital
certificate, etc.).

Persona - Personas manage sets of privileges that are assigned to users on specific Windows computers or Computer Groups. A Persona includes a set of pre-defined filters and provide an easy way to assign policies based on Computer
Groups and users. Filter parameters in a Persona are limited and specifically designed to be applied to Windows administrative users.

Policy - Aset of conditions (Filters) that, when met, will apply an action to managed resources (target computers).

Blocking - Type of policies that will deny an application from running based on a determined set of criteria.

Catch-AllPolicy - A Catch-All policy is a type of Learning Mode policy that will gather information about any unknown events that happen in your network.

Elevation Policy - An Elevation Policy will allow specified applications to run with administrator credentials.

Monitoring - Monitoring is a dynamic method of managing applications that might not be included on a safelist or blocklist. Instead of trying to anticipate every executable users will run, you can apply a flexible policy that includes
actions or reputation checking for unknown applications.

Non-Blocking - Types of policies that will allow applications to run according to normal user credentials. This is often considered a neutral policy to specify trusted applications.

Policy Priority - Policies are evaluated in a certain order for each application that runs. If one policy blocks an application and ends execution before a second policy that was intended to elevate privileges, then only the block will occur. Itis
important to have an awareness of all policies that are defined and the order in which they are called by the agent.

RDP Monitor - Discontinued with version 10.6. The RDP Monitor is used to configure the Enhanced Session Monitoring feature in Secret Server. It is found in Privilege Manage because this feature uses the agent architecture defined by
Privilege Manager, however this feature typically is not used in a Privilege Manager PoC.

Reputation Engine - Privilege Manager can call upon a reputation engine (e.g. VirusTotal) in real-time to check an application’s public reputation. One can create a reputation checking policy in Privilege Manager through Monitoring
policies. This type of policy can take application information and send it to the engine in real-time and act on the application based on the returned reputation. For example, if the reputation engine returns a BAD grade, the application can be
denied. Itis recommended to apply this type of policy to specific directories where new or unknown applications might reside - like the Downloads, TEMP, or Desktop directory.

Resource Targets - (also called Computer Groups) Specified sets of computers that meet certain criteria (e.g. type of operating system, location of the computer, etc) that are targeted by certain policies and scheduled tasks.
Scheduled Tasks — A Privilege Manager policy may be defined to be applied based on a schedule. These items run using the Task Scheduler on each endpoint, and are only accessible by Privilege Manager administrators.

Secret Server - Secret Server is a second Thycotic product that many IT teams use to securely manage privileged accounts and passwords in an organization. Privilege Manager and Secret Server are separate products but often used
together for a holistic approach to network security. The two products are highly integrated and some of the features cross between products. For example, the Secret Server license page houses Privilege Manager licenses, and Secret Server
clients rely on Privilege Manager agent (RDP Monitor) when using the advanced session recording feature.

Send Policy Feedback - Send Policy Feedback is a setting that can be enabled for any policy that sends information to Privilege Manager. This is used in Learning Mode Policies and often valuable during testing, configuration, or auditing
projects.

TMS - TMS is shorthand for Thycotic Management Server. It is an umbrella term for our base application layer that Privilege Manager runs on top of.
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VirusTotal - The VirusTotal reputation service is supported by Privilege Manager as a reputation engine. A free VirusTotal APl key will need to be obtained to use VirusTotal in Privilege Manager. Note that the free API has limits and may not be
appropriate for a production environment that functions with over four requests per minute.
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Platforms

Although Privilege Manager provided feature parity across all supported operating system, there are best practices and some functional areas that differ and are detailed in this section's topics
For platform specific details, refer to:

e macOS
e Windows
e Unix/Linux
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OnmacOS endpoints, best practices around system panes and user file and folder access varies from how these areas are managed on other operating system endpoints.
Recent changes introduced with Catalina and completed with Big Sur required a new approach from Privilege Manager.
The following topics are available to provide details on platform specific information:

macOS Extensions

File/Folder Access

Sudo Plugin

Secure Token

Best Practices Preference Panes
macOS Gatekeeper Best Practices
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Best Practices Preference Panes

This best practices section pertains to all macOS versions from El Capitan to (and including) Big Sur.
Thycotic supports elevation without having to enter admin credentials for these preference panes:

e Date & Time
e Energy Saver
e Network

Other preference panes should not be used in elevation policies based on the nature of their function within the system. They can be elevated, but for certain actions, admin credentials may still be required. Changing those preference panes’
settings should really be done by administrators only and not standard users, as designed by Apple®.

AllmacQOS preference panes can be used in deny policies.
This section contains macOS specific user interface topics.

Configuration Profiles

Best Practices System Preferences
Best Practices Printer Installs

Date & Time Preference Pane
Energy Saver Preference Pane
Network Preference Pane
Preference Pane macOS
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Getting Started with macOS

Refer to the following topics for prerequisites that allow for an environment-wide macOS deployment:

System Extensions: Using an MDM Profile for your Agent

Allow Notifications: Manage Privilege Manager Notifications on macOS
Full Disk Access: macOS File/Folder Access

Approvals: macOS Approval Process

Agent Installation Overview: Installing macOS Agents

Unattended Agent Install: Using an Unattended Install Method
Deployment via Jamf: Setting up a Jamf Integration

Delinea
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Best Practices System Preferences

On macOS systems, users (Admin and Standard) can customize the System Preferences based on their macOS role scope. Details about macOS based customizations via the system preferences can be found at
https://support.apple.com/guide/mac-help/change-system-preferences-mh15217/mac.

With Privilege Manager you can implement policies that provide application control to deny execution of all preference panes. Run as root policies are only supported and recommended for management of the following preference panes:

e Date&Time
e Energy Saver
e Network

The following rules apply for policy managed preference panes:

o |fwe have no policy for a given preference pane, the authorization for it is left to its system default.
o Apreference pane's default authorization is restored when a policy for it is disabled/deleted.
e Managed preference pane defaults are restored on an uninstall.

Note: For preference panes that display the padlock icon, if you click the padlock to close it, you are required to enter admin credentials to unlock it again. Due to the way macOS caches preference pane authorizations, if a
standard user has clicked the padlock icon, they will have to close and reopen System Preferences for the policy evaluation to be performed again.

Error Behavior of Preference Panes
When a particular preference pane is opened in the System Preferences application, XPC bundles for that particular preference pane are opened. These XPC bundles remain open until the System Preferences application is completely closed.

This behavior can result in apparent failed policy evaluations. Opening a preference pane that has previously been opened and evaluated without closing the System Preferences application following the initial opening, results in the policy
evaluation not triggering again for that particular preference pane due to the XPC bundle remaining open.

For example, if you have a policy that requires approval of Date & Time preference pane changes and our notification dialog is cancelled and then Date & Time is opened again, our notification dialog is not presented to the user again. Instead, a
sheet dialog indicates that the preference pane can't be loaded. In order to trigger policy evaluation again, System Preferences must be closed and then reopened.

User Based Behavlor of Preference Panes
Standard User

Without an active policy, preference panes appear locked and standard users are not able to make changes. The exception is the Date & Time preference pane. Standard users are allowed to edit the clock appearance. Any changes here are
specific to the user's session and can be modified without clicking the locked padlock icon despite what the text next to the icon says.

With an active policy, depending on its action, the following happens for:

e Deny Execute|Deny Execute Message | Application Denied - The user is presented with a dialog indicating they are denied running the preference pane. Depending on the usage of Deny Execute Message versus Application
Denied Message and the version of macOS, each one may appear twice.

o Application Justification - The user is presented with the justification dialog. Once the user enters a justification and clicks Continue, all controls on the pane are enabled. Any changes made are saved. When the user clicks Cancel,
macOS will display an error sheet in System Preferences indicating there was an error loading the preference pane.

e Application Warning - The user is presented with the warning dialog. When the user clicks Cancel, macOS will display an error sheet in System Preferences indicating there was an error loading the preference pane. When the user
clicks Continue, all controls on the pane are enabled and any changes made are saved.

e Application Approval Request - The user should be presented with the approval dialog. When the user clicks Cancel, macOS will display an error sheet in System Preferences indicating there was an error loading the preference
pane. Once the user enters a reason and clicks Continue, the dialog for waiting for approval is displayed. If the user clicks Cancel in the waiting dialog, macOS will display an error sheet in System Preferences indicating there was an error
loading the preference pane. Depending on the Approval action (Allow or Deny), the following takes place:

o Allow - All controls on the pane are enabled. Any changes made are saved.
< Deny - macOS will display an error sheet in System Preferences indicating there was an error loading the preference pane.

The following preference panes require admin credentials to make changes and should not be managed with a run as root policy that triggers a user dialog for justification or approvals:

Parental Controls,
Printers & Scanners,
Security & Privacy,
Sharing,

Time Machine, and
Users & Groups

Admin User

Local admin users should not be managed by any policies requiring user interaction when the policy is triggered. For macOS endpoints the only type of policy would be to demote administrative rights for a particular preference pane by simply
denying access.
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Best Practices Printer Installs

Toinstall and manage printers via the Printers and Scanners preference pane, standard users on macOS should be added as members of the Ipadmin group. You can use Privilege Manager's LSS user and group management features to assist
with this.

OnmacOS, adding a printer can happen in three ways. Two of those can be allowed through an elevation policy enabling a user to add a printer via

e an .app installation file directly or
e a.pkgdriver installation directly.

The third option is where the Printers and Scanners preference pane is used to manually add a printer based on existing printer drivers. Refer to the link below for more information.

Under the first scenario, the application that is performing the install and configuration of the printer may prompt for admin credentials. If this is the case, you may need a policy that allows the application or applications provider by the printer
vendor.

Refer to https://support.apple.com/guide/mac-help/add-a-printer-on-mac-mh14004/10.15/mac/10.15 for the latest printer setup information from Apple.
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Date & Time Preference Pane
Standard User - System Defaults

For standard users when Date & Time is not managed by a policy,

all controls on the Date & Time tab are disabled and the padlock icon is closed.

all controls on the Time Zone tab are disabled amd the padlock icon is closed.

all controls on the Clock tab are enabled and changeable by the user. These are user specific settings.
Clicking on the padlock icon results in a prompt, asking for administrator credentials.

Delinea
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Standard User - Managed by Policy

Date & Time

Date & Time Clock

Time Zone: Eastern Standard Time
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[ Click the lock to make changes.
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For standard users when Date & Time is managed by a policy to run as root,

all controls on the Date & Time tab are enabled and changes are saved.

Date & Time

.
e all controls on the Time Zone tab are enabled and changes are saved.
e all controls on the Clock tab are enabled and changeable by the user. These are user specific settings.
e The padiockicon is unlocked.
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Local Administrator User - Not Managed by a Policy
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Time Zone: Eastern Standard Time
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Bl Ciick the lock to prevent further changes

Date & Time
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B Clickthe lock to prevent further changes

For local admin users, the padlock icon appears locked, by clicking on it a prompt is triggered to enter admin credentials. Once those admin credentials are entered, the padiock icon is unlocked and changes can be made.

Using a policy to run as root is not necessary for local admin users.
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Energy Saver Preference Pane

Standard User - System Defaults

For standard users when Energy Saver is not managed by a policy,

e allcontrols are disabled and the padlock icon is closed.
e Clicking the Schedule... button shows a panel with disabled controls.
e Clicking on the padlock icon results in a prompt, asking for administrator credentials.

® < Energy Saver Q
Computer sheep:
i 1 min The
Display sleep:
Tmin 4 Never letting your display go to slecp may horten it ife
(&1 Ciick the lock to make changes.

3hrs Never

Bhes Mever

Schedule...

Standard User - Managed by Policy

For standard users when Energy Saver is managed by a policy to run as root,

e allcontrols are enabled and changes are saved

e Clicking the Schedule... button shows a panel with enabled controls. Any changes are saved

e The padlockicon is unlocked.

° < Energy Saver Q
Computer sheep:
i i he
Display sleep:
T Never letting your dispiay go to seep may shorten ts e

Put hard disks to sleep when possible
Wake for Ethernet network access

BB Cickthe lock to prevent further changes.

Restore Defaults.

3hes Never

Bhes Mever

Schedule...

Local inistrator User - Not by a Policy

For local admin users, the Energy Saver pane does not have a padlock and all controls are enabled and changeable. Any changes are saved.

® < Energy Saver Q
Computer sleep:
Display sleep:

min 4 Never letting your display o to sleep may shorten it e

Put hard disks to sleep when possible.
‘Wake for Ethernet network access

Restore Defaults.

Schedule...

A wever

Using a policy to run as root is not necessary for local admin users.

Delinea
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Network Preference Pane
Standard User - System Defaults
For standard users when Network is not managed by a policy,

e all controls except for Location and Advanced are disabled and the padlock iconis closed.
e Clicking the Advanced... button opens a sheet depending on the network interface selected. Based on the selected interface, some elements may be enabled.
e Clicking on the padlock icon results in a prompt, asking for administrator credentials.

® < Network Q
Location:  Automatic B
Ethernet
Ot Status: Connected
Ethesnet i cumenty active snd has the
@ Bluetooth PAN e address 192.168.37.141,

Gonfigure Pvd:
1P Address: 192.168.37.141
Subnet Mask: 255.255.255.0
Router: 192.168.37.2
DNS Server:
Search Domains:

Advanced.. 2

[5] Click the lock to make changes.

Standard User - Managed by Policy

For standard users when Network is managed by a policy to runas root,

e all controls are enabled and changes are saved.
e Clicking the Advanced... button opens a sheet depending on the network interface selected. Based on the selected interface, elements are enabled.
e The padiockicon is unlocked.

e <

Network Q
Location: | Automatic B

Crekatlnd Staws: Connected
Etharnat s urrarty active and s the 1P
o Sueonemy (0 Saaress 19216837141,

Configure IPva: Using DHCP
1P Address: 192.168.37.141
Subnet Mask: 255.255.255.0
Router: 192.168.37.2
DNS Server:
Search Domains:

=Ta~ Advanced.. 2

El Click the lock to prevent further changes.

Local rator User - Not by a Policy

For local admin users, the Network pane does not have a padlock and all controls are enabled and changeable. Any changes are saved.

L] < Network Q
Locatio:  Automatic B
o Ethomet. Status: Connected
e et s b s S P
o Susamens (@) e 19318857181

Configure IPvé: Using DHCP B
1P Address: 192.168.37.141
Subnet Mask: 255.255.255.0
Router: 192.168.37.2
DNS Server:

Search Domains:

IS Advanced.. 2

Using a policy to run as root is not necessary for local admin users.
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Preference Pane macOS

APreference Pane (abbreviated as prefpane) is a dynamically loaded plugin in Mac OS X. Introduced in Mac OS X v10.0, the purpose of a Preference Pane is to allow the user to set preferences for a specific application or the system by means
of agraphical user interface.

Targeting Preference Panes

How do you target Preference Panes on macOS endpoints? On versions of Privilege Manager (10.3 and lower), you need to specify Preference Pane actions via filepath or file name. A chart is listed below for reference to some of the most
common Preference Pane targets:

App Store com.apple.preferences.appstore.remoteservice /Systeml/Library/PreferencePanes/AppStore.prefPane/Contents/XPCServices/com.apple.preferences.appstore.remoteservice.xpc/Contents/MacOS/

Date & Time com.apple.preference.datetime.remoteservice /System/Library/PreferencePanes/DateAndTime.prefPane/Contents/XPCServices/com.apple.preference.datetime.remoteservice xpc/Contents/MacOS/

ZZSL%V com.apple.preference.energysaver.remoteservice ISystem/Library/PreferencePanes/EnergySaver.prefPane/Contents/XPCServices/com.apple.preference.energysaver.remoteservice.xpc/Contents/MacOS/

Network com.apple.preference.network.remoteservice /System/Library/PreferencePanes/Network prefPane/Contents/XPCServices/com.apple.preference.network.remoteservice xpc/Contents/MacOS/

gir:t?;i com.apple.preferences.parentalcontrols.remoteservice /System/Library/PreferencePanes/ParentalControls.prefPane/Contents/XPCServices/com.apple.preferences.parentalcontrols.remoteservice.xpc/Contents/MacOS/
:Zgii:r:nd com.apple.preference.printfax.remoteservice ISystem/Library/PreferencePanes/PrintAndScan.prefPane/Contents/XPCServices/com.apple.preference.printfax.remoteservice.xpc/Contents/MacOS/

S:S:z;y & com.apple.preference.security.remoteservice ISystem/Library/PreferencePanes/Security.prefPane/Contents/XPCServices/com.apple.preference.security.remoteservice.xpc/Contents/MacOS/

Sharing com.apple.preferences.sharing.remoteservice /System/Library/PreferencePanes/SharingPref.prefPane/Contents/XPCServices/com.apple.preferences.sharing.remoteservice.xpc/Contents/MacOS/

B;T::ehine com.apple.prefs.backup.remoteservice ISystem/Library/PreferencePanes/TimeMachine.prefPane/Contents/XPCServices/com.apple.prefs.backup.remoteservice xpc/Contents/MacOS/

gfigs com.apple.preferences.users.remoteservice ISystem/Library/PreferencePanes/Accounts.prefPane/Contents/XPCServices/com.apple.preferences.users.remoteservice xpc/Contents/MacOS/

Catalina Preference Pane Behavior

Refer to Best Practices System Preferences for details.
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Introduced with Catalina and fully implemented with Big Sur, Apple announced the deprecation of kernel extensions and replaced them with system extensions that leverage the Endpoint Security framework

Kernel Extension (KEXT) vs. System Extension (SYSEX)

The Privilege Manager macOS agent is composed of several components and at the core of it are the KEXT and ThycoticACSvc daemon. These two work together to allow, deny, and elevate applications according to policy. With the
deprecation of KEXTs in macOS Catalina, we are combining the functionality of these two components into the com.thycotic.acsd system extension that is hosted by Privilege Manager.app. In the KEXT version of the macOS agent, we

relied on the KEXT to adjust processes so that they could run elevated. With the SYSEX version, we are no longer able to do that. We now leverage a sudo plugin to provide similar functionality.

Refer to Using an MDM Profile for your Agent for details on creating MDM profiles for your macOS agents.

Leveraging the AuthorizationDB

Many privileged operations are governed by rules in the authorizationdb and these rules determine what credentials are required to perform certain tasks depending on the right being authorized. To address restrictions placed on the macOS
agent because we no longer have the fine-grained access and control provided by our KEXT, we're extending how we leverage the authorizationdb to provide least privilege for users on macOS endpoints. In addition, we'll be expanding upon
this to provide coverage for more privileged operations.

The policy wizard allows you to create macOS policies using the Modify Authorization Database action. Refer to these examples and topic to learn more:

AuthorizationDB Actions

.
e Elevating Xcode

e Elevating Modifying the Keychain
.

.

Elevating Charles Proxy
Elevating Activity Monitor

Using a Privacy Preference Policy Control Configuration Profile Payload

The concept of TCC introduces Privacy Preference Policy Control (PPPC) configuration profile payload, which allow for enterprises to manage and ease, through Mobile Device Management (MDM), the installation process of products that
leverage KEXTs and SYSEXs for their end-users. When properly configured, this eliminates the need for the user to deal with all of the dialogs below.

Thycotic can provide the necessary configuration payloads that can be loaded into or leveraged with your MDM solution.
Legacy Extensions (KEXT)
Effect on Privilege Manager Customers by Apple Deprecating Kernel Extensions in macOS

In 2019, Apple announced the deprecation of kernel extensions (KEXTS) in a future OS upgrade and that System Extensions should be used instead. Beginning in macOS 10.15.4, the use of kernel extensions will trigger a notification that
software using this type of extension includes a deprecated APl and an alternative should be provided by the vendor.

You may see this popup:

Legacy System Extension

S 3 Existing software on your system loaded a system
extension signed by “DEVELOPER_NAME" which will
be incompatible with a future version of macOS.
Contact the developer for support.

Learn More... ﬁ

How is this Going to Affect Privilege Manager?

Thycotic plans to support Endpoint Security via system extension in Privilege Manager version 10.8.x to be delivered to support the Big Sur release. In the meantime, Privilege Manager will continue to function normally and no immediate action
isrequired.

You can read more about legacy system extensions on Apple's website.
Privilege Manager will continue to support kernel extensions for macOS versions that require them for the product to function
Catalina KEXT Warning

Auser is informed that some product is trying to install a component that is trying to load a system extension and that their consent is required to allow it. Once Privilege Manager is installed, the user must allow it to satisfy this Transparency.
Consent, and Control (TCC) requirement. This means that an end-user approval is required for the product to be fully functional.

e System Extension Blocked

< ¢ A program tried to load new system extension(s)
signed by “Thycotic Software” which will be
incompatible with a future version of macOS. If you
want to enable these extensions, open Security &
Privacy System Preferences.

This dialog and the need to grant Full Disk Access to the SYSEX on Catalina and Big Sur can be remediated by Privacy Preference Policy Control (PPPC) configuration profile payloads.

Here the user opens the Security & Privacy pane and clicks Allow for the Thycotic Software to run.
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[ ] < | > Hh Security & Privacy @)

FileVault ~ Firewall  Privacy

A login password has been set for this user ~ Change Password...
Require password immediately after sleep or screen saver begins

Show a message when the screen is locked
Disable automatic login

Allow apps downloaded from:

App Store
°App Store and identified developers

System software from developer “Thycotic Software” was blocked Allow
from loading.
E Click the lock to prevent further changes. Advanced... ?

No further action is required by the user. File and Folder access may need to be enabled on the endpoint.
System Extensions (SYSEX)

With system extensions, the process is similar as outlined for the KEXT above.

2 System Extension Blocked System Extension Blocked
Thetprogr?m ‘Prl\&ul;agl;a Managetrt tried tt;la I(:;\d new The program “Privilege Manager" tried
syf erq =2 ensmn; : Y;OU&WPB(I © ega te ESE to load new system extension(s). If you
‘;X (:nsmns, GRS et Llvasyisyatet want to enable these extensions, open

e ETENEES, Security & Privacy System Preferences.

Open Security Preferences

Catallna

Here the user opens the Security & Privacy pane and clicks Allow for the Privilege Manager system extension to run.
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Security & Privacy Q ¢

FileVault  Firewall Privacy

A login password has been set for this user ~ Change Password...

Require password immediately after sleep or screen saver begins
Show a message when the screen is locked
Disable automatic login

Allow apps downloaded from:
App Store
°App Store and identified developers

System software from developer “Thycotic Software” was blocked Allow
from loading.
E Click the lock to prevent further changes. Advanced...

If you're not delivering a PPPC configuration profile via MDM to manage this, users will need to give Privilege Manager Security Full Disk Access.

[ ] <> Security & Privacy Q €
General  FileVault  Firewall
W Speech Recognition Allow the apps below to access data like Mail,
Messages, Safari, Home, Time Machine backups, and
certain administrative settings for all users on this
Accessibility Mac.
s Input Monitoring u Setup Assistant

Full Disk A
L —

Files and Folders

i Screen Recording

:‘i }'f’ Automation

+ g
w Analytics & Improveme...
G-k' Advertising
§ Click the lock to prevent further changes. Advanced...

Big Sur

Here the user opens the Security & Privacy pane and clicks Allow for the Privilege Manager system extension to run.

Delinea
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Q@ < ittt Security & Privacy Q

General  FileVault  Firewall  Privacy

A login password has been set for this user  Change Password...

Require password immediately after sleep or screen saver begins
Show a message when the screen is locked

Disable automatic login

Allow apps downloaded from:

App Store
© App Store and identified developers

System software from application "Privilege Manager” was blocked Allow
from loading.

~

E Click the lock to prevent further changes. Advanced...

If you're not delivering a PPPC configuration profile via MDM to manage this, users will need to give Privilege Manager Security Full Disk Access.

Delinea
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Q@ < ittt Security & Privacy Q

General  FileVault  Firewall  Privacy

w e
Allow the apps below to access data like Mail,
“ Camera Messages, Safari, Home, Time Machine backups, and
certain administrative settings for all users on this
Mac.
aii Microphone
-Illll Speech Recognition \ Privilege Manager Security
Accessibility
Input Monitoring
! Full Disk Access
Files and Folders
+ s

@ Screen Recording

Media & Apple Music

[ a)

E Click the lock to prevent further changes. Advanced... ?
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Permissions determine who or what can access (view or alter) files on a computer. With the release of macOS Mojave (10.14), Apple introduced Transparency Consent and Control (TCC) to further limit the permissions and access granted to
applications as they relate to user data and devices. With macOS Catalina (10.15), Apple extended this to prevent third-party daemons from accessing user data within certain folders. These include a user's Desktop, Documents, and

Downloads folders. The user's Public folder is exempt from this restriction.

For example, on Catalina, when package (pkg) installers are downloaded to a user's Desktop and there is a Privilege Manager policy governing them, an error like the following will be written to the Unified Log.

Welcome to the Microsoft Teams Installer

software.

Subsystom: - Category: - Detalls

(1]
pristine Al Messages _ Errors and Fauls
pe  Time Procass  Mossage
09:57:57.458365-0400  Privil. PTIVMEAGS 1: Instoll package /Users/pab/Desktop/Teans_osx.pkg
99:57:67.45978-0400  Thycot. PrivManACS E: Failed tn waed #1n dlcace/onhiackinn b linakla bn nnan 630 e
09167:67.484813-0400  Privil. PrivManACS It Lay 2 Install Microsoft Toams

o Introduction You wil be guided through the steps necessary to install this

eoce Console (3 messages)
el W e [ (1 QKN privmanacs ANV~ teams_osxpkg
Now  Aethies Clear Reload into Share
[pristine A Messages.  Errors and Fauts save
o Time Process  Message
69:57:57. 4883650400 Privil_ PriuManACS 1: Tnstall package /Usors/peb/Deskiop/Teans_osx.pkg
09:57:57.480013-0400  Privil. PrivManACS I: Lounching installer for fUsers/pmb/Deakiop,/Teoms_osx .0kg
ThyeotieACSve esmon
‘Subsystem: comtnycotic.acs.plist_ Category: default Detalls 20201014 09:57:57.459708-0800
PrivianACs €: Failed to read file fUsers/pab/Desktop/Teams_0sx.pko: Unable to open file: Operation not permitted

In order to read files in these protected locations, third-party daemons need to be given the Full Disk Access (FDA) entitlement. On macOS Catalina, the FDA entitlement can't be granted manually to the daemon by a user. It must be

provisioned by a TCC profile via a Mobile Device Management (MDM) solution.

macOS versions prior to Catalina do not experience this restriction.
Workaround via MDM Solution

Note: Not required if Using MDM Profiles for your Agent is utilized.

If an MDM solution is in place, a TCC profile can be used to alleviate the problem. The below example can be used as a starting point. The example was specifically created for full disk access for a mobile configuration.

Either create a TCC profile based on this example for your environment or copy and paste the contents into a file and edit to meet your requirements.

<?xml version="1.0" encoding="UTF-8"?>
<IDOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0/EN" "http://www.apple.com/DTDs/PropertyList-1.0.dtd">
<plist version="1.0">
<dict>
<key>PayloadContent</key>

<dict>
<key>PayloadDescription</key>
<string>Allows Privilege Manager to access all files on Catalina and higher</string>
<key>PayloadDisplayName</key>
<string>Privilege Manager ThycoticACSvc Profile</string>
<key>PayloadIdentifier</key>

thycotic.pri i 01BF42EA-574B-47A3-8B06-CBA3731973EE</string>

<key>PayloadOrganization</key>
<string>Thycotic Software, LLC</string>
<key>PayloadType</key>
g: .apple. TCC. figuration-profile-policy ing:
<key>PayloadUUID</key>
<string>01BF42EA-574B-47A3-8B06-CBA3731973EE</string>
<key>PayloadVersion</key>
<integer>1</integer>
<key>Services</key>
<dict>
<key>SystemPolicyAllFiles</key>
<array>
<dict>
<key>Allowed</key>

<key>CodeRequirement</key>

Y:
<string>anchor apple generic and identifier "com.thycotic. ThycoticACS" and (certificate leaf{field.1.2.840.113635.100.6.1.9] /* exists */ or certificate 1[field.1.2.840.113635.100.6.2.6] /* exists */ and certificate leaf[field.1.2.840.113635.100.6.1.13] /* exists */ and certificate

leaf[subject.OU] = UJDHBB2D6Q)</string>
<key>Comment</key>
<string>Allow SystemPolicyAllFiles control for Privilege Manager ThycoticACSvc</string>
<key>Identifier</key>
<string>com.thycotic. ThycoticACS</string>
<key>IdentifierType</key>
<string>bundlelD</string>
</dict>
<larray>
dict>
</dict>
</array>
<key>PayloadDescription</key>
<string>Allows Privilege Manager to access all files on Catalina and higher</string>
<key>PayloadDisplayName</key>
<string>Privilege Manager ThycoticACSve Profile</string>
<key>Payloadidentifier</key>

<key>PayloadOrganization</key>
<string>Thycotic Software, LLC</string>
ayloa alDisallowed</k

Y:
<true/>
<key>PayloadScope</key>
<string>system</string>
<key>PayloadType</key>
<string>Configuration</string>
<key>PayloadUUID</key
<string>01BF42EA-574B-47A3-8B06-CBA3731973EE</string>
<key>PayloadVersion</key>
<integer>1</integer>

</dict>
<Jplist>
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Secure Token is amacOS High Sierra or later account attribute, that is required to be added to a user account before that account can be enabled for FileVault on an encrypted Apple File System (APFS) volume. To help make sure that at least
one account has a Secure Token attribute associated with it, a Secure Token attribute is automatically added to the first account to log into the OS login window on a particular Mac. Once an account has a Secure Token associated with it, it
can create other accounts which will in turn automatically be granted their own Secure Token.

In order for Privilege Manager to support Secure Token during account creation and for password management, a local account with Secure Token enabled must created on each macOS endpoint. The credentials for this account must be set
as the Secure Token Management Credential.

When the Secure Token Management Credential is configured in the MacOS Agent Configuration, Privilege Manager will use this credential to create a local account on each macOS endpoint. The resulting managed local account will be used
during account provisioning and password management to ensure that managed accounts are Secure Token enabled.

If the Secure Token Management Credential is removed in the MacOS Agent Configuration, the agent will use the non-Secure Token enabled method of password management and any new users created/managed will not be Secure Token
enabled. Any existing users that are Secure Token enabled will fail to have their password managed because without a Secure Token Management Credential macOS will not allow the agent to manage the password of a Secure Token enabled
user.

Note: The agent will ignore attempts to manage the service account. This includes provisioning and password management of the service account via LSS. You should not modify the service account, this includes changing its local
password. Doing so may invalidate its configuration and cause the agent to fail password management.

Agent Configuration
To use the secure token with macOS Agents, the user credential needs to be established and linked to the macOS Agent configuration.

1. Navigate to Admin | Configuration, select the Credentials tab.

2. Click Create.

New User Credential

Save changes? If you press cancel, all your changes will be lost Cance

et Name macOS User Credential -test
Description mMacOs User Credential used for secure toker| /J
Settings
Passwerd Account Name
S Nopasswordisset  Edit

3. Under Details enter a Name and Description.
4. Under Settings enter the Account Name and Password for the macOS user account with Secure Token access.
5. Click Save Changes.

6. Navigate to your macOS computer group and select Agent Configuration.
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Application Control Agent Configuration Pelicy (Mac0S)

General  Change History

Details

This configuration defines the defauit behavior for the
Privilege Manager agent

Self-Elevation

This configuration setting enables the Request Elevation
option in the right click context menu. An application policy
will need to be enabled to define what action is applied
when a user requests an elevation

Mmervls Send Application Action Events

Task Poling Interval

Application Action Defaults e —

a 0 o 0

Active D ‘ C Refres! ‘ ‘ More ‘
Name Application Control Agent Configuration Policy (Mac0S)
Description This policy provides global configuration settings for the Mac OS Application Control Agent.
4
Platform Macls

Allow Sel-Elevate € No

Menu Text Request run as administrator
5 Minute(s) v
5 Minute(s) ~

fusi/local/thycotic/quarantine/

Secure Token (mac0S)
Credential

Secure Token Enabled Management

7. Inthe Secure Token Enabled Management Credential field enter the macOS user credential you created in step 2.

8. Click Save Changes.

Delinea
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Apple’'s Endpoint Security framework prevents Privilege Manager from performing process elevation of command-line binaries like done in the past. Privilege Manager's previous KEXT support for command line filtering in order to block,
elevate, restrict, or allow commands is being replaced with a sudo plugin for Apple’s newer OS versions starting with Catalina and newer.

Going forward, the sudo plugin supports a modular framework that allows third-party policy evaluation to govern whether acommand is allowed to run. This architecture allows Privilege Manager to extend sudo functionality without replacing it
and without introducing too much change to established workflows.

For existing customers, if privleged commands are already running via sudo and a Privilege Manager policy to elevate it, then there is nothing that needs to be changed. However, if some commands are elevated, specifically via policy and
filters, those need to be re-evaluated and modified to utilize sudo to perform those commands.

Refer to the macOS Application Approval Process via Sudo Plugin topic. This topic explains the workflow for an approval policy elevating applications executed from a specific folder location.

Sudo Plugin Installation

In support of Big Sur and system extensions, the macOS agent install also installs the macOS sudo plugin at /usr/locallibexec/sudo. The plugin is owned by root and its configuration is located at /ete/sudo.conf.
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The macOS Gatekeeper technology can prevent newly downloaded applications and scripts from running, unless downloaded from the App Store or identified as coming from a trusted developer.
Privilege Manager cannot get around these OS specific security protections; however deploying a script that developers use or need to run frequently is possible via the MDM process (and JAMF rollout).

Refer to details as documented by Apple regarding bypassing Gatekeeper via MDM: Gatekeeper and runtime protection in macOS
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On Unix/Linux endpoints, best practices around application control varies from how these areas are managed on other operating system endpoints.
Platform specific topics covered:

e Unix/Linux Privilege Manager Sudo Plugin

Note: Linux/Unix user and group management is not enabled. The Unix/Linux agent allows administrators to get lists and details of local users, groups, and membership.
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Privilege Manager's Unix/Linux endpoint agent installation also installs a sudo plugin.

When the agent performs the registration process the Thycotic sudo plugin is inserted into the sudo configuration and the sudoers file will stop being processed on the agent. Meaning only Privilege Manager Policies are allowed to be
processed. By default all sudo commands will now be blocked unless a Privilege Manager policy allows it's execution,

Sudo Plugin Installation

The agent install also installs the sudo plugin at /opt/thycotic/libé4. The plugin is owned by root and its configuration is located at /etc/sudo.conf.
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Once Privilege Manager is added to a companies infrastructure, it discovers all accounts that exist on endpoints and allows Privilege Manager Administrators to control the exact membership of every local group via its Local Security features.
This ensures the correct admin and root accounts are permanently set. Additionally, credentials will be controlled by enforcing password rotation on those accounts.

Privilege Manager's Application Control allows administrators to manage application activity on endpoint machines. Applications that require admin rights or root access can be automatically elevated, allowed applications are allow listed, and
malicious applications are blocked.

Specific to the Windows Operating systems are the management of:

e Client System Settings
e Adjust Process Rights Action
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The Client System Settings are common settings for standard Windows endpoint systems ranging from allowing installation of drivers to printers. These settings are deployed to Agents the same as any Policy.

By default each setting targets the default "Windows Computers” Computer Group.

@

8 ltems

DESCRIPTION
Add Devices
Allow users to add drivers, installing drivers as necessary

Add Printers
Allow users to add printers, installing drivers as necessary

Backup the System
Allow users to perform system backup operations

‘Change the Date and Time
Allow users to change the date, time and timezone

Change Network Adapter Settings
Allow users to change the network adapter settings

Defragment the Disk

Allow users to perform disk defragmentation operations
Install Language Packs

Allow users to install operating system display languages

Monitor Performance
Allow users to run the Windows Performance Monitor utility

COMPUTI

R GROUP TAF

Windows Computers #

Windows Computers #*

Windows Computers &

Windows Computers &

Changes to client system settings do not take effect until Policies have been cached and deployed to the agent. Review the agent status reports to see which agents have which Policies.

Add Devices

If active, users on Windows endpoints are allowed to add and install device drivers.

Add Printers

If active, users on Windows endpoints are allowed to add and install printer drivers.

Backup the Systems

If active, users on Windows endpoints are allowed to perform system backup operations.

Change the Date and Time

If active, users on Windows endpoints are allowed to change date, time, and timezone settings.

Change Network Adapter Settings

If active, users on Windows endpoints are allowed to change network adapter settings.

On Windows 7 endpoints withChange Network Adapter Settings active, do NOT enable high integrity when using the Administrative Rights action in policies.

Defragment the Disk

If active, users on Windows endpoints are allowed to perform disk defragmentation operations.

Install Language Packs

If active, users on Windows endpoints are allowed to install operating system display language packs.

Monitor Performance

If active, users on Windows endpoints are allowed to run the Windows Performance Monitor Utility.
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The Privilege Manager Ul
The Privilege Manager user interface, also referred to as the console, is launched in a browser. The URL has the following form:
https://[server-domain]/TMS/PrivilegeManager
Where:
e server-domain, indicates the customer specific domain name, for example

o https://mydomain.com/TMS/PrivilegeManager for On-premises installations and
o https://myassignedname.privilegemanagercloud.com/Tms for Cloud instances.

The User Interface (Ul) seen by all Privilege Manager roles is the same (whether Administrator or other). However, most of the interface is enabled only when you login in as a Privilege Manager Administrator; the other roles are able to perform
very few activities.

The screenshot below shows the the Privilege Manager home page, with the main page scrollable.

rivilege Manager Home Q ? a

~ Computer Groups

showing results for: Win

AGENT POLICY STATE : AGENT REGISTRATION STATE
Client System Settings
File ! Tt
ey 1 100.0% 1 100.0%
Policy Events Total Count Normal Total Count Normal

Reports

APPLICATION EVENTS PER POLICY

Last3

No data for Application Events per Policy

FILES BY VIRUSTOTAL SECURITY RATING REPORT MANAGED OPERATING SYSTEMS

The home page includes actionable dashboard elements as well as the gateway to the two major components of Privilege Manager, Local Security and Application Control. These are available from their respective tiles.

Much of the text and other content on the page is clickable. The link under it will help you drill down to more detail. (Although some links, here and on other Ul pages, are shown in blue, you should not assume that the absence of blue font implies
there is no link. The best way to discover links is to hover over the content to find out if it is clickable.)

The set of three little vertical dots, in the upper right corner of each tile, provide options to manipulate the tile.

The ? seen near the right corner of the main menu bar, is used throughout the Ul to provide help messages or other access to guidance.

Many aspects Privilege Manager can be customized. The gauges displayed on the home page of the Privilege Manager console and at many other pages can be remove and others can be added. The same with the Reports Options on the
Reports page.

What is a Gauge?

Gauges are used in Privilege Manager to display the results of periodic configuration checks of the server and endpoints. Gauges allow reports and graphs to keep historical trend data, and speed up access in the console.

Privilege Manager currently has gauges published to track when an agent last communicated with the server, agents that have received all of their policies, agents that have arandom password set, etc.
You can click the following gauges to drill down for more information:

Agent Policy State

Agent Registration State

Application Event Counts by Publisher
Application Events Per Policy

Event Summary

Files by VirusTotal Security Rating Report
Managed Operating Systems

Pending Approval

Top Applications

Top Applications Needing Elevation

Top Applications Not Elevated or Denied
Top Denied Applications

Top Users

Top Users Attempting to Run Denied Applications
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In Privilege Manager, navigation and controls are aligned with Thycotic's standard user experience. The main navigation menu is situated along the left side of your browser window and controls on each page are standardized.

The button for a page refresh and the More drop-down options are available at the top-right of your page.

‘  Refresh ‘ | wore ~ ‘

Run Task

View XML

Whenever you are in editing mode on a page, you will find a Save Changes or Cancel banner at the top of your page.

< Back 10 .bat file file

test.bat 2 ﬂ @ o

Save changes? If you press cancel, all your changes will be lost ‘ Cancel Save Changes

Breadcrumb navigation is provided at the top left of your page.

Table column sorting and filtering is available via the ellipsis on each table column:

Drag column here for grouping

Event Type Policy Name ;  FileName
+ Sort Ascending
Application Action | 4 Sort Descending sbstw.exe
Il Columns
Application Action | Y Filter swwiene
Sy (Sampe]

Search, Natification, Help, User Menus

a e 0

Showing results for: Wind

ws Computers

Next to the search menu is the Notification/Alerts icon. Click the icon to Manage Approvals and to view Notifications.

The help menu provides access to About, Getting Started, Documentation, and the API Reference.

a 0 o0

omputers

About

Getting Started
 TRATION STATE

Documentation

APl Reference

-

The user icon provides access to information about the system name, Preferences, and it has the Logout button.

Preferences Q ﬁ @ °

Details

Preferences

Your user preferences Show ‘View XML Button @ ves

Enable Automatic Refresh of Privilege Manager (3 ves
Alerts in Browser

Number of grid rows

Theme = .

Controls to enable or disable a setting are unified across the user interface via on/off type switches. Users' preferences, such as number of grid rows and color theme can be specified, and will be applied throughout the console once edited
and saved.

Pin to Navigation Tree

When computer groups are created, they can be pinned to the navigation tree on the left. Click the bookmark type icon next to the computer group name or on the Computer Groups page to toggle if a group is shown in the side menu.
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7 Privilege Manager Computer Groups Q _' d
~ Computer Groups
- 3ltems B Q Create Computer Group
Application Policies
NAME 1 coMPUTERS useRs USER GROUPS SHOW IN SIDE MENU
User Management
Group Management MacOS Computers 0 0 0
Scheduled Jobs Click to
MacOS Test Computer Group Scoped to Mac Computers 0 0 0 toggle
Agent Configuration
Windows Computers 1 12 28

Table Grid Contents

Onany table grid, the user has an option to filter on what is displayed in the grid.

Al

Computer Groups
~ In Side Menu

st oM
Not In Side Menu

4 4 Acive: Al Q
~ Al v Al ~ Al
Block Ends Processing Active
¢
Elevate Continues Processing Inactive
Application Policies
Allow

Client System Settings

Monitor
Restrict
Bt A w- Q
v Al v Al !
UserManagement |
Built-In Managed
User Defined Not Managed

Group Management Same options as for User Management

Scheduled Jobs All, Active, Inactive

Switches

The Ul offers many areas where items or states can be switched from off to on or inactive to active and vice versa

Main Menu
The main navigation menu on the left is organized into

Computer Groups
Client System Settings
File Inventory

Policy Events

Reports

Admin
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Q Privilege Manager

~ Computer Groups
Client System Settings
File Inventory
Policy Events

Reports

Chevrons

Delinea

Amenu item with a chevron indicates the menu can be opened or closed, depending on chevron direction. For example, in the image below the chevron pointing down for macOS computers indicates the itemis collapsed.

~ Computer Groups

Application Policies
User Management
Group Management
Scheduled Jobs

Agent Configuration

Client System Seftings

2 Inventory

The chevron pointing up for Windows computers indicates the item is expanded.
Computer Groups
The listed computer groups all have subitems organized by

e Application Policies
® User Management
e Croup Management
e Scheduled Jobs

e Agent Configuration

Admin Menu

The Admin menu provides access to Tools, like

e Disclose Password
e Manage Approvals
e Offline Approvals

The other available Admin subitems are:

Config Feeds

Configuration

Diagnostics

File Upload

Filters

Folders

Import Items

Licenses

Personas

Resources

Roles

Secret Server - only available if integrated via Foreign Systems
Server Logs

Setup - only available for On-premises instances
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The About page provides navigation options to external sources such as the

e Support Portal
e Feedback
e Documentation

It further lists your currently installed Privilege Manager products:

Technical Support

Browse documents, videos and more

Installed Products 3rd Party Web Licenses

@angular/animations@11.1.1

@angular/cdk@11.1.1

@angular/common@11.1.1

@angular/compiler@11.1.1

@angular/core@11.1.1

Feedback

Submit a feature request

Documentation
Get technical details about Privilege Manager

About a r ® 0
Technical Support Feedback Documentation
Browse documents, videos and more Submit a feature request Get technical details about Privilege Manager
Installed Products  3rd Party Web Licenses
1tems  Q
NAME T VERSION DATE INSTALLED
Application Control Solution 11.1.1043 4719/21,10:15 AM
Cylance Reputation Connector 11.0.1055 2/8/21,8:41 AM
Directory Services Connector 111012 3/11/21,8:20 AM
File Inventory Solution 11.1.1026 4719/21,10:15 AM
Jamf Connector 1101168 2/12/21,8:54 AM
Local Security Solution 1111007 3/11/21,8:20 AM
Privilege Managsr LIARIE]] 4719/21,10:15 AM
Privilege Manager Application Programming Inferface 11.0.1003 2/8/21,8:41 AM
Under the 3rd Party Web Licenses tab, you canreview the 3rd party web licenses used by Privilege Manager:
About Q G @ o

Show All Print

Show license - Homepage

Show license - Homepage

Show license - Homepage

Show license - Homepage

Show license - Homepage

Use Show Allto view details for all the licenses:

Delinea
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Installed Products 3rd Party Web Licenses

@angular/animations@11.1.1 Hide license - Homepage

Angular

The sources for this package are in the main [Angular](https://github.com/angular/angular) repo. Please file issues and pull requests against
that repo. Usage information and reference details can be found in [Angular documentation](https://angular.io/docs). License: MIT

@angular/cdk@11.1.1 Hide license - Homepage

The MIT License Copyright (c) 2021 Google LLC. Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated
documentation files (the 'Software'), to deal in the Software without restriction, including without limitation the rights to use, copy, modify, merge,
publish, distribute, sublicense, and/or sell copies of the Software, and to permit persons to whom the Software is furnished to do so, subject to the
following conditions: The above copyright notice and this permission notice shall be included in all copies or substantial portions of the Software. THE
SOFTWARE IS PROVIDED 'AS IS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN
ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN COMMECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

The Print option allows you to print a text file containing all 3rd party licenses and their details.

Delinea
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Notifications can be accessed via the icon next to the search bar in the top right corner of the Privilege Manager console.

Q 4

The notification icon displays an indicator when alerts are pending, such as:

e Manage Approvals
* Notifications

Q hd
Manage Approvals

Notifications

For macOS endpoints on Catalina or later, Administrators might want to follow Best Practices: Manage Privilege Manager Notifications on macOS
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Toaccess Alerts, click the icon and select Notifications from the menu options.

Alerts are listed by priority and category such as Unacknowledged Events, Pending Approvals Count, Number of Application Events, Install Agents, etc.

Alerts

NAME

Unacknowledged Events

Pending Approvals Count

Number of Application Events

Getting Started

Number of Old Computers

a *t ® @

DESCRIPTION PRIORITY

The number of unacknowledged events There are at least 619086 unacknowledged events, consider acknowledging or
purging those events.

The number of pending approvals There are 501 pending approvals.

The size of the application events table The total number of application events is greater than 26239 consider purging old
events.

Show Getting Started checklist.

The number of old computars The total number of old computers greater than 11 consider deleting old computers:

Endpoint Specific Alerts

Alert Notifications can also be triggered for a specific endpoint agent, if the computer resource was configured for monitoring.

1. Navigate to Admin | Resources.

2. Onthe Resources tab, open the Computers folder.

Resources

Resource Filters Resources

(I I

~ O organizational Views
[ Active Directory Domains
~ O3 pefault
A 3 AllResources
03 application Bundle
A O asset
A 03 Network Resource
3 virtual Machine

[ Mobile Device

«w

From the list select the endpoint you with to monitor and open the Resource Explorer for that endpoint.

Ea

Setthe Monitor Resource switch to active.

< Back 1o Resources

Registration State

Managed

Managed or Unmanaged State

a o 0 0

Revoke Agent Trust ‘ ‘ Delete |
Summary Name
Mar 28,2019, 6:03:17 AM
Reports " Created
Mar 28,2019, 6:03:17 AM
Known Data v | Modified
s R & .
Health Choosing to monitor a resource will add alert notifications when the resource
Hsnociations performs certain activities such as updating client items.
Normal
Policy State
Critical

Once monitoring is enabled, alert notifications for the agent end point are available. These type of alerts inform about the agent registration, resource discovery, and update retrieval times.

Delinea
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As of macOS Catalina, Apple provided the ability to manage notification settings in macOS by using Configuration Profiles. The benefit of managing this setting is that you as the administrator have complete control over the desired state of
that configuration on the endpoint. You want the user to be able to see the notifications that Privilege Manager sends out. If the setting is not managed the user may miss something important, if they previously clicked Don't Allow.

2
W "PRIVILEGE MANAGER" NOTIFICATIONS

Notifications may include alerts, sounds -
badges.

Don't Allow

This example XML snippet can be used and is based on the following property values. Depending on your chosen MDM provider, the example snippet might need editing.

e AlertType: 1 (Temporary Banner)

BadgesEnabled : true (Enables the badge to be displayed for Privilege Manager)
Bundleldentifier : com.thycotic.privilegemanagergui

CriticalAlertEnabled: true (Enables critical alerts that can ignore the Do Not Disturb feature)
ShowinLackScreen : false (For privacy concerns it is recommended to not show in lock screen)
ShowlInNatificationCenter : true (Enables notifications in the notification center for this app)
SoundsEnabled : true (enables sounds for this app)


https://developer.apple.com/documentation/devicemanagement/notifications/notificationsettingsitem
https://docs.delinea.com/online-help/products/pmgr/11.1.x/scripts/manage-notifications.xml
https://delinea.com/

The Manage Approvals page can be accessed in two ways, via:

e the Alertsicon and selecting Manage Approvals or
e Admin | Manage Approvals menu selection.

Manage Approvals

Refresh ‘

400 Items Q

PoLiCY USER USER REASON
~ ] User Access Control (UAC) Override Policy (Sample) This is not for work, but 1 want it.
User Reason This is not for work, but 1 want it.
File Path \\Networkshare\Share\\Sygic Assistant exe
Computer
sorme | (oo |
User Access Control (UAC) Override Policy (Sample) | need this

Q

e 0

REQUESTED +

5/1/19, 5:33 PM

5/2/19, 5:46 AM

Use the expand/collapse icon (up/down chevron) to view and approve or deny requests.

Delinea
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Getting Started Overview - On-premises

The following topics provide a guided path through the on-premises installation and setup steps that are part of the initial stand-up of an on-premises Privilege Manager deployment. For cloud specific getting started instructions refer to
Getting Started Overview - Cloud.

Preliminary Configuration
Refer to these topics to learn more about the initial installation and setup steps:
1. System Requirements
2. Antivirus Exclusions
3. Privilege Manager Installation
4. Agents Installation
o Setting the Server Address for Privilege Manager Agents, if the address provided during the agent installation requires updates.
5. Login
6. Licenses

Note: If you are targeting macOS based endpoints, refer to Getting Started with macOS.

Familiarize yourself with the Least Privilege concept. Thycotic recommends a phased roll-out between the Application Control and Local Security, for example:

1. Application Control: Set up learning mode policies on a group of test endpoints to learn about applications running on your endpoint machines (Event Discovery )

2. Local Security: Begin managing your local user accounts (only) and defining local group membership (Local Security | Manage Local Users)

3. Application Control: Tailor your policies so that they won't disrupt employee work (Creating Policies ) but will block known malicious applications (Creating Policies | Example: Quarantine Specified Malware). Implement these basic
policies across agents in production

4. Application Control: Continue to tailor policies according to employee roles. Create a "Request Access” system for any unknown applications. (Creating Policies (Workflow))

5. Local Security: Once a workflow has been established between employees and the Privilege Manager Helpdesk, begin managing all local privileged accounts (ex: local admins) on endpoints. (Local Security | Details Tab)

Refer to the Local Security documentation pages to learn more about:

o Create & Manage Computer Groups, Local Groups, and Users

Refer to the Application Control documentation pages to learn more about:

e Application Control - Policy & Config Overview / Collecting File Data

e Sending Policies to Endpoints - View Deployment Status / Update Using Powershell / Agent Event Log Viewer

e Event Discovery - Learning Mode Policies & Examples / View Policy Results

e Creating Policies - Allowlisting. Denylisting. Quarantine. Elevation. Greylisting. & Reputation Checking Examples
e Policy Priority Overview & Example

Refer to the Integration documentation pages to learn more about:

e Integration & Foreign Systems

Refer to these documentation pages to learn more about:

e Reports
e Troubleshooting

Refer to these documentation pages to learn more about:

Policies Catalog

Filters Catalog

Actions Catalog

Privilege Manager Glossary
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The following topics provide a guided path through the instance setup and subsequent initial sign-in steps of a cloud Privilege Manager instance.
e Cloud Quickstart Guide
e CloudLogin
e Agents Installation

o Setting the Server Address for Privilege Manager Agents, if the address provided during the agent installation requires updates.

Note: If you are targeting macOS based endpoints, refer to Getting Started with macOS.
Cloud Specific vs. On-prem

The new Privilege Manager Application Programming Interface is by default available on all cloud instances upgraded to 10.8 or newly created.
The following features and options are different from On-premises or previous Privilege Manager Cloud (10.7.x) releases:

e The ServiceNow connector is automatically installed for all new cloud instances.
e The SMTP server is automatically configured during the cloud instance setup.

e The setup is managed by Thycotic and installations, upgrades, and repairs are unavailable to the customer directly, this includes setup, add/remove feature options, and connection options to existing Secret Server. Upgrade notices and
banners are removed with upgrades being handled by Thycotic during maintenance periods.
o Alllicense key management is done via Thycotic and license keys are not visible on the licensing page. There are presently no options for customers to add additional licenses directly.

The following features and options are not available in Privilege Manager Cloud:
o Server-side Powershell scripts not signed by Thycotic are not allowed. Custom server-side work can be done via Professional Services engagements.
All other features and functionality of Privilege Manager On-premises and Cloud are the same unless otherwise specified.

Rollout Recommendation

Familiarize yourself with the Least Privilege concept. Thycotic recommends a phased roll-out between the Application Control and Local Security, for example:

. Application Control: Set up learning mode policies on a group of test endpoints to learn about applications running on your endpoint machines (Event Discovery )

. Local Security: Begin managing your local user accounts (only) and defining local group membership (Local Security | Manage Local Users)

. Application Control: Tailor your policies so that they won't disrupt employee work (Creating Policies ) but will block known malicious applications (Creating Policies | Example: Quarantine Specified Malware). Implement these basic
policies across agents in production

. Application Control: Continue to tailor policies according to employee roles. Create a "Request Access” system for any unknown applications. (Creating Policies (Workflow))

. Local Security: Once a workflow has been established between employees and the Privilege Manager Helpdesk, begin managing all local privileged accounts (ex: local admins) on endpoints. (Local Security | Details Tab)

[SEN)

o~

Local Security

Refer to the Local Security documentation pages to learn more about:

e Create & Manage Computer Groups. Local Groups. and Users

Application Control
Refer to the Application Control documentation pages to learn more about:

e Application Control - Policy & Config Overview / Collecting File Data

e Sending Policies to Endpoints - View Deployment Status / Update Using Powershell / Agent Event Log Viewer

e Event Discovery - Learning Mode Policies & Examples / View Policy Results

e Creating Policies - Allowlisting. Denylisting. Quarantine. Elevation. Greylisting. & Reputation Checking Examples
e Policy Priority Overview & Example

Integrations

Refer to the Integration documentation pages to learn more about:
e Integration & Foreign Systems

Reports & Troubleshooting

Refer to these documentation pages to learn more about:

e Reports
e Troubleshooting

Catalogs & Reference Guides
Refer to these documentation pages to learn more about:

e Policies Catalog

o Filters Catalog

e Actions Catalog

e Privilege Manager Glossary
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Privilege Manager Cloud is a scalable cloud platform, where all backend services, databases, and redundancy are securely managed by Thycotic and hosted on the Microsoft Azure platform. Customers do not have direct access to the
databases or application file system.

This guide will walk you through an initial configuration of your cloud instance.
Initial Setup

After you've signed up for a Privilege Manager Cloud trial, you will receive 2 emails. The first one is from Customer Support and will ask you to create a password to log into the customer support portal.

The second email you will receive is from Thycotic Sales titled Privilege Manager Cloud Trial. This email directs you to the Cloud Partal to begin your instance setup.

Thycotic,

Welcome 1o Prvilege Manager Cloud. Ler's get Started with your triall

Privilege Manager Cloud gives your team the abi
feast privilege s posture and control he privil
elevating applications for standard users.

amlessly implement a
of appiications, like

Getting Started

The first step is simple - head over 1o ne Cloug Fortal o set up your account.

Check out our Getting Sfarfed in Privilege Manager Gloud walkihrough guide

support
Helptul guides to get you started with Privilege Manager can be found below
and on Thy; v, If you are logging in for the first time,

Click the FOrgot PASSWOId Iink 10 resel your password.

« Install Thycotic Agents

Have a question? Emall technical support at suppe@{hycatic com or submit
ticket on our SUpRON portal

We want 10 make sure you get the types of emails you prefer. AJjustyour
m; i re. Make sure you stay signed up for Product Updates If you
want 0 receive updates on new features., bug fixes, and security updates.

ks,
The Thycotic Team

Select the Cloud Portal link. On the Setup page, choose your Cloud Environment location from the dropdown menu. Then click Continue.

Setup

our Product Environment
Before we create your Thycotic One account you need to let us know which product environment to store
your Thycotic One user accounts in

Product environment cannot be changed

Product Environment

Select a Product Environment X

Select a Product Environment
Privilege Manager AU Cloud
Privilege Manager EU Cloud
lege Manager US Cloud

< Continue

You will be directed to the Thycotic One portal to create the password for your first user account with Administrator credentials. This account will be assigned to the email address you entered to request the trial. After confirming the
password, click Set Password and Login.

Reset Password

Set Password for

yourname@yourcompany.com

Password

Confirm Password

Sign-in using your Thycotic One account to access
the support portal and your Thycotic cloud products.

Set Password and Logj

Important: Thycotic recommends that you store the password in a secured physical location such as a safe or locked file cabinet. You can reset the password using an email reset, but if this password is forgotten or you no longer
have access to the email account, Thycotic will not be able to reset this password.

On the Thycotic Login page, click the blue button that corresponds to your new Cloud's Thycotic One location (chosen above).
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Username

Password

Login

assword'

Thycotic One US East | Thycotic One EU

Thycotic One Australia

Next, on the Setup page choose the location of your cloud environment and enter the Name for your subdomain. Do not use special characters or spaces.

Setup

Choose Your Product Environment
Before we create Privilege Manager Cloud, you need to let us know which product envirenment to create
the instance in.

Product environment cannot be changed

Product Environment

Privilege Manager US Cloud v

Choose Your Custom Site Name
What's your preferred site name? Don't worry, you can always change your site name later if you decide you
don't like it

Hostname

YourCustomSiteName .privilegemanagercioud.com ‘

Read the End User License Agreement and click the box to signify agreement. From the dropdown, select Yes or No to signify your organization's oversight of EU information. Click Accept.

End User License Agreement

Before continuing, please review our EULA and click the checkbox to confirm your
agreement.

Thycotic Software Products and Services
End User License Agreement (EULA)

This End User License Agreement ("Agreement"), dated based on the earlier
of either date of installation or the date of purchase or subscription (t
‘

()1 agree to the End User License Agreement

Will you be using the product to manage or protect information from EU citizens at
your company?

I:IV\

It will take approximately 20 minutes for your new Privilege Manager Cloud to spin up.


https://delinea.com/

Delinea

Working

Please wait while we build your product. The process may take up to 20 minutes to
complete.

When complete, click Go to your Privilege Manager Cloud instance and Login with Thycotic One.

Rracy

Your product is ready

You will be automatically redirected to your new Privilege Manager home page.

o Privilege Manager Home 2 * °

~ Computer Groups

Showing results for: Win
!

AGENT POLICY STATE : AGENT REGISTRATION STATE
client System Settings.
File Inventory
66.7%
Policy Events Normal
100.0%
Reports Total Count Normal Total Count
* 33.3%
Critical
Updated: Jun 10, 2020, 5:37:53 PM Updated: Jun 10, 2020, 5:37:53 PM

APPLICATION EVENTS PER POLICY

No data for Application Events per Policy

FILES BY VIRUSTOTAL SECURITY RATING REPORT MANAGED OPERATING SYSTEMS

Getting Started Screen

Follow the steps on the Getting Started screen. Start with step 1to allow other users to access Privilege Manager and make sure all 5 steps are completed or reviewed before continuing.
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Getting Started

Choose an authentication provider that will be used to sign into Privilege Manager.
+ Configure with Azure AD: https://thy.center/privman/link/AzureADCreateApplicationversion=10.8.0
- Or continue using Thycotic One Optionally you can create additional users.

Setup SMTP Server

https://thy.center/privmanylink/PrivilegeManagerConnectSMTPServer?version=10.8.0

Install Agents

https://thy.center/privmanylink/ TMSAgentSoftwareDownloads?version=10.8.0

Review our getting started guide to begin configuring policies
https://thy.center/privman,

k/Pris nager?version=10.8.0

Implement anti-virus exclusions to allow Thycotic to run on the endpoint
htps:/ythy.center/privr i

geManager 1=10.8.0

@ Do not show Getting Started banner
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To login to a Privilege Manager Cloud instance, use the URL and credentials provided to you. The URL is in the format of:

om/Tms

1. Navigate to your assigned login URL.

Ihycull‘c’

‘ Privilege Manager

Log in to your account

Usemname”

Password*

If you are having issues. contact your
administrator.

Depending on the authentication provider setup, users are presented with different login choices.
2. Click the Login button. This usually opens the Sign In dialog:

1. Enter your username or Email address and click Next.
2. Enter your password and click Login.

The Privilege Manager cloud console home page opens:

u Privilege Manager Home 2 2 e

~ G iter G
omputer Groups Showing results for: W

~ ALL 32-BIT WIh

~ ALL

AGENT POLICY STATE : AGENT REGISTRATION STATE
APU
Client System Settings
File Inventory
66.7%
Policy Events Normal
3 100.0% 3
Reports Total Count Normal Total Count
* 33.3%
Critical
Updated: Jun 10, 2020, 5:37:33 PM Updated: Jun 10, 2020, 5:37:53 PM

APPLICATION EVENTS PER POLICY

No data for Application Events per Palicy

FILES BY VIRUSTOTAL SECURITY RATING REPORT : MANAGED OPERATING SYSTEMS

Note: Toimport and synchronize Azure Active Directory Groups and Users, refer to the following topic: Setting Up Azure Active Directory Integration in Privilege Manager.

To add Thycotic One Users manually refer to the following topic: How to Add Thycotic One Users Manually. That topic does also cover how to create Standard and API Client users.
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Initial Login
Using the credentials configured in the Create User section of the on-premises installation, validate that you can login to Privilege Manager and view the home screen.

The login URL for an on-premises Privilege Manager instance has this form:

domain] i
VTMS/Pr

Note: On combined Secret Server/Privilege Manager installations you are initially logged in through Secret Server. If this is the case, you can find Privilege Manager by navigating to Tools | Privilege Manager.

The initial login for on-prem happens via NTLM:

7' Privilege Manager

Log in to your account

Usemame™

Password*

If you are having issues, contact your
administrator.

After logging in the Privilege Manager Server Setup Home page opens.

Privilege Manager Server Setup Home

@ Secret Server

Setup a Secret S

Foreign System

U Privilege Manager

Add / Update Product Features @
Privilege Manager @

Use the Privilege Manager link to login to the product. If you need to add or update product features, such as connectors for foreign systems, use the Add / Update Product Features link.

The Setup a Secret Server Foreign System link can be used to set-up an integration with Secret Server. This will also allow you to use Secret Server as an authentication provider. Also refer to Setting up Integration between Privilege
Manager and Secret Server

Atinitial login the Getting Started Banner displays with help tips and next steps:

e Choose an authentication provider that will be used going forward to sign in to Privilege Manager.
e Setup the SMTP Server.

o InstallAgents.

® Review the documentation to begin configuring policies.

o Implement anti-virus exclusions to allow Thycotic to run on the endpoint.

You may choose to not show the Getting Started Banner on subsequent logins.
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Getting Started
Choose an authentication provider that will be used to sign into Privilege Manager.
« Configure with Azure AD:
« O continue using NTLM
Sync local Active Directory in order to configure policies to target users, groups and OUs
Setup SMTP Server
Install Agents

Review our getting started guide to begin configuring policies

Implement anti-virus exclusions to allow Thycotic ta run on the endpoint

Do not show Getting Started banner

Delinea

The Home screen of Privilege Manager can be found by clicking Home in the top banner of any page inside of Privilege Manager. From this dashboard you can jump into either Application Control or Local Security, depending on what you want
to do. You also will be given different snapshots of various important information about your environment. Once you have agents installed and policies setup, you'll have a lot going on from the Home Dashboard:

W Privilege Manager Home

~ Computer Groups.

AGENT POLICY STATE

Saftware Inventory

100.0%

Total Count Normal

APPLICATION EVENTS PER POLICY

No data for Application Events per Policy

FILES BY VIRUSTOTAL SECURITY RATING REFORT

Showing results for: Wind

AGENT REGISTRATION STATE

100.0%

Total Count

MANAGED OPERATING SYSTEMS
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Licensing for Privilege Manager Cloud customers is managed via Thycotic.

Toinstall new Privilege Manager licenses, it will depend on whether you chose to
a. performa standalone install, or
b. install Secret Server in tandem with Privilege Manager.
Noate: Online activation is not required for Privilege Manager licenses.
Steps for Standalone Privilege Manager Installation

Toinstall licenses without Secret Server:

1. Navigate to Admin | Licenses or click the Product Licenses Installed link in the top banner.

Licenses

Utilization Summary

PRODUCT osTYPE sTATUS TOTAL LICENSES
Privilege Manager Suite Client 0K 100
Privilege Manager Suite Server 0K 100

Installed Licenses

2items  Q

NAME 4 LICENSE KEV EXPIRES

FOR DEVELOPMENT PURPOSES ONLY ] Doss not expire,
FOR DEVELOPMENT PURPOSES ONLY = Doss not expire,

START DATE AUP RENEWAL

11/16/2017, 5:28:41 PM

11/16/2017, 5:28:42 PM

TveE

Client

Server

EXPIRES

2. Onthe Privilege Manager Licenses page, click Add License, then either

o enter your License Name(s) and Key(s) one at a time:

Add License

License Name

License Key

ertificate instead

or

o

usethe Add license certificate instead option.

Add License

License

Add license key instead

3. Click Add.

Steps for Combined Secret Server + Privilege Manager Installation

Toinstall licenses with Secret Server on the same server as Privilege Manager, you will need to install licenses through the Secret Server Ul and then import the new licenses into Privilege Manager.

On Secret Server's License page, select Install New License.
Enter your License Names and Keys individually or through the Bulk Entry Mode.

S

Note: If your license keys do not appear or you have too many keys listed, click the import task link and then run task to reset.

Click Save or Add Multiple Licenses to save the License Keys. Installing these licenses in Secret Server will automatically import the licenses into Privilege Manager.
Navigate back to the Privilege Manager License page to verify under: Tools | Privilege Manager | Admin | Privilege Manager-Licenses.

Delinea

Toaccess Secret Server's licensing page, either click the Secret Server link listed in the banner at the top of the Privilege Manager Licenses page or in Secret Server navigate to Admin | Setup - Licenses.


https://delinea.com/

Delinea

If you previously had evaluation licenses and recently purchased, you will need to install your new license keys for production via the same steps as above. Normal trial licenses offer 50 endpoint agents and expire 30 days after issue.

When your Privilege Manager licenses expire or have exceeded the licensed count, Privilege Manager will stop processing new inventory and application control events. Endpoints will continue to enforce policies.

Inyour Installed Licenses list use the Delete option to remove expired or old licenses that are not in use anymore.

Delete Item

ftem to be deleted: FOR DEVELOPMENT PURPOSES ONLY

=a -

e Client License: This license provides coverage for endpoints that are workstations, such as Windows 10, windows 7, macOS or Unix/Linux endpoints, etc.
e Server License: This license provides coverage for endpoints that are server machines, Windows Server 2019, Windows 2016, etc.
e Support License: Without having a support license you will not be able to complete upgrades and will not be able to receive support or maintenance.

License Expired or Exceeded License Count

The Server will stop accepting data sent from agents that are in violation of the licensing based on operating system license counts. New endpoints will register, but will not be recorded, which means the endpoint:
Will not get added to the resource targets and will not collect application or user inventories

No password changes will occur, etc.

Policies will run on the endpoint, but the server will completely discard the data, and it won't be stored.

.
.
.
e Tasks will not run - all automation will stop and event Discovery will not inventory users or applications, new endpoints won't be discoverable.

An exceeded license count is indicated with a warning banner.

If you need to reset licenses for your Privilege Manager instance refer to the Reset Licensing topic.
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Login and Logout Scenarios

Based on authentication provider configured and used, the login and logout prompts and scenarios differ.

Sample images with various login options set up.

Privilege Manager

Log in to your account

Username*
~
Password*

Or log in with

Thycotic QA Azure AD Domain (do not change!)

‘ Thycotic One ‘

Test Dev Thycotic1

Basic login (Standard Out-Of-Box)

Privilege Manager
Log in to your account

Usemame™

Password*

Or log in with

‘ Default NTLM Authentication

Basic login (Secret Server)

Privilege Manager

Log in to your account

Default Secret Server

Azure AD

B® Microsoft

Pick an account

E [ PETE o SE

+ Use another account
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Basic with NTLM

After the logout completes, and the tokens are cleared, the user is presented with a prompt to close the browser.

‘You have been signed out.

Close your browser to complete the lagout

Azure AD

After the logout completes, and the user tokens are cleared, the user is redirected to the Thycotic One login modal.

Sign In

Email address

ter Email Addres

New Account
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Thycotic Policy Framework (TPF) Deployment

This topic outlines a refined policy set and deployment methodology for Thycotic Privilege Manager. The approach has several key aims, which are highlighted below:

e Take the best practices learned from thousands of successful implementations and make them available to all customers.
e Provide reduced time to value, with a policy set that can be enabled in seconds.
e Simplify and reduce the overhead of day-to-day management of endpoint privilege and application management.

When you implement Endpoint Privilege Management (EPM), you risk impact to user productivity. For example, if you implement a policy that removed local admin rights during an overnight maintenance, your users' access to applications as
part of their core job function might be impacted without those admin privileged. Our framework provides elevation policies that allows users with flexible ‘on demand' privileges where required.

This means that admin rights can be removed without the need for lengthy discovery phases meaning customers get more value from the solution from the point of implementation.
One Size Does Not Fit All

Different users and communities of users require very different application sets and privilege levels in their endpoint environment, the Thycotic policy approach allows customers to define users or groups of users into a high, medium, or low
privilege filter based on Active Directory group membership or by targeting individual users. A high-level summary of the out of the box user experience is provided below.

e High Privilege: Provides users with a'Pseudo Admin’ experience, any application can be elevated on demand by right-clicking and selecting run as administrator. This policy set is typically aimed at the most technical users such as
Developers and IT administrators.

* Medium Privilege: Provides users with a highly flexible experience where most applications can be elevated on-demand. High risk applications such as scripting engines require approval for elevated execution. This policy set is
typically aimed at technical users.

e Low Privilege: Provides a highly secure application environment where users are unable to run any application with elevation without approval. This policy set is typically aimed at non-technical users who do not regularly need to install
new applications.

The out of the box user experience can be changed in a few clicks by replacing messaging. Customizable messages can be used to change the effective privilege levels at any point from a warning message to a justification or approval
workflow.

Application Control

The approach also utilizes an intelligent approach to application allow-listing that leverages the core security concept of trusted file ownership.

Applications with trusted ownership (owned by Local System, Trusted Installer, Administrators by default) that are commonly found in the enterprise environment, will be allowed to execute out of the box. Applications that don't match against
the allow list will hit a catch-all policy. The catch-all policy starts with a'soft audit approach, which allows customers to monitor unknown applications and refine allow listing before hardening the catch-all to an appropriate level for different
user communities.

The following section provides a high-level overview of the policies included in the TPF policy set.

5 THY - Malware Protection Policy Catches any unsigned and untrusted application that runs as a child process of high-risk applications such as Microsoft Office applications, email clients and browsers.
10 THY: Fileless Attack Protection Protects vulnerable applications from being exploited using 'Living off the Land Binaries and Scripts' attack vectors.

15 THY - GLOBAL - Blocked Applications Targets explicitly defined applications and denies execution with a visible message. All applications matching this policy are audited.

20 THY - GLOBAL: silently Elevated Applications  Applications that are elevated for all users with no messaging displayed.

25 THY - GLOBAL: Silently Elevated Installers This policy elevates targeted installers for all users with no messaging displayed.

30 THY - GLOBAL - Allow List (Explicit) This policy will allow applications that are explicitly defined to run with standard user rights.

THY - HIGH PRIVILEGE - Silently Elevated

35 This policy elevates targeted applications for users defined within the High Privilege Filter.

Applications
THY - HIGH PRIVILEGE - Silently Elevated . . ) . . " - .
40 Installers llently Elevate This policy elevates targeted installers for users defined within thee High Privilege filter with no messaging displayed.
45 THY: HIGH PRIVILEGE: High Risk Applications  This policy targets high risk applications and presents a justification message which must be completed before execution.
50 THY - HIGH PRIVILEGE - High Risk Windows This policy targets high risk windows settings areas and presents a justification message which needs to be completed before execution is possible. All applications matching this
Settings policy are audited
55 THY - HIGH PRIVILEGE - UAC Replacement Targets any signed application that generates a User Account Control (UAC) dialogue. A warning message is displayed prior to elevated execution. All applications matching this
(Signed Applications) policy are audited
60 THY - HIGH PRIVILEGE - UAC replacement Targets any unsigned application that generates a User Account Control (UAC) dialogue. A warning message is displayed prior to elevated execution. All applications matching this
(Unsigned Applications) policy are audited
THY - HIGH PRIVILEGE - Allow List (Trusted . . - , . . . s
65 GrrEs) L (i This policy will allow applications with a trusted owner or that are explicitly defined to run with standard user rights, no messaging is displayed.
70 THY: HIGH PRIVILEGE - Catchall Thig policy target§ any applicat\on that has‘not matched against a previous policy for users defined within the High Privilege filter. This policy should not be enabled without High
Privilege - Allow List also being enabled, doing so will generate large amounts of feedback data.
THY - MEDIUM PRIVILEGE - Silently Elevated . . - ) . . .
75 § ently Hlevate This policy elevates targeted applications for users defined within the Medium Privilege Filter.
Applications
THY - MEDIUM PRIVILEGE - Silently Elevated . . N . . . " . .
80 Installers llently Elevate This policy elevates targeted installers for users defined within thee Medium Privilege filter with no messaging displayed.
THY - MEDIUM PRIVILEGE - High Risk . P - . .
85 IghRis This policy targets high risk applications and presents an approval workflow prior to elevated execution.

Applications
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(Signed Applications)
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THY - LOW PRIVILEGE - High Risk Applications
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(Signed Applications)

THY - LOW PRIVILEGE - UAC replacement
(Unsigned Applications)

THY - LOW PRIVILEGE - Allow list (Trusted
Owners)

THY - LOW PRIVILEGE - Catchall
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This policy targets high risk windows settings areas and presents an approval workflow prior to elevated execution. All applications matching this policy are audited.

Targets any signed application that generates a User Account Control (UAC) dialogue. A warning message is displayed prior to elevated execution. All applications matching this
policy are audited.

Targets any unsigned application that generates a User Account Control (UAC) dialogue. A warning message is displayed prior to elevated execution.

This policy will allow applications with a trusted owner or that are explicitly defined to run with standard user rights, no messaging is displayed.

This policy targets any application that has not matched against a previous policy for users defined within the High Privilege filter. This policy should not be enabled without High
Privilege - Allow List also being enabled, doing so will generate large amounts of feedback data.

This policy targets high risk applications and presents an approval workflow prior to elevated execution.

This policy targets high risk windows settings areas and presents an approval workflow prior to elevated execution. All applications matching this policy are audited.
Targets any signed application that generates a User Account Control (UAC) dialogue. An approval workflow is displayed prior to elevated execution.
Targets any signed application that generates a User Account Control (UAC) dialogue. An approval workflow is displayed prior to elevated execution.

This policy will allow applications with a trusted owner or that are explicitly defined to run with standard user rights, no messaging is displayed.

This policy targets any application that has not matched against a previous policy for users defined within the High Privilege filter. This policy should not be enabled without High
Privilege - Allow List also being enabled, doing so will generate large amounts of feedback data.

Download the latest version of the Thycotic Policy Framework (TPF) from the Config Feeds. Once installed, the policy set is available in the Thycotic Policy Framework folder, usually at

https:

[TMS/Pri

'db45-f75c-4e31-be53-6281b1d4ce39.

In addition to installing the config feed with the policy set and following the general initial setup, the following configuration should be performed.:

Set up Active Directory / Azure AD integration for administrative console access and policy targeting.

Toallow users to authenticate with the Privilege Manager administrative console using their AD or Azure AD identity you should configure the AD or Azure AD integration. This can also be used to target TPF policies to specific users or security

groups.

Build User Context Filters and or Resource Targets for Policy Targeting

Privilege Manager policies can be targeted at the user and or computer level. To target policies to specific users or security groups User Context filters can be created. The TPF set comes with three out of the box user context filters for High,
Medium and Low Privilege Users.

Adding Users to High, Medium, or Low Privilege User Context Filters

1. Inthe Privilege Manager console search for High Privilege Users or select the High Privilege Users filter from any of the high privilege policies.

2. Search for and add local or domain users or Active Directory Security Groups to the filter:
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< Ba

High Privilege Users

Save changes? If you press cancel, all your changes will be lost Ccancel

Filter Details Name High Privilege Users
Description Filter used to target the Privilege Manager - High Privilege AD Group

Fa

Platform Windows

Settings Built-in Accounts Nothing selected Add
Well-known Accounts Nothing selected Add
Domain User Groups @ x Add

Specific Users

Local Account Names

Local Group Names @

3. Click Save Changes.

Privilege Manager also provides the ability to build resource targets, which are groups of computers that policies can target.

Before deploying any policies, you should add any known applications to relevant policies. For example, if you are aware of corporately approved applications that are used by all users which require admin rights, you can add application filters
to the THY: PLOBAL: Pllow List (Explicit) policy)

There are a number of ways application targets can be created:

e Manually by creating a blank win32 filter and targeting specific application metadata fields.

e By uploading an application file.

e Waiting for the TPF policies to generate application audit events and creating filters directly from the event.
Policy Refinement after Deployment

1. Onaregular basis (as frequently as possible during the initial stages of the deployment) open the Policy Events Report:

0 Privilege Manager Policy Events
~ Computer Groups
17 ftems Policy: Al Q
FILE NAME
Application Policies
User Policies chrome exe THY - LOW PRIVILEGE - Catchall
Group Policies
chrome exe 24 THY - LOW PRIVILEGE - Catchall
Scheduled Jobs
Agent Gonfiguration ArelliaDisplayXamlAction exe 5 THY - LOW PRIVILEGE - Catchall
Client System Settings
software_reporter_tool.exe 4 THY - LOW PRIVILEGE - Catchall
File Inventory
Policy Events COMElevateHost exe 2 THY - LOW PRIVILEGE - UAC replacem
Reports
OneDriveSetup. exe 2 THY - HIGH PRIVILEGE - Catchall

IS

OneDriveSetup.exe THY - HIGH PRIVILEGE - Catchall

New Loaded Resource 07/05/2021 04:15:56 -07:00

2

THY - HIGH PRIVILEGE - Catchall

New Loaded Resource 07, 2021 04:15:56 -07:00 THY - HIGH PRIVILEGE - Catchall

2. Fromthe left-hand menu, select Policy Events.

3. Thereport should default to sorting by the # of events field.
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4. For each application in the list, review and decide how you want to handle the application. There are a number of options to consider:
o Add to Global: Silently Elevated Applications or Installers to allow silent, elevated execution for all users.
o Add to High/medium: Silently Elevated Applications or Installers to allow silent, elevated execution for users within the scope of the chosen policy.
o Add torestricted applications to allow execution with approval workflow.
o Do Nothing (User will continue to receive UAC replacement messaging, which will likely be hardened).
o AddtoClobal: Block List.

Note: The key consideration in making this decision, is the number of users executing the application and the number of times they are executing it. The higher these numbers the more impactful gating the application
with an approval workflow would be.

5. Once number of new applications hitting UAC replacement plateaus, add more users to scope OR harden UAC replacement.
6. If application Control is required, review applications hitting catch-all, review and perform one of the following actions:

1. Add to High/Medium/Low Allow List.

2. AddtoGlobal - Block List.

3. Do nothing (Application will be gated with approval workflow when catch-all is hardened).

4. Once number of unknown applications hitting the catch-all plateaus, add more users to scope AND/OR harden catch-all.

Q1. Why is there no user context filter for Low Privileged Users?

A: This is by design, as the Low Flexibility policy set does not have any user context inclusion filters it will apply to any user that is not in the scope of the High or Medium flexibility policies. Effectively the Low Privilege policy set functions as a catch-all policy set and avoids the risk that user is
not included in a filter and has no policies applied.

Q2. Why are there no silent elevation policies for low privilege users?
A: Itis highly unlikely that applications need to be elevated for low privilege users without being elevated for all users. Typically, any application requiring elevation for low privilege users can be targeted in the global elevation policies.
Q3. Why is the catch-all policy configured to allow unknown applications torun?__

A: Any policy set that attempted to block or gate unknown applications at the point of deployment would be highly disruptive to users and/or generate high volumes of approval requests to support teams. Catch-all policies are intended to quickly collect audit data that can be used to refine allow
listing before being hardened.
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Installation and Upgrades

This sections contains all you need to know about installation and upgrading Privilege Manager and all its components.

The following topics are available:
e SystemRequirements
e Recommended Anti Virus Exclusions
e Software Downloads
e |nstallation - recommended installation procedure

© Manuallnstallation Instructions
o [tem Encryption

e Agentnstallation

o Windows Agents
= Bundled Agent Installer - Windows
= Individual Agent Installers for Privilege Manager:
= B4-bit Windows Operating Systems
= 32-bit Windows Operating Systems
= Directory Services Agent to support Local AD Synchronization with Cloud Instances
= Bundled Core and Directory Services Agents
= Uninstall via Command Line
= Agent Hardenin
o macOS Agent Installer - 10.11 or Newer
= macOS ThycoticManagementAgent
= macOS Agent Hardenin
o Unix/Linux Agent Installer
= |nstalling on CentOS/RedHat/Oracle Linux
= |nstalling on Ubuntu

e Upgrades

o Online Upgrades (recommended

o Offline Upgrades

o Offline Upgrades - Combined Installations

o Upgrading from Arellia Management Server 8.2 to Privilege Manager 10.4 and up
o Best Practices for Upgrades

e Package Hash Verification


https://docs.delinea.com/online-help/products/pmgr/11.1.x/agents/win/agent-inst-win.md#64_bit_windows_operating_systems
https://docs.delinea.com/online-help/products/pmgr/11.1.x/agents/win/agent-inst-win.md#32_bit_windows_operating_systems
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Privilege Manager System Requirements

These are requirement for an on-premises integration.

Note: Verify that the .NET version between the Privilege Manager and Database Server in use are matching, especially if installed on different Windows Server versions.

4CPU Cores 4CPU Cores
8GBRAM 16 GBRAM
40 GB Disk Space 150 GB Disk Space

Windows Server 2012 R2 or newer Windows Server 2012 R2 or newer
IIS7 or newer SQL Server 2012 or newer
NET 4.6.10r newer

Powershell 3.0 or newer

Note: Environments with over 25,000 Endpoints require a scoping call with a Thycotic engineer.

8CPU Cores 8CPU Cores
32GBRAM 64 GBRAM
40 GB Disk Space 500 GB Disk Space

Windows Server 2016 or newer Windows Server 2016 or newer
IIS7 or newer SQL Server 2012 or newer
NET 4.6.10r newer

Powershell 5.0 or newer

For details refer to the Agent specific system requirements as provided under these topics:

macOS Endpoint System Requirements
Unix/Linux Endpoint System Requirements
Windows Endpoint System Requirements
RAM, CPU, and Disk Space - negligible

System Requirements apply to both physical and virtual machines.

For best performance, we recommend using dedicated (clean) servers for Thycotic products.

PowerShell must be allowed to execute and cannot be blocked on the server or the endpoint by other products.

If NET and/or IIS features are not already installed on the web server, the Thycotic Installer will add and configure them automatically.

users will likely experience performance issues due to the memory and product limitations. If experiencing performance issues while using SQL Express, it is highly recommended to upgrade to SQL Server prior to contacting Thycotic
Support.

Alink to Microsoft documentation on the use and limitations of SQL Express can be found at: https://docs.microsoft.com/en-us/sql/sql-server/editions-and-components-of-sql-server-2017

Web Servers that are NOT supported: Small Business Server (SBS), The Essentials Edition, Domain Controllers, Sharepoint Servers.

Outbound (port 443 - HTTPS): This is the default access port through which the agent connects to the server. You may specify a different port based on your environment.
Inbound (port 5593): The is the default and only port that the agent listens on. This port is not required and you can block port 5593. If you block the port, the agents pull updates from the server based on a set schedule.
SQL (port 1433): Thisis the default SQL DB port. The SQL port can be customized.

If SQL is not already installed on a database server, the Thycotic Installer can setup SQL Express on the web server, however SQL Express is intended for Trials and Sandbox environments ONLY. Though Thycotic will support SQL Express,


https://docs.delinea.com/online-help/products/pmgr/11.1.x/agents/macOS/index.md#macos_agent_system_requirements
https://docs.delinea.com/online-help/products/pmgr/11.1.x/agents/nix/index.md#unix_linux_agent_system_requirements
https://docs.delinea.com/online-help/products/pmgr/11.1.x/agents/win/index.md#installing_windows_agents
https://docs.microsoft.com/en-us/sql/sql-server/editions-and-components-of-sql-server-2017
https://delinea.com/
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For Privilege Manager users, we recommend several antivirus exclusions to maintain application performance and integrity. These guidelines apply to both real time and on-demand antivirus scanning.

Exclude these directories from your antivirus filters to ensure Privilege Manager processes will not be blocked (or for a more granular approach to these exclusions, see the Client Item Database and Privilege Manager Application Control

Agent Services sections at the end of this article):

9%ProgramDataZ\Arellia\

ata%\App!
9%ProgramFiles?\Thycotic\

Exclude the following antivirus programs for Privilege Manager's web server, also sometimes called Thycotic Management Server (TMS):

Temporary ASP.NET Files

Exclude the following directory to prevent degradation in performance and possible unexpected restarts of the Tms and TmsWorker IS application pools:

%SYSTEMROOT%\Microsoft. NET\Framework64\v4.0.30319\Temporary ASP.NET Files

Exclude the following database files.
SQL Server Data Files
These files contain data and typically have the following extensions:
e .mdf - primary data filegroups
e .ndf - secondary data filegroups
e |df - transaction log filegroups
SQL Server Backup Files
These files contain the backup files and typically have the following extensions:

e bak - database backup files
e trn - transaction log backup files

By default, the directories that contain the Data and Backup files are located under C:\Program Fil saL
SQL profiler trace files

These files contain SQL Profiler Trace log data and can be contained in any folder.

They usually have the file extension .trc.

Exclude the following for managed endpoints.

Request Run As Administrator Registry Key

rverMSSQL11.MSSQL!

Privilege Manager Application Control installs a context menu item that allows executables to be "Request Run as Administrator.”

This context menu is added under the following registry key which some antivirus programs incorrectly flag as malware:

HKLM\SOFTWARE\Classes\exefile\Shell

Client Item Database

These directories contain the Thycotic Agent client item database and should be excluded from antivirus to prevent corruption:

® 9%ProgramData%\Arellia\Clientltems
® %ProgramData%\Application Data\Arellia

If required, you can further limit this exclusion to all files with the .db and .db-* extensions under this location.

Privilege Manager Application Control Agent Service

QL.

Some antivirus products require that the Privilege Manager Application Control service be excluded from tamper protection rules because Application Control manipulates other applications which antivirus products may mistake as

malicious.

C:\Program Files\Thy g i o
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Software Downloads

This page provides links to Thycotic Privilege Manager product and agents software downloads.

11 Combined Secret Server and Privilege Manager Installer - Authentication required!

Privilege Manager Application Files - Authentication required!

Windows Endpoints

1.1.1156 Bundled Privilege Manager Agent Installer - Windows

1.1.1156 Core Thycotic Agent (x64

1.1.1156 Core Thycotic Agent (x86!

1.1.1157 Application Control Agent (x64) [*1]

1.1.1157 Application Control Agent (x86) [*1]

1.1.1156 Local Security Solution Agent (x64

1.1.1156 Local Security Solution Agent (x86

1.1.1156 Bundled Privilege Manager Core and Directory Services Agent - Windows

11.1.1054 Directory Services Agent (x64

o [1]: Do not update to version 11, if endpoint runs Windows 10 version 1507.

macOS Endpoints

mn1.21 Privilege Manager macOS Agent Catalina and later using System Extensions (Apple silicon & Intel)

10.8.27 Privilege Manager macOS Agent  Catalina and previous using Kernel Extensions (Intel)

Unix/Linux Endpoints

1.2.0.186 Linux RedHat
1.2.0.186

1.2.0.186 CentOS
1.2.0.186

1.2.0.186 Ubuntu LTS
1.2.0.186

1.2.0.186 Oracle
1.2.0.186

7x

7x

8x

18.04

20.04

7.x

Privilege Manager Linux Agent v1.2.0

Signature verification file

Privilege Manager Linux Agent v1.2.0

Signature verification file

Privilege Manager Linux Agent v1.2.0

Signature verification file

Privilege Manager Linux Agent v1.2.0

Signature verification file

Privilege Manager Linux Agent v1.2.0

Signature verification file

Privilege Manager Linux Agent v1.2.0

Signature verification file

Privilege Manager Linux Agent v1.2.0

Signature verification file

Privilege Manager Linux Agent v1.2.0

Signature verification file

You can download the public Unix/Linux certificate here.
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https://support.delinea.com/support/s/download-onprem
https://support.delinea.com/support/s/download-onprem
https://tmsnuget.thycotic.com/software/Agents/ThycoticAgentsInstaller_x86_11_1_1156.exe
https://tmsnuget.thycotic.com/software/Agents/ThycoticAgent_x64_11_1_1156.msi
https://tmsnuget.thycotic.com/software/Agents/ThycoticAgent_x86_11_1_1156.msi
https://tmsnuget.thycotic.com/software/Agents/Thycotic_ApplicationControlAgent_x64_11_1_1157.msi
https://tmsnuget.thycotic.com/software/Agents/Thycotic_ApplicationControlAgent_x86_11_1_1157.msi
https://tmsnuget.thycotic.com/software/Agents/Thycotic_LocalSecurityAgent_x64_11_1_1156.msi
https://tmsnuget.thycotic.com/software/Agents/Thycotic_LocalSecurityAgent_x86_11_1_1156.msi
https://tmsnuget.thycotic.com/software/Agents/ThycoticDirectoryServicesInstaller_x86_11_1_1156.exe
https://tmsnuget.thycotic.com/software/Agents/Thycotic_DirectoryServicesAgent_x64_11_1_1054.msi
https://tmsnuget.thycotic.com/software/Agents/ThycoticManagementAgent-11.1.21.dmg
https://tmsnuget.thycotic.com/software/Agents/ThycoticManagementAgent-10.8.27.dmg
https://tmsnuget.thycotic.com/software/NixAgents/pmagent_x86_64_v1.2.0.186_rhel7.rpm
https://tmsnuget.thycotic.com/software/NixAgents/pmagent_x86_64_v1.2.0.186_rhel7.rpm.sha256
https://tmsnuget.thycotic.com/software/NixAgents/pmagent_x86_64_v1.2.0.186_rhel8.rpm
https://tmsnuget.thycotic.com/software/NixAgents/pmagent_x86_64_v1.2.0.186_rhel8.rpm.sha256
https://tmsnuget.thycotic.com/software/NixAgents/pmagent_x86_64_v1.2.0.186_centos7.rpm
https://tmsnuget.thycotic.com/software/NixAgents/pmagent_x86_64_v1.2.0.186_centos7.rpm.sha256
https://tmsnuget.thycotic.com/software/NixAgents/pmagent_x86_64_v1.2.0.186_centos8.rpm
https://tmsnuget.thycotic.com/software/NixAgents/pmagent_x86_64_v1.2.0.186_centos8.rpm.sha256
https://tmsnuget.thycotic.com/software/NixAgents/pmagent_x86_64_v1.2.0.186_ubuntu18.deb
https://tmsnuget.thycotic.com/software/NixAgents/pmagent_x86_64_v1.2.0.186_ubuntu18.deb.sha256
https://tmsnuget.thycotic.com/software/NixAgents/pmagent_x86_64_v1.2.0.186_ubuntu20.deb
https://tmsnuget.thycotic.com/software/NixAgents/pmagent_x86_64_v1.2.0.186_ubuntu20.deb.sha256
https://tmsnuget.thycotic.com/software/NixAgents/pmagent_x86_64_v1.2.0.186_oraclelinux7.rpm
https://tmsnuget.thycotic.com/software/NixAgents/pmagent_x86_64_v1.2.0.186_oraclelinux7.rpm.sha256
https://tmsnuget.thycotic.com/software/NixAgents/pmagent_x86_64_v1.2.0.186_oraclelinux8.rpm
https://tmsnuget.thycotic.com/software/NixAgents/pmagent_x86_64_v1.2.0.186_oraclelinux8.rpm.sha256
https://tmsnuget.thycotic.com/software/NixAgents/cert_public.pem
https://delinea.com/
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Prerequisites
ASP.NET Website
Privilege Manager is installed as an ASP.NET website. The setup.exe file will set up the website with the correct permissions and create the settingsin lIS.

SQL Server Database

Thycotic products require an instance of SQL Server for the database backend and an instance of SQL Express will be installed by the setup.exe file if missing. The SQL Server database will require a SQL account with db_owner permission to
complete the installation. SQL Express edition is intended for Sandbox and trial environments, Thycotic recommends purchasing SQL licensing for use in production environments.

Administrative Access
Throughout the installation process, you will be required to be an administrator to perform most actions. Please ensure that you are logged onto your system with a Windows account that has administrative rights before beginning your install.
Additional Recommendations

1. Use an SSL certificate for Privilege Manager.
2. Run Microsoft Update on your server to make sure all components are up to date.

Download the Latest Version of PM Installer
The latest version of Privilege Manager is available for download under the Software Downloads topic. It is recommended to run the downloaded setup.exe file as an administrator.

Running the Installer

1. Double-click the downloaded setup.exe to run the installer. The installer opens on the Welcome tab:

thycotic

THYCOTIC INSTALLER

‘WELCOME

This installer will guide you through the installation of Secret Server and Privilege Manager on this machine. Before
installing the products it wil verify the existence of any required pre-requisites, including IS and SQL.

Select the products to install, then click Next to continue,

["] Secret Server Moreinfo
¥ Privilege Manager More info

2. Verify that the Privilege Manager box is checked.
Note: Privilege Manager as a standalone product comes with three roles Administrator, Basic User, and Help Desk User roles. Please refer to Application Roles.

3. Onthe Database tab you can choose to either install SQL Express or connect to an existing SQL Server. SQL Express requires a internet access for the installer to download the installation package for SQL Express.

THYCOTIC INSTALLER

WELCOME DB SERVER

SQL server Database

Install SQL Server Express on this server

When this option is selected the Thycotic Installer will install SQLServer Express on this server. This option
is recommended for the trial versions of Secret Server.

[=] Connect to an existing SQL Server

Choose this option if a QL Server alreacly exists. This option is recommended for most enterprises.

eed hel



https://delinea.com/

Delinea

Note: For production environments Thycotic recommends installing a licensed edition of SQL before installing Thycotic products. The Express edition is only recommended for trial and sandbox environments.

o IfInternet access is not available a link to download SQL Server Express will be presented to the user. At that point, they are expected to install SQL Server Express and then restart the installer.
o IfInternet Access is available SQL Server Express will be installed.
o After SQLis installed select Connect to an existing SQL Server.

4. The Pre-Requisites tab makes sure everything that is required to install Privilege Manager is setup correctly. Everything on this page can be installed outside of the installer, but if not, the installer will install and configure them for the

user. Think of this page as the non-Thycotic configuration. If there are issues with this page it is very likely that the Internet will be able to help as these are not installation features that are specific to Thycotic. Click Fix Issues to
automatically install the necessary pre-requisites. When Successful, click Next.

thycotic

THYCOTIC INSTALLER

WELCOME DB SERVER  PRE-REQUISITES

Checking for required components and conditions.

" Internet Access

Passed
" NET 461 Installed Passed
" 1IS Installed Passed
/" |IS Required Components Installed Passed
' NET WCF Adtivation Enabled Passed
«/ HTTPS Binding Passed

view details

ey i

5. If you chose the "Connect to an existing SQL Server" option on the Database page, the Database Connection tab will now prompt you for the connection information that Privilege Manager will use. The Test Connection button must be
run successfully before installation can continue. Once connection is established, click Next.

Note: If you are not using a default InstanceName on the SQL Server for the Privilege Manager database, provide the SQLServerName\instanceName for ServerName or IP.

thycotic

THYCOTIC INSTALLER
WELCOME DB SERVER  PRE-REQUISITES DB CONNECTION ACCOUNT
SQL Server Loc
‘Server name or IP 1 TR "B et ]
Database name mu

SQL Authentication

) saL Server Authentication (SQL Server authentication requires Mixed Mode)

User name

Password

‘Windows Authentication using Service Account

v Advanced (not required)

(o= ]
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THYCOTIC INSTALLER

‘WELCOME DB SERVER  PRE-REQUISITES DB CONNECTION ACCOUNT

User Account for Web Applications and Database Access

This account will be used for the web application(s) and will also need to have access to the SQL Server database with at

least db_creator privileges. You may specify invidiclual web application accounts on the upcaming review page if
required.

User Name B R e e ]

Password

¥ validate Creden + Success

1. If you choose SQL Server Authentication, next the Account tab will prompt for the server location where your SQL database is currently installed. Provide the Server Name or IP address for your Database server and Authenticate
with Administrator SQL credentials. If your Secret Server database does not yet exist when you click “Test Connection” the Installer will create it. When the connection has been tested successfully, click Next.

o

The Email Server tab opens, here the connection information for the email server can be entered. This is also optional and can be skipped to be configured later in the application by clicking Skip Email. This page will configure email for
Privilege Manager.

thycotic

THYCOTIC INSTALLER

OME  DATABASE PRE-REQUISITES

DATABASE CONNECTION  CREATE USER  EMAIL SERVER
Please enter the connection information for the Email Server that will be used to send outgoing notifications from Secret
Server.

Email Server I

From Address
Use SSL
Use Custom Port

Port

Authentieation required
User name
Demain

Password

o

7. Onthe Review tab, most settings are defaulted for a user and they can choose to modify settings at this step. Certain validations will occur on these settings before the install can begin. Click Install to proceed.

thycotic

THYCOTIC INSTALLER

PRE-REQUISITES DB CONNECTION ACCOUNT
Review the installation options and then click Install to continue,

WELCOME DB SERVER EMAIL  REVIEW

Name Setting
© sl server Using Existing SQL Server Modify
@ Database Connection e o i e o T e e e oty
@ site Name Default Web Site Modify
2] Privilege Manager D C:\inetp TMS Modify
(2] Privilege Manager App Name R s e = B e ] Modify
© Email server Skipped Modify

(o]

8. The Install page will show the status from log files as Secret Server and/or Privilege Manager are installed. Installs vary depending on your environment, most installs last between 20-60 minutes.
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THYCOTIC INSTALLER

INSTALL

Installing Privilege Manager. Please be patient as your install is estimated to take between 10 and 30 minutes.

Installing Privilege Manager...

05:38:55.644] Privilege Manager - ActionStart: Action 5:38:55; WritelIS7ConfigChanges. Installing Config Keys and Values -
05:38:55.741] Privilege Manager - ActionStart: Action 5:38:55; AppPoolWait.

05:38:55.965] Privilege Manager - ActionStart: Action 5:38:55: ExecSecureObjects.

05:38:55.974] Privilege Manager - ActionStart: Action 5:38:55: ExecSecureObjects_64.

05:38:55.979] Privilege Manager - ActionStart: Action 5:38:55: ExecSecureObjects_64.

05:38:55.988] Privilege Manager - ActionStart: Action 5:38:55: RegisterProduct, Registering product
05:38:56.008] Install of Privilege Manager is 100% complete.

[05:38:56.010] Privilege Manager - ActionData: {7D354479-9DE2-4A32-8AB0-44E580CBT186}

[05:38:56.014] Privilege Manager - ActionStart: Action 5:38:56: PublishFeatures. Publishing Product Features
[05:38:56.016] Privilege Manager - ActionData: Feature: ProductFeature

[05:38:56.017] Privilege Manager - ActionStart: Action 5:38:56: PublishProduct. Publishing product information
[05:38:56.018] Privilege Manager - ActionData: 1: ican.ico

[05:38:56,021] Privilege Manager - ActionData: 1: {TD354479-9DE2-4A32-BAB0-44E589CE7126)

05:38:56.024] Privilege Manager - ActionStart: Action 5:38:36: ResetDirectoryDacl.

= cm
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9. TheLog Filestab is available after the applications are installed. The installer provides the link to open a web browser to the product login page. At this point, everything is installed and ready for you to begin using your new Thycotic

product. If the installation failed or you wish you view the logs from the installation you can click the View Log Files button.

thycotic

THYCOTIC INSTALLER

INSTALL  FINISH LOG FILES

Log files related to the installed components

Bundle Log C:\Users\ADMINI~1\AppData\Local\Temp\Thycotic_Secret_Server_and_Privilege_Manz Iy B
PM Install Log C\Users\administrator\AppData'Local\Temph Thycotic_Secret_Server_and_Privilege M Iy [
PM Ct ion Log  C\User: atorAppData\Local\Temp\Thycotic_Secret Server_and_Privilege_M Iy &

o (% oo

10. OntheFinishtab, when the install has successfully completed, click the provided Privilege Manager URL to navigate directly to your setup landing page or open a browser and navigate to where your Privilege Manager is located, for

example: http://localhost/TMS/PrivilegeManager.

thycotic

THYCOTIC INSTALLER

INSTA FINISH

Finished installing Privilege Manager.

v

9 installed

The products can be accessed at these locations:

Privilege Manager https:/mm sl TMS/PrivilegeManager Ity

A oo | ¥ cne
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Note: Thycotic recommends to create a back-up copy of the Privilege Manager web application folder after installation or upgrades.
Installing Connectors or the API

Privilege Manager installs the core packages. Once your instance is up and running, use Setup to add connectors for foreign systems or the Privilege Manager Application Programming Interface.

Refer to Upgrades for details about how to access Setup and use the Add / Upgrade Privilege Manager Features option.


https://delinea.com/

Delinea

If you need to manually install Privilege Manager on a system and you already have an existing server installation, refer to the installation instructions described under the High Availability Set-up for Privilege Manager. Otherwise follow the
steps below.

Note: Thycotic recommends to always use the setup.exe installer to verify that your system meets the pre-requisites.

Download Privilege Manager Application Files

Make sure you have the prerequisites (IIS, .NET Framework, and SQL Server) installed before following the steps listed below.

After clicking the download link on the Software Downloads page, you will be able to download a .zip file that contains both Privilege Manager and Privilege Manager files.
Zip File Extraction Tool

You will also need to install a zip application like winzip or 7-zip to extract files for this install. 7-zip is used in the instructions below and can be downloaded for free here.

Manual Installation (no setup.exe)

Clicking the download link above will take you to a portal page where you can choose to download a .zip file that contains the application files. Use this .zip file for the instructions below. Privilege Manger can be installed in a few different ways,
asa:

e Virtual Directory
e Website

Installing as a Virtual Directory
1. Extract the contents of the .zip file and select the nugetCache folder. Move the contents of that folder to a temporary location like C:\ProgramData\ (Recommended)
2. Create afolder called TMS in the location Cainetpub\wwwroot\

3. Navigate back to C:\ProgramData\nugetCache\ and using any zip application (ex: 7-zip, winzip, winrar, etc), open ThycoticTms.xx.x.xxxx.nupkg

To do this with 7-zip: right-click ThycoticTms.xx.x.xxxx.nupkg | 7-zip | Open Archive.

3= | nugecache - 8 x

& w4 THBC > LoclDk(C) » Progmduts » rugeCache T8 [ famch nagecoche ,

P-——

ey

TrycoticTma 1041231 e 2k
TrycoticTmidppicaion  Opewith "

s 4 TmCoode | 28 >
Dowuments  # ThycoticTmiOirectonsq  CRCSHA > Openschue
& Pictures ” Thyestic TrsFoninvente [] Scanwith Windows Defender. Eatract fles...
mgacane ¢ () TrysicTmilocaiecl  Reorspreviousversons Ect e
JLOrpA— Barctto Thycoicme 1841281
Sendito s
B P ThycaticTmsRDPMonnG Testarchve.
ok :“‘ Addtaarhive-
i Compress and email
e At Thycorcme 04123 ke
Daee Comprsite Tyt e 0ATE | aupha 7 o vl
bename Adto Thycotlms 0123 pkgs
T ComprestaTrycoticlms 1041251 sy " sndamsl

4. Open the Content directory and ctrl-A to select all of its contents. Copy these to the location C:\inetpub\wwwroot TMS\
7| o he\ThycoticTms. 10.4,1231.nupks
Name Size Packed Size
1157 308
2815674 2074021
910 494
68917872 19788031
5085 308 2746651
Open Enter 20
Open Inside Ctrl+PgDn T
100183
Open Inside * 17%
Open Inside # 810009
Open Outside Shift+ Enter 15778
View B 15135
Edit ) 304903
35
Rename 2] 726
Copy To.. F5 9830
Move To... 6 14513
Delete Del A
101
Split file. 8
Combine files... 566
Properties AltEnter 3
33%
Copy - o X
Copy to:
[cmetpubrwmaroot TMS -

Folders: 1 (82278 704 bytes)
C:\ProgramData \nugetCache\ Thycotic Tms. 10.4.1231 nupkg\
Content\.

I ==

5. In Cainetpubwwwroot\TMS\ Where you have extracted the TMS Site files, create a new file right-click New | Text Document called connectionstrings.config
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U fi:‘mm,, - x -I T New item =

- 4] Easy access -
Copy Paste

= Move Copy Delete Rename  New
[ Pasteshortaut 1o+ tor = folder
Clipboard Organize New
PN T e o M T L |
Name Date medified
# Quick sccess
Images
Desia .
N Deiaop Pages
& Downloads - Scripts
7 Documents  # ServiceBus
& Pictures * Services
nugetCache Setup
R i Templates
Tools
3 This PC Views
Fy—— Worker

2 favicon
&) Global

Thycotic.Tms.Serverformats
) Thycotic.Tems Server

(8 Thycotic.Tems Server.Support

B wes

7 Gpen -

v

Lt E
Properties

Open

H

6. Next, decide what mode you want to use to access your SQL database and follow the corresponding steps:

Delinea

o Mixed Mode/"Integrated Security=False" (for easiest configuration): Mixed Mode is required if you intend on using a SQL Server account to authenticate Privilege Manager to your SQL Server instance. If you are doing an
evaluation and using the Privilege Manager setup.exe installer, we recommend using Mixed Mode with a SQL authentication account. This option will also require you to set a password for the SQL Server system administrator (sa)

account. See the Integrated Security=False section below to use Mixed Mode.

o Windows Authentication Mode/"Integrated Security=True" (recommended for best security): This will prevent SQL Server account authentication and requires a Windows Service account to run the Privilege Manager
website. This will also require additional configuration in IIS once Privilege Manager is installed. Follow the steps under the Integrated Security=True section below to use Windows Authentication.

Integrated Securlty=False

Open in Notepad the connectionstrings.config file created in step 5 and copy in the following text; replacing the SQL Server Name, Database Name, User Name, and Password (highlighted in bold below) with values for your environment. Save

changes.
<connectionStrings>
<add name="' i
i “Data QLSer itial Catalog=D: Fal
<add name="AmsConnectionString"
{ | L Catalog=D:
</connectionStrings>

Integrated Security=True

Name="Arellia Management Server - WF" />

Name="Arellia Management Server" />

If you choose to set Integrated Security to True, you will need to ensure that the application pool service accounts have access to the database server in a later step.

Open in Notepad the connectionstrings.config file created in step 54 and copy in the following text; replacing the SQL Server Name and Database Name (highlighted in bold below) with values for your environment. Save changes.

Security=True;

<connectionStrings>
<add name=' i i
connectionString="Data Source= SQLSer itial Catalog= D:
<add name="AmsConnectionString"
connectionString="Data Source= SQL! itial Catalog= D:

</connectionStrings>
Continue: Installing as a Virtual Directory

1. Open Internet Information Services Manager (InetMgr.exe).

Security=True;,

2. Under your local server, right-click Application Pools and select Add Application Pool... Add three new application pools. Name one TMS, name another TMSAgent, and name the third TMSWorker.

LG — | Hame:

e ThMsWorked

| NET CLRverson:

NET CLR Version v4.0.30319 ~
Managed pipeline mode:

Integrated v

5 Startapplcaion poslimmedistey

Cancel

L]
- (3 » WIN-SUBCRCGIBMN » Application Pools
Fle View Help
Connections .

T 0# Application Pools

Start Page 7 ]

This page ets you view and m Add Application Pas 7 X |on pools re associatedwith

9 WIN-SUBCRCGIBMN OWIN-6L | o cer processes, contain one ent applications.

2 Application Poals

Applications

]
. 0
. 3
0
(]

3. When creating your connection string, if you selected Integrated Security=True in step 6, change the Identity for your application pools to a service account that has DBOwner rights on the SQL database & make sure that the Identity for
the three app pools have Modify rights to the folder that you put the Privilege Manager files into. To setup the service account correctly and set folder permissions and the Identities for these app pools, follow all of the steps in Using a

Service Account to run the IIS App pool now.

4. Right-click Default Web Site in IIS and select Add Virtual Directory...
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'@ Internet Information Services (IIS) Manager
(& v WIN-GUBCRCGIBMN » Application
File View Help
Connections

@ -H 2|8

g fHadt Page This page lets you vi
-85 WIN-GUBCRCGIBMN (WIN-6( | o7 S FEL

2} Application Pools

e’;l Applicd

~ -[&] Sites Filter
> 3 Default Weh Sit:  E——

2l Explore
Edit Permissions.
Add Application, ol
‘Add Virtual Directory.

Edit Bindings...
Manage Website v

& Refresh
K Remove
Rename

{2 Switch to Content View

5. Select an alias for your Privilege Manager. The alias is what will be appended to the website. For instance, “TMS" in http:/myserver/TMS.

6. Next, enter the physical directory where you unzipped Privilege Manager C:inetpub\wwwroot TMS\.

7. Click OK.

Add Virtusl Directory

Sitename:  Defautt Web Site
Path:

e
e
Eample: images
oy
[Chnetpun et T =
[—

Connect 25... Test Settings...

oK Cancel

©

Set the Application Pool to the one called TMS. Click OK.

©

. Inthe tree, right-click the new virtual directory and select Convert to Application.

Add Application

Site name:  Default Web Site

Path: 4
Alias: Application pook:
B | [Tms Select...

Example: sales

Physical path:
‘( Ainetpub\uwwwroot\TMS

Pass-through authentication

Connect as... Test Settings..
[ Enable Preload

oK Cancel

10. Inthe virtual directory expand the new TMS site, right click the Agent Subfolder and select Convert to Application.

1. Set the Application Pool to the one called TMSAgent and click OK.

12. Next, inthe virtual directory navigate to the ServiceBus Subfolder. Right-click and select Convert to Application.

13. Set the Application Pool to the one called TMSWorker. Click OK.

Delinea
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N &

File View Help
Connections
@-H 218
Bswapoge |
J5 WIN-6UBCRCGIBMN (WAN-8UBCRCGIBMN Adrinists
D Application Pools
% s
v ) Defoult We Site:
sspet_chient
v s
3 Agent
1 App_Code
1 App_Data
1 App_Readme
3 bin
1 Content
1 Contrcls
- DataServices
1 images

B WINEUBCRCGRMN » Stes b

Defaut WebSte + TMS » Agent +

@ /TMS/Agent Home

it
=
Sitename  Default Web Site
4 Pa Select Appicaion Pl T X
Rty
Al Application pool:
Heml 7] [

Appl Example: soles | | NET vt
et NET 5 Classic

DefautapgPocl
ot

e

I o Endﬂri-dv:ld

(B pata |
Chinetpubwnl

ok Cancel

Management

Configuat...
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. Inthe virtual directory select the Services Subfolder, right-click the new virtual directory and select Convert to Application. Ensure that the Application Pool is set to the one called TMS. Click OK.

. Inthe virtual directory select the Setup Subfolder, right-click the new virtual directory and select Convert to Application. Ensure that the Application Pool is set to the one called TMS. Click OK.

Inthe virtual directory select the Worker Subfolder, right-click the new virtual directory and select Convert to Application. Set the Application Pool to the one called TMSWorker. Click OK.

Connections
@~ |2 18

" Authentication

i startPage
l§ win-6uBCRC REt

£ Application Pools
¥ site
~ ) Default Web Site
] aspnet chent
- iFMs
3 B Agent
7 App_Code
] App Dota
] App Readme
 bin
] Content
] Controls
| DataSenvices
7 images
Pages
 Serpts
5 B SeniceBus

Groupby: NoGrouping =

Name Response Type
Anonymeus Authentication

ASPNET Impersonation

Forms Authentication Disabled HTTP 302 Login/Redirect
Windows Authenticstion Disabled HTTP 401 Challenge

Connections

218, S /mvs/setup Home
G stanFage e
9 VNS Fier. « ¥ Go - G Show All | Geoupby: Ares
2 Appication Pocts o
v i@ s & m 3 T g
= i \
© @ b e s ¢ @ e B B & &
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HKEY_CURRENT_USER
| HKEY_LOCAL MACHNE
[

000000000
HARDUWARE

sam
secumTy
~ | SOFTWARE
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i
[ )
o
e

Trpe Data
REG.SZ tvalue netset)

1. Create anew string value in the TMS folder right-click TMS | New I String Value with a name of webapp and a value of TMS (double click to assign value)

Select your TMS virtual directory, double click Authentication in the features pane and make sure that only Anonymous Authentication s set to Enabled. Everything else should be set to disabled.

. Select the Setup directory, double click Authentication in the features pane and make sure that Anonymous Authentication and Windows Authentication are both set to Enabled and everything else is disabled.

. Select the Worker, double click Authenticationin the features pane and make sure that Anonymous Authentication and Windows Authentication are both set to Enabled and everything else is disabled.

InRegedit.exe, create anew Registry key (HKEY_LOCAL-MACHINE\ right-click on Software | New | Key. name the new key Thycotic. Next right-click on Thycotic | New I Key, name the new key TMS.
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B
Fle EdR View Fovortes Help
« B Computer [ Mame Type Data
:i::i um;s::}nﬁ; 35 Default) REG_SZ (value not m’
X a M
~ .| HKEY_LOCAL_MACHINE ‘! et ——
HARDWARE Edit String X
SAM
SECURITY Value name:
© .| SOFTWARE [weboss.
i
Classes
Clients THs| |
Intel [T
Microsaft

oDBC
Partner
Policies
Registeredpplicatior

WOWE432Node
v | Thycotic
™
SYSTEM
HKEY_USERS

HKEY_CURRENT_CONFIG

N

Create a 2nd new string value with a name of website and a value of the url to the root of the site you will be using (ex: "testlab” for a website of https://testlab/TMS)
3. Create anew string value with a name of Webdir and a value of the path you put your Privilege Manager files in (i.e. CainetpubwwwrootTMS\)

21. Ensure that the Privilege Manager folder has the proper permissions by checking that the account running the application pool in IS has Modify permissions on the folder where Privilege Manager is installed. (i.e. C:\inetpub\wwwroot\
right-click TMS | Properties | Security tab, if the service account created in Using a Service Account to run the IS App pool is not listed, Edit... | Add... | find account via Check Names | OK. Click on the account, check Modify | Apply.)

22. If your server does not have internet access you will need to ensure that your solutionCenter is configured for the directory that you deposited the nupkg files into.

. Go to the directory where you have installed the TMS site (i.e. C:inetpubwwwroot TMS)

N

Open the web.config file with Notepad and find the line

<add key="nuget: :SolutionCentre" value="http: thycotic.com™ /

«w

Replace the value with the directory from step 1 (usually c:\ProgramData\NugetCache\). Save changes.

20 key="elman.mc. requiresAuthentication” valus=-falsa” />

<add key-"elman.mve,allowedRoles” value="" /3

<add key="elman.mc.route” value="elash® />

<t-- <add key-"nuget:source:DevSoluriontentre™ value="http: //1ocalhost/TusDevhiuget MGt/ ™/ <adg
* value=-heep: dev.ds. arell TATN <aca

ey="nug

key="nuget:source:SolutionCentre” value="c:\prograsdata\nugetcache\” />-->
<add key="nuget:source:SolutionCentre” value- €T \ProgramDstaVIUERECATRET] />

<fappsettings>
s konig™ 1

<system.wed>

Note: Make sure if using a local path to include the final slash.
Privilege Manager is now ready to be configured. Continue with Completing Privilege Manager Installation from Website.
Installing as a Website

In IS, right-click Sites and select Add Website....

Enter a Site name.

Click Select... and choose the application pool you created in the Manual Installation section from the drop-down menu. Click OK.

Click the ... beside the Physical path field and select the directory containing the unzipped Privilege Manager files (for example, C:inetpubwwwrootTMS). Click OK.
At the bottom of the Add Website window click OK to save your settings.

I

Completing Privilege Manager Installation from Website

Privilege Manager is now ready to complete installation. Open a browser and navigate to where your Privilege Manager Setup is located, for example: https:/localhost/TMS/Setup. It will request windows credentials which must be the credentials for
alocal administrator on the web server.

The site will detect that is does not have the proper database configuration and walk you through installing the initial database objects.

“‘)W‘i‘ B HOME  SETUP

Install Database

SQLServer: WIN-6 IN\SQLEXI
Database name: T™MS

Connection test succeeded.

After this initial step you will be presented with a list of Privilege Manager features you can choose to install.
1. Select Add/Remove Product Features.
2. Select Application Control and Privilege Manager. This will automatically also select any prerequisites they require.
Each feature is delivered as a NuGet Package, the package will unzip, add files to the Privilege Manger website, and update the database with its required objects. Installing the database and features may take several minutes.
3. Click _Show Install Log___toreveal installation progress.
Once all features have been installed Privilege Manager is ready to use! Refer to the Getting Started section for setup and configuration advice.

Note: Thycotic recommends to create a back-up copy of the Privilege Manager web application folder after installation or upgrades.
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With version 10.5 and up, encryption of items no longer requires app pool permissions on the machine's certificate store.
What this means for Privilege Manager

New installations of Privilege Manager will no longer require that the application pool user has to have permission to access the certificate stores. Previously this permission was required in order to encrypt and decrypt items in the database.

Existing installs of Privilege Manager (10.4 and earlier) should not remove this permission and should not remove old certificates as they will still need them to decrypt old items which predate this change. Both the web setup page and the
installers will create a local encryption.config file in the TMS directory to hold the keys to the key stored in the database. This file is highly sensitive and should be regarded with caution.
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Agents are required on endpoint machines to carry out policies created in Privilege Manager. This section offers direct downloads and descriptions for all available agents.
Thycotic Agents can be deployed in various ways, via:

e software management systems,
* GPO,

e cloned (gold) images, and

e manually.

Instructions and links for agent installers are grouped as follows:

e Windows Agents
o Bundled Agent Installer - Windows
o Individual Agent Installers for Privilege Manager:
= 64-bit Windows Operating Systems
= 32-bit Windows Operating Systems
o Directory Services Agent to support Local AD Synchronization with Cloud Instances
o Bundled Core and Directory Services Agents
e macOS Agent Installer - 10.11 or Newer
e Unix/Linux Agent Installer
o Installing on CentOS/RedHat/Oracle Linux
o Installing on Ubuntu

For details about Thycotic Agent System Requirements, see the information provided for each agent OS introduction topic.


https://docs.delinea.com/online-help/products/pmgr/11.1.x/win/agent-inst-win.md#64_bit_windows_operating_systems
https://docs.delinea.com/online-help/products/pmgr/11.1.x/win/agent-inst-win.md#32_bit_windows_operating_systems
https://delinea.com/
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Installing macOS Agents

The following installation/upgrade topic for the macOS agent is covered

® macOS Privilege Manager Agent

Agent Components

The agent is made up of several components:

Privilege Manager.app Universal Binary
System Extension Universal Binary

Finder Sync Extension Universal Binary

Preference Pane Universal Binary
sudo plugin Universal Binary
Service Agent NET (Rosetta 2 on Apple Silicon)

MacOS Agent System Requirements
e mac0S 10.11 (El Capitan) or newer
Apple® Silicon

For macOS endpoints with Apple® silicon, the agent needs to be version 11.0.104 or later.
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macOS Privilege Manager Agent
The macOS agent is available as a DMG which contains the pkg installer and Uninstall.sh script. You can use the installer directly on individual endpoints for testing or for production environments.
Starting with Privilege Manager version 11, Thycotic provides the macOS agent only for SYSEX enabled macOS versions (Catalina and higher). Refer to the 10.8.2 documentation for installation instruction for the KEXT based agent
For details about differences regarding KEXT and SYSEX versions, refer to macOS Extensions.
Refer to the Software Downloads for the current versions available.
Note: Examples below are using version placeholders instead of the actual install package versions. If you copy the example, make sure to switch n.n.nnnn with the actual version numbers as listed on the Software Downloads page.
Installing macOS Agents

Note: If you enter the wrong install code or you need to update an install code for whatever reason, rerun the package installer to provide the correct/new install code. The Install Code field can be left blank when using versions
lower than 10.5.

Directly
You can use the macOS agent installer directly on individual endpoints for testing or production environments.
Toinstall the agent software on a single endpoint, follow these steps:

1. Goto Software Downloads - macOS Endpoints to download the Privilege Manager macOS Agent.

2. Mount the DMG and run the pkg installer on the computer you want to manage.
3. During the setup process,

1. enter the base URL and
2. thelnstall Code when prompted.

@ ‘& Install Privilege Manager Agent ]

Configuration

Introduction Enter the URL and install code to access Privilege Manager.

e Configuration

" Privilege Manager Server URL:

https://privman.example.com/TMS/

Installati

Install Code:

Summary

Go Back Continue

Note: The installer does require arestart in order to ensure the agent is ready to use.
Unsupported Version Messages

If you attempt to install the SYSEX agent on an unsupported OS version, the following message is displayed:


https://docs.thycotic.com/privman/10.8.2/install/agents/agent-inst-mac.md
https://docs.delinea.com/online-help/products/sw-downloads.md#macos_endpoints
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Unsupported macOS Version

This version is supported on macOS Catalina (10.165)

e Introducti -‘ or later.

Close

Instailati

Summary

Continue

Welcome to the Privilege Manager Agent Installer

® Introduction

mmary Unsupported macOS Version
This version is supparted on 0S X EI

Capitan (10.11) - macOS Catalina
(1015.6).

Close

Continue

Using an Unattended Install Method

If you attempt to install the KEXT agent on an unsupported OS version, the following message is displayed:

Delinea

After downloading the latest bundled macOS Agent package onto one of your macOS endpoints, extract the ThycoticManagementAgent-n-n-nnnn.pkg installer from inside the DMG and upload it to your MDM's distribution point.

Create a policy to include the newly uploaded pkg and include the below script to run before the pkg installation replacing the tmsBaseUrl and installCode as required.

Note: Replace the version placeholders with the real package file version numbers.

#1/bin/bash

# Privilege Manager macOS configuration script to be used with a "vanilla" download of the agent.
# This script should be used as a pre-install payload following the installation of the PKG.

# Replace the tmsBaseUrl with your own server url i.e "https://your.privman.com/TMS"

# Replace installCode with your own details.

Ibin/mikdir -p /Library/Application\ Support/Thy
Ibin/cat << EOF > /Library/Appli Support/Thy ig.json
"tmsBaseU

"installCode": ",
"loginProcessingDelayS": 30

)
EOF

Note: It will take 15-30 minutes for newly installed agents to register in Privilege Manager. See the agent registration information in the Terminal Commands topic to speed the process up.

Uninstalling an Agent

When you need to uninstall the macOS agent, use the Uninstall.sh shell command:

sudo Volumes/ThycoticManagementAgent-n.n.nnnn/Uninstall.sh

Where n.n.nnnn needs to be replaced with the actual version number of the agent you wish to uninstall.


https://docs.delinea.com/online-help/products/sw-downloads.md#macos_endpoints
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Installing Unix/Linux Agents

This section provides information that guides you through the Privilege Manager Unix/Linux agent installation steps.

Once you have downloaded the latest version of the installer you will need to securely copy it onto your host. You will need to perform the installation as root or a user with root sudo permissions.
Prerequlsites

The agent should have aresolvable hostname set. If the agent has a default hostname of localhost.localdomain, the pmagent service will not function as expected.

Note: Updating the agent hostname post installation will require a reinitialization of the agent configuration.

Unix/Linux Agent System Requirements

CentOS7.x, 8.x 100Mb - 2mb in each of /lib64 /etc/pam.d /usr/lib64/security and /etc 2CGb For the Identity Bridge component to function correctly SELinux currently needs to be disabled on the host
RedHat Linux7.x,8.x 100Mb - 2mb in each of /lib64 /etc/pam.d /usr/lib64/security and /etc 2CGb For the Identity Bridge component to function correctly SELinux currently needs to be disabled on the host
Oracle Linux, 7.x, 8.x  100Mb - 2mb in each of /lib64 /etc/pam.d /usr/lib64/security and /etc 2CGb For the Identity Bridge component to function correctly SELinux currently needs to be disabled on the host

Ubuntu 18.04,20.04  100Mb - 2mb in each of /lib/x86_64-li ity, /lib/x86_64-linux-gnu/ fetc/pam.d and /fetc 2Gb


https://docs.delinea.com/online-help/products/pmgr/11.1.x/linux.md#disable_security-enhanced_linux
https://docs.delinea.com/online-help/products/pmgr/11.1.x/linux.md#disable_security-enhanced_linux
https://docs.delinea.com/online-help/products/pmgr/11.1.x/linux.md#disable_security-enhanced_linux
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Installing on CentOS/RedHat/Oracle Linux

There are 2 methods for installing packages, rpmand yum, both methods are outlined below.

Thycotlc Flle Locatlons

Core installation location: /opt/thycotic
Other Thycotic file locations: /ibe4, /ust/libe4/security, /varflog, /etc
Other locations Thycotic agent will modify system files: /etc, fetc/pam.d, /etc/ssh, etc/authselect/

Disable Security-Enhanced Linux (SELinux)

Currently for the Privilege Manager Unix/Linux agent to correctly authenticate against Active Directory, Thycotic requires that the SELinux functionality of the host machine be disabled.

The agent installer will detect if SELinux is set to Enforcing or Permissive and provide the following message at the end of the installation.

Please disable SELinux to allow the Identity Bridge to function properly

Todisable the SELinux functionality you will need to perform the following:

1. Edit the /etc/selinux/config file

2. Setthe SELINUX line to: disabled
o Example: SELINUX=disabled

3. Reboot your host

If SELinux is disabled the message will not be displayed.

For CentOS, RedHat, and Oracle there are 2 methods for installing packages, rpm and yum, both methods are outlined below.

RPM

Performed as non root user with sudo permissions:

>> sudo rpm -i /root/Thycotic/pmagent_x86_64_vn.n.n.nn.rpm

Where, pmagent_x86_64_vn.n.n.nn.rpm is replaced with the actual software package and version that is being installed.

Below is the expected output of a successful installation

Created symlink from target ervice to

Please start the pmagent service by running:
/bin/systemctl start pmagent.service

This installation can be used as an agent for the Thycotic Privilege Manager agent.
1f you are using this installation as a Thycotic Privilege Manager agent,
You must now register this agent with the Thycotic Privilege Manager
using the command:
Joptithycotic/sbin/pmagent --register <host:port> <install code>
If you are using this installation as a Privilege Manager Unix/Linux agent,
You need to join an Active Directory domain to start authenticating users

using the command:
Tloptithycotic/sbin/pmagent --join

YUM

Performed as non root user with sudo permissions:

>> sudo yum install /root/Thycotic/pmagent_x86_64_vn.n.n.nn.rpm

Where, pmagent_x86_64_vn.n.n.rpmis replaced with the actual software package and version that is being installed.

Below is the expected output of a successful installation

Loaded plugins: fastestmirror, langpacks

Examining ./omagent_x86_64_v1.2.0.186_centos7.rpm: pmagent-1.2.0.186-1.x86_64
Marking ./omagent_x86_64_v1.2.0.186_centos7.rpm to be installed

Resolving Dependencies

--> Running transaction check

---> Package pmagent.x86_64 0:1.2.0.186-1 will be installed

--> Finished Dependency Resolution

base/7/x86_64 1 3.6 kB 00:00:00
epel/x86_64/metalink | 19 kB 00:00:00
epel/x86_64 14.7 kB 00:00:
epel/x86_64/updateinfo 11.0 MB_00:00:00
epel/x86_64/primary_db 1 6.9 MB 00:00:01
extras/7/x86_64 12.9 kB 00:00:00
updates/7/x86_64 12.9 kB 00:00:00
updates/7/x86_64/primary_db 14.7 MB' 00:00:01

Dependencies Resolved

.service.

Package Arch Version Repository Size
Installing:
pmagent x86_64 1.2.0.186-1 /pmagent_x86_64_v1.2.0.186_centos7 22M

Transaction Summary

Install 1 Package

Total size: 22 M
Installed size: 22 M
Is this ok [y/d/N]: y
Downloading packages:
Running transaction check
Running transaction test
Transaction test succeeded
Running transaction
Warning: RPMDB altered outside of yum.
Installing : pmagent-1.2.0.186-1.x86_64 17

Created symlink from target ervice to

Please start the pmagent service by running:
/bin/systemctl start pmagent.service

This installation can be used as an agent for the Thycotic Privilege Manager agent.

_service.

Delinea
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If you are using this installation as a Thycotic Privilege Manager agent,
You must now register this agent with the Thycotic Privilege Manager
using the command:

Jopt/thycotic/sbin/pmagent --register <host:port> <install code>
If you are using this installation as a Privilege Manager Unix/Linux agent,
You need to join an Active Directory domain to start authenticating users
using the command:

Jopt/thycotic/sbin/pmagent --join

Verifying : pmagent-1.2.0.186-1.x86_64 n

Installed:
pmagent.x86_64 0:1.2.0.186-1

Complete!
Post Installation
By default CentOS, RedHat, and Oracle do not start a newly installed package, therefore you will need to manually start the Thycotic Agent.

Performed as non root user with sudo permissions:
>> sudo systemct! start pmagent.service

The pmagent service will be started automatically following a reboot of the host system.


https://delinea.com/

Installing on Ubuntu
There are 2 methods for installing packages, DPKG and APT, both methods are outlined below.
Prerequisites

If the Ubuntu operating system is installed from either

e ubuntu-18.04-live-server-amd64.iso or
e ubuntu-20.04.1-live-server-amd64.iso

you will be required to update the operating system base files with the following command.

sudo apt-get update

It is recommended that your base operating system is always running the latest vendor recommended patches.

Thycotlc Flle Locatlons

Core installation location: /opt/thycotic

Other Thycotic file locations: /ib/x86_64-I /lib/x86_64-linux-gnu/, ivarflog, /etc
Other locations Thycotic agent will modify system files: /etc, /etc/pam.d, /etc/ssh

DPKG

Performed as non root user with sudo permissions
>> sudo dpkg -i pmagent_x86_64_vn.n.n.nn_ubuntuXX.deb
Below is the expected output of a successful installation

Selecting previously unselected package pmagent.

(Reading database ... 344578 files and directories currently installed.)

Preparing to unpack pmagent_x86_64_v1.2.0.186_ubuntu18.deb ...

Unpacking pmagent (1.2.0.186) ..

Setting up pmagent (1.2.0.186) ...

Created symlink i target. ervice ervice.

Please start the pmagent service by running:
/bin/systemctl start pmagent.service

This installation can be used as an agent for the Thycotic Privilege Manager agent.

If you are using this installation as a Thycotic Privilege Manager agent,
‘You must now register this agent with the Thycotic Privilege Manager
using the command:

Joptthycotic/sbin/jpmagent --register <host:port> <install code>

If you are using this installation as a Privilege Manager Unix/Linux agent,
You need to join an Active Directory domain to start authenticating users
using the command:

Jopt/thycotic/sbin/pmagent --join

APT

Performed as non root user with sudo permissions
>> sudo apt install /root/Thycotic/pmagent_x86_64_vn.n.n.nn_ubuntuXX.deb
Below is the expected output of a successful installation

Reading package lists... Done

Building dependency tree

Reading state information... Done

Note, selecting 'pmagent' instead of './pmagent_x86_64_v1.2.0.186_ubuntu18.deb'
The following packages were automatically installed and are no longer required:

efibootmgr libfwup1 liblivmg linux-hwe-5.4-headers-5.4.0-42 linux-hwe-5.4-headers-5.4.0-47 linux-hwe-5.4-headers-5.4.0-48 linux-hwe-5.4-headers-5.4.0-51 linux-hwe-5.4-headers-5.4.0-52
linux-hwe-5.4-headers-5.4.0-53 linux-hwe-5.4-headers-5.4.0-56 linux-hwe-5.4-headers-5.4.0-58 linux-hwe-5.4-headers-5.4.0-59 linux-hwe-5.4-headers-5.4.0-60 tcpd

Use 'apt autoremove' to remove them.
The following NEW packages will be installed

pmagent
0'to upgrade, 1 to newly install, 0 to remove and 6 not to upgrade.
Need to get 0 B/10.8 MB of archives.
After this operation, 34.3 MB of additional disk space will be used.
Get:1 /root/Thycotic/pmagent_x86_64_v1.2.0.186_ubuntu18.deb pmagent amd64 1.2.0.186 [10.8 MB]
Selecting previously unselected package pmagent.
(Reading database ... 344578 files and directories currently installed.)
Preparing to unpack .../pmagent_x86_64_v1.2.0.186_ubuntu18.deb ...
Unpacking pmagent (1.2.0.186) .
Setting up pmagent (1.2.0.186) ...

Created symlink i-user target rvice rvice.

Please start the pmagent service by running:
/bin/systemctl start pmagent.service

This installation can be used as an agent for the Thycotic Privilege Manager agent.

If you are using this installation as a Thycotic Privilege Manager agent,
You must now register this agent with the Thycotic Privilege Manager
using the command:

loptithycotic/sbin/pmagent --register <host:port> <install code>

If you are using this installation as a Privilege Manager Unix/Linux agent,
You need to join an Active Directory domain to start authenticating users
using the command:

Jloptithycotic/sbin/pmagent --join

Post Installation

By default Ubuntu does not start a newly installed package, therefore you will need to manually start the Thycotic Agent.

Performed as non root user with sudo permissions:
>> sudo systemetl start pmagent.service

The pmagent service will be started automatically following a reboot of the host system.

Delinea
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Installing Windows Agents

Agent System Requirements

For agents in an environment with a moderate policy configuration, the requirements for memory and disk space are as follows:

e Memory usage: 50Mb
e Diskusage:
o Thycotic base agent: 10MB
o Application Control Solution: SMB
o Local Security Solution: 3MB
o Security Analysis Solution: 13 MB
e Average CPU over a week: 3%
e Impact to boot time: Negligible

Directory Services Agent
The Directory Services Agent needs to be installed on a well resourced system running either

e Windows 10 or above or

e Windows Server 2016 or above.

e Portrequirements:
© The agent needs to be able to communicate to the server on 443
o AD Sync agent and Domain Controller over LDAPS

Note: The Directory Services Agent is available for x64-bit systems only.

Domain

Controller o
[ Privilege
( Manager

LDAPS port 636 Cloud .
Ve
SSL443 - . g
Directory
Services Agent
(on-premise)

Supported Windows Operating Systems (both 32- and 64-bit):
e Desktops: Windows 7, Windows 8, Windows 8.1, Windows 10
e Servers: Windows Server 2012 R2 and newer
e Disable the GPO security option "System cryptography: Use FIPS compliant algorithms for encryption, hashing, and signing.”

Framework locations

Windows Management Framework 2.0 or newer

o Installed on Windows 7 and Windows Server 2012 R2 by default
o PowerShell 3.0 is installed on Windows 8 and Windows Server 2012 R2 by default
o Older operating systems require installation

Windows XP http://download.microsoft.com/download/E/C/E/ECE99583-2003-455D-B681-68DB610B44A4/WindowsXP-KB968930-x86-ENG.exe

Windows Server 2008 (x86) http://download.microsoft.com/download/F/9/E/FOEF6ACB-2BA8-4845-9C10-85FC4A69B207/Windows6.0-KB968930-x86.msu

Windows Server 2008 (x64) http://download.microsoft.com/download/2/8/6/28686477-3242-4E96-9009-30B16BED8IAF/Windows6.0-KB368930-x64.msu

_NET 4.0 Framework or newer
Windows 8 and newer and Windows Server 2012 and newer have 4.5 installed by default.
To download it, go to http://www.microsoft.com/en-us/download/details.aspx?id=24872.

NET 2.0 Framework SP1

The .Net 2.0 SP1update is required only for Windows XP. To download, go to http://download.microsoft.com/download/c/6/e/c6e88215-0178-4c6c-b5f3-158ff77b1f38/NetFx20SP2_x86.exe.


http://download.microsoft.com/download/E/C/E/ECE99583-2003-455D-B681-68DB610B44A4/WindowsXP-KB968930-x86-ENG.exe
http://download.microsoft.com/download/F/9/E/F9EF6ACB-2BA8-4845-9C10-85FC4A69B207/Windows6.0-KB968930-x86.msu
http://download.microsoft.com/download/2/8/6/28686477-3242-4E96-9009-30B16BED89AF/Windows6.0-KB968930-x64.msu
http://www.microsoft.com/en-us/download/details.aspx?id=24872
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Bundled Install

The bundled EXE installer is recommended when installing Privilege Manager on machines one at a time, for deployments through software delivery see the next section. This installer includes all Privilege Manager Agents for Windows
machines (Core, ACS, LSS). You can use the bundled installer directly on individual endpoints for testing or for production environments in either 32-bit or 64-bit environments.

Important: To ensure you have installed all prerequisite software on your managed computers before you install the Thycotic agents, please see our System Requirements for Privilege Manager and Agent System Requirements.

Toinstall Thycotic agents on a single testing machine, follow these steps:

1. Download the Bundled Agent Installer - Windows.

2. Runthe Thycotic Bundled Installer on the computer you want to manage.
3. During the setup process, enter the Privilege Manager Server URL (or AZ Service Bus Queue URL) and the Install Code when prompted.

Note: The Install Code field can be left blank when using versions lower than 10.5.

" Thycotic Agent Bundle All Setup = X

"'!JCD“\C, Bundle Installer

Setup will now install the Thycotic Agent Bundle All on your computer. Ensure that you have
configured your Privilege Manager Server instance below and accepted the license terms and
conditions before clicking install to continue.

Enter the base URL of the Privilege Manager Server (https://server.domain.com/Tms/):

Enter the Install Code (XOC-X000(- XXXX):

Version 10.5.1029.0 Options & install Close

B

After the installation you will be prompted to restart your endpoint.

“1!:|cnﬁ\c/ Bundle Installer

Setup Successful

You must restart your computer before you can use the software.

Restart Close

Note: It may take 15-30 minutes for agents to receive new policies, to speed this up navigate to Admin | Configuration | General and click Run Policy Targeting Update, then open the Agent Utility on the endpoint and click
the Register button.

Note: The bundled installer does require a restart in order to ensure the agent is completely ready to use.
Rollout to Multiple Systems
Toinstall Thycotic agents on multiple machines, we recommend the following:

1. Download the Agent standalone MS files based on specific systems.
2. Push them out through any software delivery system tool (e.g.: SCCM) using the recommended command lines.

Note: If you find that you've entered the wrong Privilege Manager Server address or want to change this setting, refer to the information under Setting the Privilege Manager Server Address.
Sllent Install

If the Bundled Agent Installer is run with the /quiet option for a silent install, the bundled installer will not accept the installcode Or baseurl via the commandline. You have to set those values post install for the agent to be able to register with the
server.

e Agentlinstall Codes
e Setting the Privilege Manager Server Address
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Windows Agents
Use the links below to download the agent installation software for Windows based endpoints.
There are three agents available for Windows endpoints:

e Thycotic Agent: The core agent is responsible for all reporting and monitoring communication on the endpoint. It can be considered the managing agent, while the Application Control and Local Security Agents are the worker agents.
e Application Control Agent (ACS): This agent is responsible for monitoring processes executing the Privilege Manager Application Control Functions on the endpoint.
o Local Security Agent (LSS): This agent is responsible for monitoring and executing Local Security functions.

Individual Agent Installers for Priviiege Manager

Hardened Agents

If agent hardening was applied to user endpoints, the hardened agents need to be deleted via the sc delete {agent name} commandline command. This needs to be done under the context of the domain user prior to running the msi-based agent
installation commands. When the agent is deleted successfully, a success message will be returned, for example:

Casc delete arelliaagent
[SC] DeleteService SUCCESS
Ci\sc delete arelliaacsve
[SC] DeleteService SUCCESS

Note: If the hardened agents are being deleted via software delivery script, the script needs to be delivered under the context of the domain user.
64-bit Windows Operating Systems
Individual Windows agents are available in MSI format for easier bulk-rollout through software delivery tools. For installing individual agents, begin with the Core Thycotic Agent:
« Core Thycotic Agent (x64): https://tmsnuget.thycotic.com/software/Agents/ThycoticAgent x64 11 1 1156.msi
« Application Control Agent (x64): https://tmsnuget.thycotic.com/software/Agents/Thycotic ApplicationControlAgent x64 11 1 1157.msi

o Local Security Solution Agent (x64): https://tmsnuget.thycotic.com/software/Agents/Thycotic _LocalSecurityAgent x64 11 1 1156.msi

Installation Command Lines

Note: The Install Code field can be left blank when using versions lower than 10.5

Core Thycotic Agent

msiexec.exe /i "ThycoticAgent_x64_11_1_1156.msi" /norestart AMSURL=https://SERVERNAME/TMS/ INSTALLCODE=XXXX1234ABCD REBOOT=ReallySuppress /qn

Application Control Agent

msiexec.exe /i "Thycotic_, olAgent_x64_11_1_1157.msi" /norestart REBOOT=ReallySuppress /qn

Local Security Agent

msiexec.exe /i "Thycotic_L gent_x64_11_1_1156.msi" /norestart REBOOT=ReallySuppress /gn

32-bit Windows Operating Systems
Individual Windows agents are available in MSI format for easier bulk-rollout through software delivery tools. For installing individual agents, begin with the Core Thycotic Agent:

e Core Thycotic Agent (x86): https://tmsnuget.thycotic.com/software/Agents/ThycoticAgent_x86_11_1_1156.msi
o Application Control Agent (x86): https://tmsnuget.thycotic.com/software/Agents/Thycotic_ApplicationControlAgent _x86_11_1_1157.msi
e Local Security Solution Agent (x86): https://tmsnuget.thycotic.com/software/Agents/Thycotic_LocalSecurityAgent x86_11_1_1156.msi

Installatlon Command Lines

Note: The Install Code field can be left blank when using versions lower than 10.5
e Core Thycotic Agent

msiexec.exe /i "ThycoticAgent_x86_11_1_1156.msi" /norestart AMSURL=https://SERVERNAME/TMS/ INSTALLCODE=XXXX1234ABCD REBOOT=ReallySuppress /qn
e Application Control Agent

msiexec.exe /i "Thycotic_ApplicationControlAgent_x86_11_1_1157.msi" /norestart REBOOT=ReallySuppress /qn
® Local Security Agent

msiexec.exe /i *Thycotic_LocalSecurityAgent_x86_11_1_1156.msi" /norestart REBOOT=ReallySuppress /qn


https://tmsnuget.thycotic.com/software/Agents/ThycoticAgent_x64_11_1_1156.msi
https://tmsnuget.thycotic.com/software/Agents/Thycotic_ApplicationControlAgent_x64_11_1_1157.msi
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Directory Services Agent (AD)

This agent supports the Active Directory synchronization between Privilege Manager Cloud instances and local directory services. This agent only needs to be installed on one system to perform the synchronization task. The local agent can
be deployed into an AD environment instead of requiring direct connectivity from the server to the domain controllers. You will be able to configure the product in either method (direct or agent-based).

The agent method requires that the Directory Services Agent is installed on one computer connected to a domain controller. Once installed, the agent receives the Active Directory Sync (Agent) scheduled task along with other parameters
such as the credential used, which AD objects, etc. to perform a synchronization between a Cloud instance and local AD.

Note: If the Directory Services Agent is installed on a system with an Application Control or a Local Security Agent, a license will be consumed. If a system has the Thycotic Agent (Core Agent) and Directory Services Agent installed
ONLY, nolicense is consumed.

The Directory Services Agent for local AD synchronization with Privilege Manager Cloud instances is available for x64-bit systems only.
If the Directory Services Agent produces error messages about failed application control policy processing in the agent log, those messages can be ignored.
We recommend the following topics for details pertaining to the Directory Services Agent functionality:

® Active Directory Synchronization, to learn how to setup and run the synchronization task on the Synchronization tab of the Active Directory Domain foreign system.
e Agent System Requirements, to learn about the Directory Services Agent specific system requirements.

Prerequisites
The Core Thycotic Agentneeds to be installed on the system that receives the Directory Services Agent installation. The other agents aren't required, but can be installed on the same system without issues.
Directory Services Agent Installation

Download the latest version of the Directory Services Agent via the Software Downloads page.

1. Double-click the .msi file to start the installation wizard:

ﬂ Thycotic Directory Services Agent Setup = X

Welcome to the Thycotic
€ Directory Services Agent
Installation Wizard

It is strongly recommended that you exit all Windows programs
before running this setup program.

Click Cancel to quit the setup program, then close any
programs you have running. Click Next to continue the install ..

WARNING: This program is protected by copyright law and
international treaties.

Unauthorized reproduction or distribution of this program, or
any portion of i, may result in severe civil and criminal
penatties, and will be prosecuted to the maximum extent
possible under law

carc

Close all other applications running on the system and click Next.

N

Onthe EULA Agreement screen, selectl accept the license agreement.

ﬂ Thycotic Directory Services Agent Setup = X

License Agreement
‘You must agree with the license agreement below to proceed E € <

End User License Agreement (EULA) ~

This End User License Agreement (“Agreement”), dated based on the

carlier of either date of installation or the date of purchase (the “Effective
Date™). is entered into by and between Thycotic Software. LLC. a

Delaware limited liability company (“Thycotic”), with a principal place of
busiess located at 1101 -17th Street. N.W_, Suite 1102, Washington, DC
20036, and the individual/organization installing or purchasing Thycotic’s
software (the “Product™). The words ‘we’, “us” and “our” refer to

“Thycotic’. The information you provide to us must be accurate and v

(@) | accept the license agreement
(O 1do not accept the license agreement

Resat < Back Cancel

Wise Installation Wizard

Click Next.

3. Onthe Destination Folder screen, keep the default installation destination or use Browse to select a different folder.
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ﬂ Thycotic Directory Services Agent Setup = X

Destination Folder
Select a folder where the application will be instalied

The Wise Installation Wizard will install the files for Thycotic Directory Services Agent
in the following folder.

To install into a different folder, click the Browse button, and select another folder.

“You can choose not to install Thycotic Directory Services Agent by clicking Cancel to
exit the Wise Installation Wizard.

Destination Folder :
C:\Program Files\Thycotic\Agents\DirectoryServices\ Browse

Wise Wizard

e cre

Click Next.

B

Onthe Ready to install screen, you have an option to go back to change your previou:

s selection, otherwise click Next to proceed with the installation.

ﬁ Thycotic Directory Services Agent Setup = X

Ready to Install the Application
Click Next to begin installation

Click the Back button to reenter the installation information or click Cancel to exit
the wizard.

Wise ion Wizard

<Back Cancel

o

ﬁ Thycotic Directory Services Agent Setup - X

Thycotic Directory Services
Agent has been successfully
installed.

Click the Finish button to exit this installation.

< Back Cancel

If you have any other Thycotic Agents already installed on the system, the installer my prompt you to stop the services before you can proceed.

After a successful installation of the Directory Services Agent, you will see the following screen:

Click Close.

6. Restart any previously stopped agent services.

Delinea
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Bundled Care and Directory Services Agents

The Thycotic Directory Services Installer bundle delivers the Thycotic Agent (Core Agent) and the Thycotic Directory Services Agent in one package for installation on x64-bit systems.
We recommend to refer to the following topics before you proceed with the bundled installation:

e Directory Services Agent (AD), to learn more about the Directory Services Agentitself.

e Active Directory Synchronization, to learn how to setup and run the synchronization task on the Synchronization tab of the Active Directory Domain foreign system.
e Agent System Requirements, to learn about the Directary Services Agent specific system requirements.

Installing the Thycotic Directory Services Installer Bundle

Toinstall this Thycotic agents bundle on a single machine, follow these steps:

1. Download the Bundled Privilege Manager Core and Directory Services Agent - Windows.

2. Runthe ThycoticDirectoryServicesinstaller on the computer you want to use for the active directory synchronization tasks.
3. During the setup process, enter the Privilege Manager Server URL (or AZ Service Bus Queue URL) and the Install Code when prompted.

Note: The Install Code field can be left blank when using versions lower than 10.5.

) Thycotic Agent Bundle Directory Services Agent Setup

1hyculi‘c!. Bundle Installer

Setup will now install the Thycotic Agent Bundle Directory Services Agent on your computer, Ensure
that you have configured your Privilege Manager Server instance below and accepted the license
terms and conditions before clicking install to continue

e x

Enter the base URL of the Privilege Manager Server (https://server.domain.com/Tms/):
Enter the Install Code (XXXX-XKXK-XXXX):

Version 10.8.1101.0 Options Install Close

4. Click Close after the installation completes.

Delinea

Note: It may take 15-30 minutes for agents to receive new policies, to speed this up navigate to Admin | Configuration | General and click Run Policy Targeting Update, then open the Agent Utility on the endpoint and click

the Register button.
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Agent Uninstall via Command Line

This topic explains how to uninstall the Agent through command line. If you're trying to uninstall an old agent in order to install a newer version of the agent, there is no need to do so. The installers will detect a previous version installed and
uninstall the old version prior to installing the new agent.

Note: For hardened agents refer to information under Windows Agents

Manual Uninstall Steps

1. Navigate to the machine(s) where the agent is located.

2. Right-click on Windows Powershell and select Run as Administrator.

Tasks #
3 Run as Administrator
3 Run ISE as Administrator

¥ Windows PowerShell ISE

B Windows Powershell

o Unpin this program from taskbar

3. Run the following command:

msiexec.exe /uninstall <path to the msi installer>\ThycoticAgent_x64_11_1_1156.msi

4. Select Yes on the Windows Installer prompt.

[ ]

Administrator; Windows Powershell [=T=[x

Windows Installer

Areyou e you wantto sl th prodct?
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Inversion 10.5 and up, installation codes are required upon initial install to prove to the server that an agent install is authorized. Once an agent is installed, it deletes the install code and authenticates to the server via a certificate. See Agent
Trust Revocation for certificate revocation.

The agent uses the install code to prove to the server that it is an authorized install. Once the agent is installed, the install code is deleted and the agent certificate is used to communicate with the server. The server needs either an install code
oragent trust (a certificate) to accept communication from an agent. Multiple install codes can be created for bundling with different installers, if the last install code is revoked, a new one is generated automatically. Revoking an install code
prevents new installations with that install code but does not affect previous installations since those agents now use their own certificates to authenticate.

1. Navigate to the agent settings under Admin | Agents.

2. Onthe Installation Codes tab you may Generate New codes, Refresh code information, Revoke, or Copy Codes to the clipboard to use in the installer.

Agents Q Ihd

* Prior ling agents, ph ry AV exclusions are in pl Article.

Summary  AgentReports Installation Codes

Il installation Codes
These install codes are used when an agent is installed and first registered with Privilege Manager. Revoking an install code will prevent new agent instaliations from connecting to the server for
initial registration and can be useful if the install code s lost or stolen. Revocation will not affect existing installed agents. If you need to revoke an existing agent, use the resource explorer to
browse agents and click the ane you wish to revoke or search for the computer name and click the resource you wish to revoke. The individual item will contain a butten to revoke agent trust of that
specific resource. It will no longer be able to communicate with the server untl it is installed with 2 valid install code.
Installation Codes
Generate New Refresh
Code Created Action

SLNY-C3TD-R58M May 31,2019, 1224.02 PM m Revoke

If deploying with msiexec, the following command shows an example for how to set the Install Code:
msiexec.exe /i ThycoticTmsSetup_x64.msi INSTALLCODE=1234XXXXABCD AMSURL=https://DOMAIN/Name/
Where:

e ThycoticTmsSetup_x64 is the install file used.
o INSTALLCODE is argument taking the install code value.
e AMSURL is the argument taking the base URL to the TMS installation.

Ifinstalling via a bundled installer, the install code is placed in the Enter the Install Code field (dashes in the install code are for readability and are optional).

M Thycotic Agent Bundle All Setup = X

“1930“\3/ Bundle Installer

Setup will now install the Thycotic Agent Bundle All on your computer. Ensure that you have
configured your Privilege Manager Server instance below and accepted the license terms and
conditions before clicking install to continue.

Enter the base URL of the Privilege Manager Server (https://server.domain.com/Tms/):

Enter the Install Code (XCOX-X00XX-XXXX):

Version 10.5.1020.0 Options & install Close

Using the SetAMSServer.ps1 Script

If it becomes necessary to set the install code after the agent is installed, an install code can be set using a PowerShell script that must be run as an Administrator. This script, along with other useful agent scripts, will be located in the
C:\Program Files\Thycotic\Powershell\rellia. Agent folder on any machine with the Thycotic agent installed and it is called SetAMSServer.ps1.

The script will request parameters, as follows:

e The first parameter the script will request is the URL of the server you wish to connect to; its value should be https://PrivilegeManagerURL/TMS/.
e The second parameter it will ask for is the install code.

Agents can be installed without an install code, but they will be unable to register with the server until an installcode is provided.

If older agents are used, the Prevent Legacy Agent Registration (10.4 and older) option might be checked in the General section under the Admin | Configuration | Advanced tab, which prevents older agents without install code
fromregistering.

If an agent was previously installed and never revoked, the endpoint continues to have a valid certificate and a new agent can be installed with post-install registration.
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e Outbound (port 443 - HTTPS): This is the default access port through which the agent connects to the server. You may specify a different port based on your environment.
o Inbound (port 5593): The is the default and only port that the agent listens on. This port is not required and you can block port 5593. If you block the port, the agents pull updates from the server based on a set schedule.
e SAL (port 1433): This is the default SQL DB port. The SQL port can be customized.


https://delinea.com/

Delinea

The following upgrade topics are available:

e Online Upgrades (recommended)

e Offline Upgrades

o Offline Upgrades - Combined Installations
.

.

Upgrading from Arellia Management Server 8.2 to Privilege Manager 10.4 and up
Best Practices for Upgrades
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Privilege Manager software updates are made available via NuGet server packages. The upgrade process can be performed via Add/Upgrade Features link in the Privilege Manager Setup page.
What's New in Privilege Manager 10.8
The 10.8 release of Privilege Manager introduces a new user interface, providing a redesigned user experience, simplifying many major areas and typical workflow processes when setting up application policies or local security.
To preview the enhancements made to the user interface, please view this video.
Switching between the new and old Ul post upgrade is not available.
Setting up the NuGet Source
Once Privilege Manager is installed on a server, updates can be performed by pointing the web.config file to the product NuGet source.
1. Navigate to CinetpubwwwrootTMS\ and right-click the web.config file.
2. Select Edit from the drop-down.

3. Verify the following line with correct NuGet source is present:

<add key= ionCentre" value=' thycotic. S
Updating Privilege Manager

Note: Always make a backup of the Privilege Manager Database in SQL and the TMS web files before performing upgrades in a production environment. The default location of the web files on the Privilege Manager Server is
C:inetpub\wwwroot\TMS.

On systems running Privilege Manager 10.5.1 or older with multiple Privilege Manager Server nodes, stop the TMS application pools on all secondary nodes before starting the upgrade. Restart the applications pools once the
upgrade is completed. Newer Privilege Manager versions automatically initiate setup tasks when the primary node is being updated.

Primary Node
Privilege Manager provides an Update Available notification banner when updates are available. Users can also use the Admin | Setup menu to enter the check if an update is available.

1. Click the link in the banner to trigger the Add / Upgrade Privilege Manager Features modal:

Add / Upgrade Privilege Manager Features

Continuing will require additional windows authentication using an account that has local administrator
permissions on the server.

Continue to Add / Upgrade Privilege Manager Features ‘ -

If you are not a local Administrator on the server, you will not be able to perform the upgrade. Based on your account role membership either click Continue to Add / Upgrade Privilege Manager Features or Cancelif your role
permissions don't meet the requirement.

This starts the process to see if setup updates are available.

Thycatic 10 HOME SETUP

Privilege Mana;

Privilege Manager Setup

'*Checking to see if Privilege Manager Setup needs to be updated...

N

. When updates are available, Privilege Manager will provide information about the current and available versions.

Privilege Manager Setup

There is an update available for Privilege Manager Setup.

Currentversion:  10.8.1246
Available version: 10.8.1251

Start Upgrade

Click Start Upgrade.
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3. Ashort Install Complete message is displayed before the setup process navigates to the Currently Installed Products page. The available product updates are listed by product name in alphabetical order.

Currently Installed Products

Application Control Solution

Cylance Reputation Connector

Directory Services Connactor

File Inventory Solution

Local Security Solution

Privilege Manager

Privilege Manager Application Pragramming Interface
Privilege Manager Mobile Console

Privilege Manager Server Core Maintenance
Privilege Manager Server Core Solution

Privilege Manager Silverlight Console

ServiceNow Connactor

Symantec Management Platform Connector
sysLog Connector

System Center Configuration Manager Connector

VirusTotal Reputation Connector

[ ——

10.8.1072

10.8.1035

10.8.1121

10.8.1020

10.8.1032

10.8.1961

10.8.1136

10.8.1007

10.8.1326

10.8.1336

10.7.1447

10.8.1006

10.7.1008

10.8.1012

10.8.1005

10.8.1035

1051073 [
10.8.1078 m
1081145 [
1081021 [
1081033 [IEE
10.8.2032 [
1081139 [
1081008 [
10.8.1437 (28
10.8.1437 [
10.7.1447

103,231ﬁm
10.2.1002 [
1081013 [
10.8.107s [

8/3/2020 1:00 PM

8/3/2020 1:04 PM

8/6/2020 1:20 AM

7/21/2020 12:53 PM

7/21/202012:53 PM

8/11/2020 2:42 PM

8/11/2020 2:39 PM

7/21/2020 12:53 PM

8/6/2020 10:05 PM

8/6/2020 10:05 PM

3/9/2020 6:41 PM

8/4/2020 4:51 PM

7/21/2020 12:53 PM

7/21/2020 12:53 PM

7/21/2020 12:53 PM

8/3/2020 1:03 PM

]

Upgrade

Upgrade

Upgrade

Upgrade

Upgrade

Upgrade

Upgrade

Upgrade

Upgrade

Upgrade

=

il
B
£

Upgrade

Upgrade

Upgrade

Upgrade

Upgrade

Use either of the following ways to upgrade your environment to the latest Privilege Manager version:

1. Click Upgrade next to individual packages, this will require to come back to the Installed Products page after each separate upgrade for most of the packages, or

2. ClickInstall/Upgrade Products at the bottom of the page.

1. Select the products you want to install/upgrade.

Select Products to Install

Application Control Solution 10.8.1078

Cylance Reputation Connector 10.8.1078

Directory Services Connector 10.8.1148

File Inventory Solution 10.8.1021

Local Security Solution 10.8.1033

Privilege Manager 10.8,.2032

Privilege Manager Application Programming Interface 10.8.1139
Privilege Managar Mobile Conzole 10.8.1008

Privilege Manager Server Core Maintenance 10.8.1437
Privilege Manager Server Core Solution 10.8.1437
ServiceNow Connector 10.8.2014

Symantec Management Platform Connector 10.8.1003
SysLog Connector 10.8.1013

System Center Canfiguration Manager Connector 10.8.1012

VirusTotal Reputation Connector 10.8.1078

z
2

[T T - - - - - - - - - -}

By default the products available for upgrade are listed. If you want to see all products currently installed, click Show installed products.
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Select Products to Install

Cylance Reputation Connector 10.8.1035

' Privilege Manager 10.8.1725

Privilege Manager Application Programming Interface 10.8.1126

Privilege Manager Mobile Console 10.8.1007

Privilege Manager Silverlight Console 10.7

ServiceNow Connector 10.8.1006

012

w

ysLog Connector

System Center Configu n Manager Connector 10.8.1

VirusTotal Reputation Connector 10.8.1035

[ieo]

@ @ 0 Q0 Q0 Q0 Q@ Q@@ Q@CCCECEC ST

2. ClickInstall.

The installation/upgrade process starts and you can view the log while products are being installed.

Secondary Nodes

Note: This is only required on Privilege Manager servers being upgraded from version prior t010.5.1.

1. Onthe upgraded primary node navigate to TMS web files. The default location is: Cainetpub\wwwrootTMS.

2. Copy the TMS folder, except for the ConnectionStrings.config file.

< [ s
Home Share View
« © 4[> THisPC s Local Disk(C) > inetpub » wwwroot > TMS >
Name h Date medified Type Size
o Quick access
- . acceptedEULA SA020193T1PM  File folder
Addons 9/13/2019 1218 PM  File folder
¥ Downloads * Agent 9/13/201912:18PM  File folder
* App_Code 9/13/20191218PM  File folder
[&] Pictures * App_Data 5/31/201912:22 PM  File folder
™S App_Readme 9/13/201312:18PM  File folder
it bin 9/13/20191218PM  File folder
= ClientBin 9/12/2019%09 AM  File folder
B Desktop Configuration 9/12/2019:08 AM  File folder
Content 9/13/201912:18PM  File folder
4 Downloads Dataservices 9/13/201912:18PM  File folder
B Music Images 9/13/201312:18PM  File folder
&) Pictures Pages 9/13/201912:18PM  File folder
I videos Seripts 9/13/201912:18PM  File folder
ServiceBus 9/13/201312:18PM  File folder
Local Dk () Services 9/13/201912:18PM  File folder
L Setup 9/17/201911:22 &M File folder
Perflogs Spa 5/31/201912:40PM  File folder
Program Files Templates 9/13/201912:18PM  File folder
Program Files (186) Views 9/13/201912:18PM  File folder
Pt Worker 9/13/201312:18PM  File folder
s ] ArelliaCoreDummyaxm 9/12/2019%:20PM__ XML Document 1K8
| ConnectionStrings config 5/31/201912:18 PM__ CONFIG File 1 K8
Uemrs 7 favicon.ico 9/12/2019%:20PM  Icon 159 KB
Wiridoiuis 7] Global.asax 9/12/20199:20PM  ASAX File 1K8
o ey p— Thycstic. Tms Server.formats.psTxml 9/12/2019%:20PM  Windows Powers. 1K8
e ) Thycotic.Tms.Server.psd1 9/12/2019%:20PM  Windows Powers. 2k8
g |84 Thycotic.Tms ServerSupport.ps1 9/12/20198:20PM  Windows Powers... 1K8
] ThycoticTmsAzure manifestml S/30/2019301PM XML Document 1 Ke
|| ThycoticTmsAzure.parameters.eml 5/30/2019 3:01 PM XML Document 2KB
) tmsEncryption.config 5/31/201312:24PM  CONFIG File 1KB
) Web.config 9/12/2019%:20PM  CONFIG File 19Ke
"] web-logging.config 5/30/20193:02PM  CONFIG File 1K8
4 WebUnlnstsil ps1 9/21/20135:50PM  Windows Powers. 16KB

3. Onyour secondary node navigate to the same folder location, most likely CainetpubwwwrootTMS and paste the copied files.

4. Repeat this the copy and paste for all other secondary Privilege Manager nodes in your environment.

5. Navigate to the IIS Manager and start all TMS Application pools on the secondary nodes.

Delinea
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Follow these steps to perform an offline upgrade for Privilege Manager. This article is ONLY applicable when upgrading from versions 10.2 and higher.

BN =

N oo

Note: Offline upgrades on multiple servers will need to be done manually.

Download the latest version for the Privilege Manager Application Files via Software Downloads.

Extract the zip file.

From the unzipped folder, copy the contents of the nugetCache folder to this location on the web server: C:\ProgramData\NugetCache\

Navigate to the TMS web folder (C:inetpubwwwrootTMS\), right-click and open with, e.g. Notepad > Run as Administrator the web.config file.

. Update the "value" field of this item <add key=" : : entre" value="http: thycotic. wuget/" />0 C:\Py ache\, such as

<add key="nuget:source:SolutionCentre" value="C:\ProgramData\NugetCache\" />

N

Save the web.configfile.

o

Recycle the TMS app pools.

Navigate to https: T p i . This step will require windows authentication using an account that has local administrator permissions on the web server.

You should see new products available in the products list. Click the Install/Upgrade Products button.

Select the products you wish to upgrade or install, and follow the steps to finish the installation. If one of the products fails to install, please repeat these last two steps. You may encounter an issue with an error of "Version Store out of
Memory" - this is transient and re-starting the upgrade will fix it. If you encounter any additional errors, please contact Thycotic Technical Support for assistance.

Note: Anupgrade or repair to the product may rewrite the web.config with default settings. Always double-check that the web.config has the correct SolutionCentre path whenever you perform a manual upgrade. Also, the version
numbers available should match the highest versions available in the C:\ProgramData\NugetCache\ folder on the web server.

Thycotic recommends to create a back-up copy of the Privilege Manager web application folder after installation or upgrades.
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Follow these steps to perform an offline upgrade for Privilege Manager and Secret Server. This topic is ONLY applicable when upgrading from products that are versions 10.2 and higher.

Note: Offline upgrades on multiple servers will need to be done manually.

Download the zip files for your offline upgrade here. Copy/paste this zip file on your Privilege Manager Web server

Make a backup of the Secret Server and TMS web folders (Default path is Cainetpub\wwwroot> SecretServer + TMS folders, copy/paste these into a backup folder)

Make a backup of the Database (In Secret Server navigate to Admin | Backup | Backup Now button)

. Onthe web server, navigate to C:\ProgramData\NugetCache\ and delete all the files in the folder (*ProgramData folder may be hidden: View > check the Hidden items box to reveal)
. Open Secret Server and navigate to: https://<YourSecretServerURL>/Setup/Upgrade

. Onthe Secret Server Update page:

[ I R N

1. Select Advanced (not required) to open the advanced options.
2. Select Choose File and navigate to the location of the Secret Server Update zip package.
3. Select Upload Upgrade File.
4. Whenthe new version is available select Upgrade.
Check https://URLITMS/Setup to see if an install is already in progress (this is usually seen when the TMS Upgrade portion of SS shows successful)

7. Accept the License. Then allow the Secret Server upgrade to complete. Note: The Upgrade TMS step may say it was successful, or it may say it wasn't. Please ignore this message and continue to follow the steps below:
8. Open the C:\ProgramData\ folder:

1. Right-click on the NugetCache folder and select Properties.
2. Clickonthe Securitytab.

3. Click the Advanced button.

4. ChecktheReplace all child object permission entries with inheritable permission entries from this object checkbox

Advanced Security Settings for NugetCache o x
Name: C:\ProgramData\NugetCache
Owner: Administrators (TMS-Test\Administrators) ¥ Change

Permissions Auditing  Effective Access

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (f available).

Permission entries:

Type Principal Access Inherited from Applies to
828 Allow  1IS_IUSRS (TMS-Test\IS_IUSRS)  Modify None This folder, subfolders and files
82 Allow  SYSTEM Full control C:\ProgramData\. This folder, subfolders and files
82 Allow  Administrators (TMS-Test\Ad...  Full control C:\ProgramData\. This folder, subfolders and files
82 Allow  CREATOR QWNER Full control C:\ProgramData\ Subfolders and files only
S Allow  Users (TMS-Test\Users) Read & execute C:\ProgramData\. This folder, subfolders and files
S8 Allow  Users (TMS-Test\Users) Write C:\ProgramData\. This folder and subfolders

Add Remove Edit
Disable inheritance

Replace all child object permission entries with inheritable permission entries from this object

oK Cancel Apply

5. ClicktheOKandYes.

9. Navigate to the TMS web folder (C:inetpubwwwrootTMSY), right-click and open with, e.g. Notepad > Run as Administrator the web.config file.

1. Update the "value” field of this item <add key=" : : entre" value="http: thycotic.

get/" />t0 C:\P ache\, such as
<add key="nuget: :SolutionCentre" value="C:\Pr ugetCache\' />
2. Savetheweb.configfile.
3. Recycle the TMS app pools.
10. Navigate to https: ITI p i The TMS setup page requires authentication with a Windows account that is a Local Administrator of the Web Server.

n
2.

You should see new products available in the products list. Click the Install/Upgrade Products button.

Select the products you wish to upgrade or install, and follow the steps to finish the installation. If one of the products fails to install, please repeat these last two steps. You may encounter an issue with an error of "Version Store out of
Memory" - this is transient and re-starting the upgrade will fix it. If you encounter any additional errors, please contact Thycotic Technical Support for assistance.

Note: An upgrade or repair to the product may rewrite the web.config with default settings. Always double-check that the web.config has the correct SolutionCentre path whenever you perform a manual upgrade. Also, the version
numbers available should match the highest versions available in the C:\ProgramData\NugetCache\ folder on the web server.

Thycotic recommends to create a back-up copy of the Privilege Manager web application folder after installation or upgrades.
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Upgrading from our 8.2 version to Privilege Manager 10.4 and up can't be done from https://servername/Ams/Setup/. To upgrade, we recommend using the same database and removing the old application before installing the new version. This can
be done automatically or manually.

Automatic Steps

1. Download http://tmsnuget.thycotic.com/Software/ThycoticTmslInstaller 10_0_1570.exe and run it on the web server where your existing Arellia Management Server 8.x version is installed.
2. Follow the prompts.

3. Once it completes, you'll access the server at https://servername/Tms/ instead of https://servername/Ams/.

4. Goto https://servername/Tms/Setup to install the latest 10.x version.

5. OpenllS ManagerandgotoSites| Ams|Agent|Uploads.

6. Clickonthe BITS Uploads and change the notification URL from http i Jpload.ashx t0 m i itsUpload.ash

7. Download and install and the latest agents. Please refer to the agent installation section the lastest agent installation.

Note: Old agents will continue to work because of the redirect created during the install that sends traffic from https://servername/Ams/Agent to https://servername/Tms/Agent. When upgrading the agents, we recommend that you set
the AMSURL to the new https://servername/Tms/ address.

Manual Steps

1. Remove the AMS website from the web server.

2. Download the latest bundled installer http://thycotic.com/products/secret-server/resources/download-secret-server/.
3. Follow the prompts to install Privilege Manager, setting the database connection to the existing database.

4. Download and deploy the latest agents that are available here.

Note: Set the AMSURL to the new server address, https://servername/Tms/


http://tmsnuget.thycotic.com/Software/ThycoticTmsInstaller_10_0_1570.exe
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DB Backup

Thycotic recommends that Privilege Manager databases are backed-up prior to an upgrade. For details regarding SQL database backups, refer to the vendor documentation of your SQL database, such as Back Up and Restore of SQL Server
Databases.

TMS Folder Backup
Other measures to take before any upgrade are to make a backup copy of your Privilege Manager TMS folder and all it's contents.

1. Onyour Privilege Manager host system navigate to Cinetpub\wwwrootTMs (default installation location).
2. Create abackup copy of the TMS folder contents at another location on your system or network.

Repair Solution
When running into an error condition during an upgrade, try the repair option for the specific solution that errored out

Also refer to Troubleshooting - Installation and Upgrade Issues.


https://docs.microsoft.com/sql/relational-databases/backup-restore/back-up-and-restore-of-sql-server-databases?view=sql-server-ver15
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Package Hash Verification

Privilege Manager verifies the SHA512 hash of downloaded packages during the install/update process. Installation of packages does not happen if a downloaded package hash does not match with the NuGet server information.
The following measures are implemented:

e Privilege Manager prevents zero byte files from passing hash validation.

e Through hash validation, Privilege Manager ensures any download or disk write failures (disk space issues, rights, etc) do not leave remnants of partially extracted packages on the system.

e Privilege Manager writes a warning into the logs and does not start an install/upgrade from the install pages unless it can validate the packages. It re-checks when the install is running, to accommodate other Privilege Manager servers in
amulti-server environment, so that each server checks packages while doing its install.

Tempering or disk-write failures are logged, those can be due to skipped package validation, when the hash cannot be received from the NuGet server, or for offline updates or packages that are considered pre-release and not yet publicly
available. Also, files shares can be setup, restricting a user's write access to prevent tempering of downloaded packages, which is a best practice for offline environments.

Nate: For offline package installs, Privilege Manager assumes the user has validated the package integrity. Refer to Validating Package Integrity for Offline Upgrades below.

Privilege Manager does not verify package integrity in offline scenarios without the following user action. Users need to either

e copy the package hash files along with the NuGet packages, or
e calculate the hash files themselves (see PowerShell examples below.

If ahash file isn't provided, integrity won't be validated and a warning will be logged.

Locally on your system, set the NuGet repository URL in the web.config file to the local repo address at c:\ProgramData\NuGetCache. Privilege Manager checks each file to see if there is a corresponding file with .hash.json extension. This json file
contains the HashBase64 and HashAlgorithm property value pairs to verify integrity.

Example from ThycoticTmsCoreProduct11.0.1035.nupkg.hash.json:

{ "HashBase64": "CXs8cQ+65r6 YWPpfylQ' jHD3Bhk AiltpcKmY +gY XUl

gorithm": "SHA512" }

Sample PowerShell script to calculate the hash for a package:

='CA\P ache\ThycoticTmsC 1.11.0.1040.nupkg'
S$content = [System. IO, File]::ReadAllBytes($fileName)
$sha = [System.Security.Cryptography.SHA512]::Create()
$hash = $sha.ComputeHash($content)
$sha.Dispose()
$hashBase64 = [System.Convert]::ToBase64String($hash)
$hashBase64

Sample PowerShell script to take the NuGet package path and write an updated hash file:

#
# Usage: UpdateNuGetHash.ps1 -NuGetFileName C:\ProgramData\NuGetCache\ThycoticTmsCoreProduct.11.0.1040.nupkg
#

P (! i ame)
Scontent = [System.IO.File]::ReadAllBytes(SNuGetFileName)
$sha = [System.Security.Cryptography.SHA512]::Create()
$hash = $sha.ComputeHash($content)

$sha.Dispose()

$hashBase64 = [System.Convert]::ToBase64String($hash)

$hashFileName = "$($NuGetFileName).hash.json"
$hashFileContent = "{ "'t H

igorithm™: "SHAS12" )"
[System.IO.File]::WriteAllText(ShashFileName, $hashFileContent, [System.Text.Encoding]::ASCII)

Write-Host "Updated hash file ""$($hashFileName)"" for nuget package ""$($NuGetFileName)"'."

Customers can verify Signatures via detached signature verification, which requires three things:

o FILE - The original distributed file in which a signature file was derived

o SIGNATURE - The signature file derived from the distributed file ()

e PUBKEY - The public key file (cert) counterpart to the private key that was used to sign.
After issuing the following commands, a successful signature will resultin Verified OK:

$ openss! base64 -d -in <SIGNATURE> -out Amplsign.sha256
$ openssl dgst -sha256 -verify <PUBKEY> -signature /tmp/sign.sha256 <FILE>

Verified OK

Note: OpenSSL v1.0.1 (or newer) is a required dependency PMAUL package signature verification.
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Privilege Manager Agents

The Privilege Manager Agents are a critical component of Thycotic's application control and local security, giving you the ability to evaluate the health and status of endpoints in real time. Agents are required on endpoint machines to
implement Privilege Manager policies.

Privilege Manager provides pre-configured and fully customizable reporting on the status of agents and endpoint operating systems. In the Privilege Manager reporting dashboard, you can drill into reports based on any dimension and easily
export report data to other reporting applications or Excel.

Privilege Manager supports agents on:
e Windows

e macOS
e Unix/Linux

endpoint operating systems.

For information about installing agents, refer to Agent Installation to review agent system requirements and the specific agent installation procedures. This section of our document is a general agent information section, containing details
about how to use/interact with agents and to provide information about the agent processes.

Windows Endpoints

To make sure that local Administrators do not tamper with Thycotic agents running on their system, Privilege Manager Administrators can define users that can start and stop the Privilege Manager services running on endpoints, such as the
Thycotic Agent or Thycotic Application Control. Refer to Agent Hardening.

macOS Endpoints

Itis not currently possible to prevent a local administrator account on macOS from starting and stopping a background service like the Privilege Manager agent. Refer to macOS Agent Hardening for best practices.

When your agents are installed, you can verify the status of your Agents' health in terms of Registration State and Policy State from the Home page. You also can navigate to Admin | Agents for more information about installed agents.

The Agent Health dials describe how many Managed Operating Systems you have as well as your Agent(s) Registration State and Policy State. If you click on the Agent Registration State dial, you will see a report on a list of machines (the
"MonitoredResource” column) where each registered agent is installed.

Clicking the Agent Policy State dial from the Home dashboard brings you to a report that links all of your agent-registered machines with the Number of Policies Missing from each agent. This page will become invaluable once you have
multiple policies running over different computer groups in your network.

Agent Diagnostics
Once your agents are installed, verify that they have registered in Privilege Manager. Navigate to either:

e Admin I Diagnosticstoaccess the Diagnostics page or

Diagnostics Q
This page shows you general diagnestics about your environment tha can be used to troubleshoot issues or submit to Technical Support
1 Clear Descriptive Htem Cache | \ Clear Local Storage Cache | | import ftems ‘
Managed Operating Systems Agent Registration State Agent Policy State Password Age
System Health Key Configuration Settings
Normal Properly Configured
Remote Task Status Product Licenses Installed
Normal Normal
Number of Old Computers Server Activity Paused
Normal Information
Unacknowledged Events Update Available
Normal Properly Configured
Pending Approvals Count Configure Active Directory
Normal Properly Configured
Number of Application Events Set Default User Credential
Normal Properly Configured
File Uploads Size Install Agents
Normal
Background Message Queue Size
Normal
Background Message Queue Older than 1 Week
Licensing
Normal
Client License Expiration
Normal
ryer | icense Fxpiration

e ADMIN I Agents to view your agent details.
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Agents Q f—’ @ o

IMPORTANT: Prior to installing agents, please ensure the necessary AV exclusions are in place KB Article.

Summary ~ AgentReports Installation Codes

Managed Operating Systems Agent Registration State Agent Policy State Password Age

For agent setup instructions and specific installation files review this KB arti
Total Agents Installed: 10033

OPERATING SYSTEM = COUNT
Basic Inventory Missing 5
Macos 0
Unix/Linux 8
Windows 10 6572
Windows 7 3448

After the initial policies are received, future updates will be based on the task schedules set in Update Applicable Policies and Scheduled Registration policies. Ensure to select the correct policies based on Windows or Mac operating systems.
To edit these schedules, navigate to your computer group and select Scheduled Jobs. The Triggers can be customized under the Job Schedule section.

On the agent details page you will see the quantity of agents registered and what operating system is running on registered endpoints. Registered endpoints can also be viewed in the report Agent Installation Summary by navigating to the
Agent Reportstab.

Agents

T Prior toi ling agents, pls y AV exclusions are i Article.

Summary Agent Reports Installation Codes

Once an agent has been installed the following reports can be used to determine agent status.

BB gent Installations
Lists computers and their installed agent information.
BB Agent summary by 08
List of Operating Systems discovered with or without the agent installed.
BB Agent Registration State
A chart showing the state of agent registration.
BB agents missing a policy
Lists computers with the agent installed that are missing a Policy.
BB Al policies not received by agents
Lists computers with the agent installed and which policies have not been received by each agent
BB Agent Policy State
Chart showing the breakdown of agents missing policies. Normal means 0 policies are missing

From the the reports pages you can clickinto any of the target machines listed that have a Thycotic agent installed. Pictured below is a view from one of these resource pages where you can check the machine's System Health and
configured policies.

¢ Back to Agent Registration Stats - Drlldown

test-lab-docs a i @ o

Revoke Agent Trust H Delete |

test-lab-docs

Summary Name
Reports - Created May 31,2019, 12:24:52 PM
Known Data +  Modified May 31,2019, 12:24:52 PM
Events L menenrRssames € @
Health

Associations =

Normal

Policy State

Normal

Registration State

Managed

Managed or Unmanaged State

The agent traffic is secured via SSL/TLS (1.2).

Starting with Privilege Manager version 10.8.2, the agent adds memory checks for all processes that are managed/elevated via Privilege Manager. Any processes not managed by Privilege Manager, should be checked for process hollowing
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through means of products like Windows Defender ATP.
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This section of the Privilege Manager documentation covers information and step procedures pertaining to Privilege Manager agents independent of the endpoint operating system.
The following topics are available:

Setting the Privilege Manager Server Address

Connecting Agents to the Privilege Manager Server

Agent Trust Revocation

Uninstalling an Agent with Script

How to prevent Backwards Compatibility for Agents v10.4 and earlier
Configuring for a Test Environment

VM Deployments

Agent Tasks
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Agents require a Privilege Manager Server to communicate with. The recommended way to set the URL address is during the installation of the Thycotic Agent. If an Azure Service Bus or Reverse Proxy is used, the URL can point at the URL of
those components.

The URL address can be changed post-install via the registry or PowerShell.

Setting the Privilege Manager Server (TMS) Address via PowerShell

To set the Privilege Manager Server (TMS) address via PowerShell, run this command as Administrator:

Ci\Program Files\Thy

LAg

er.pst

The script will then ask you to type in the fully qualified domain name of the server.

Changing the Privilege Manager Server (TMS) Address via the Registry Editor

1. Open the Registry Editor (regedit)

2. Navigate to HKEY_LOCAL_MACHINE | SOFTWARE | Policies | Arellia | AMS.

3. Right click BaseUrl and select Modify.

B Registry Editor
File Edit View Favorites Help

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Arellia\AMS

ApplicationControl
Microsoft
RegisteredApplications

Microsoft A || Name Type Data
ODBC 3b) (Default) REG 57 (value not set)
S 25 BaseUrl REG_SZ https:/y === privilegemanagercloud.com/Tms/|
Partner

v || Policies

v || Arellia
v | AMs
Policies

4. Inthe Edit String dialog box, change the BaseURL to your TMS Address.

5. Closetheregistry.

6. Restart the Agent service.
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Privilege Manager agents are installed on endpoint machines to implement policies which are defined by the user (the Privilege Manager administrator) in the Privilege Manager console (the user interface of the Privilege Manager Server).

This article is about agent deployment to endpoints in Virtual Desktop Infrastructure (VDI) or other similar environments. It describes the different cases and options for deploying Privilege Manager agents to VDIs and discusses the pros and
cons where relevant. It is expected to be read by a user who is the Privilege Manager administrator for the customer.

Installing the Privilege Manager agent is supported as part of a VDI image build. There are a few different ways to accomplish this, based on the (Privilege Manager) customer's environment and preferences. Discussion of the relevant issues
and options is grouped in this article as follows:

Identifying Agents to The Console
The pertinent question here is: Do you (the user) plan to use (or are using) persistent virtual machines (VMs) or dynamic VMs? There are different implications for each of these, discussed below.
Persistent VMs

In a persistent VM, machines images are created, spun up, and then persist indefinitely. This case is fairly simple. We can treat these machines the same as we would physical machines except for concerns around the universally unique
identifier (UUID), which will be discussed further on (in the section, “Multiple VMs Collapsed to a Single Resource”).

Dynamic VMs

In a dynamic VM, a golden image is spun up each time a user requests it with their profile and it is then applied on top. This case is more complicated.

The major concern is agent spamming, which would happen as follows: the Privilege Manager console sees each new image as a new computer and rapidly runs through the customer's licenses, leaving a large number of orphan machines.
There are a few different ways to deal with this situation, discussed in the sub-sections below.

Multiple VMs Collapsed to a Single Resource
The easiest way to support dynamic VMs is for you to collapse all of your VMs to a single computer resource on the console. This can be accomplished as follows:

1. Add aregistry entry in HKLM\Software\Arellia\Agent called “AgentidOverride.”
2. Install the agent on a physical computer and allow it to register.
3. Next, in the Privilege Manager console:
1. Navigate to Admin > Agents.
2. Clickonone of the charts to view a list of registered computers.
3. Find the computer in the report and click on it. This will take you to the Resource View of that computer. The ID for this computer is the UUID displayed as the last part of the URL (after “/item/view/") in the browser address bar.
4. Copy this D value (the last part of the browser URL).
4. Place the copied ID value in the AgendldOverride registry entry.

Alternatively, if you want multiple VDI images to which differing policy sets are applied, you could have different values. The rollup computers in the console could then be assigned to the appropriate resource targets.
The benefits of this approach are:

e |tis by far the simplest to implement

e [tresultsin the fewest licensing issues.

® Moreover. because the resources are created ahead of time they can be inventoried and assigned to the appropriate resource targets. Consequently. a machine would get the appropriate policies as soon as it spins up with no need to
wait for processes to run either on the desktop or server.

The downside of this approach is:

e There would be some loss of fidelity in data on the console, specifically around which machine an event happened on. However, since virtual desktops are by nature transitory that may be less of a concern. Privilege Manager will still
attach usernames to the event data so you will know “who” (the end user) if not necessarily “where” (the specific endpoint).

Pool of Values to Support Multiple VMs

If you wish to be more specific, the following technique could be used: create a pool of UUID values to be assigned to the AgentiDOverride and assign one from this pool when the machine spins up.

With this technique, as part of the VDI provisioning, Privilege Manager would trigger the basic inventory task to make sure that the server gets correct information on the machine name and details. You would want a pool of values rather than a
random one to prevent spamming new agents. Reusing the values would keep that under control.

Managing Agent Trust and Certificates

This section discusses certificate management.
As of version 10.5, Privilege Manager validates agent certificates against the specific agent that was initially registered. There are two cases:

o Alldesktops using a single agentID: This case is fairly straightforward. A single certificate would be included as part of the desktop image which would match what was stored in the database for that ID and all of the communication would
be accepted,

e Apool of IDs: In this case, there are two potential ways to do certificate management:
© Method 1: Navigate to Admin > Configuration > Advanced; select the "Allow Agent Certificate Mismatch” option; turn on the option. (Itis off by default.)
o Method 2: Deploy the install code on machine imaging, as follows:
= Add aregistry entry in HKLM\Software\Arellia\Agent of type String and call it “InstallCode.”

= Inthe Privilege Manager console:

= Navigate to Admin > Agents > “Installation Codes” tab.
= Click “Copy” to copy the value displayed under Code.

= Paste the copied value into the InstallCode registry entry.

= Once this entry is set, then during the agent registration process, the agent sends this InstallCode up to the server along with whatever certificate it has. This overrides the database entry and allows that agent to
communicate aslong as it is up and running

Minimizing Time Between VDI Deployment and Policy Enforcement
This section is about policy deployment.
Inanon-VDI environment, when Privilege Manager deploys agents to desktops, there can be a significant delay between deployment and policy enforcement and it is not a concern because it is a one-time issue.

However, in the case of VDI, machines are created and recreated daily and this delay becomes a larger issue. In this case, you must make sure that the Client ltems database, with the appropriate policies, is part of the initial desktop image.
This file can be created in C:\ProgramData\Arellia\Clientltems and can be simply copied from a machine that has the agent deployed and all policies downloaded
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However, if any policy changes are made after image creation you would need to either update that file in the golden image or add a post-deployment step to run the Powershell script “C:\Program
Files\Thycotic\Powershell\Arellia.Agent\UpdateClientltems.ps1” and trigger the virtual desktop to download the latest policy items.

Licensing Concerns with Windows 10 Amazon Workspaces
This section discusses licensing concerns, specifically with Windows 10 Amazon Workspaces.

Although Amazon claims to offer a Windows 10 VDI environment, what they offer is not technically speaking Windows 10. Rather, what they provide is a Windows Server 2016 environment running what they call Windows 10 Experience.

This means that when Privilege Manager inventories it, the Privilege Manger agent believes that it is running on a server class OS. Therefore, from a licensing perspective, Amazon Workspaces need to be licensed as servers, rather than as
clients.
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Regardless of how you installed agents or rolled agents out to your network, Privilege Manager has a method to link those agents with Servers. Privilege Manager has templates (files) that enable you to point agents back to the Privilege
Manager Server.

To perform this task, do the following steps:

1. Download the attached PrivilegeManagerAgent.admx and PrivilegeManagerAgent.adml zip folders and extract the corresponding files (one file from each zip folder).
2. Install the downloaded and extracted custom Privilege Manager Group Policy files either on a single machine or on a domain controller.

o Toinstall onasingle machine:
1. Copy PrivilegeManagerAgent.admx to %systemroot?\PolicyDefinitions
2. Copy PrivilegeManagerAgent.adml to %systemroot?%\PolicyDefinitions\en-US
o Toinstall onaDomain Controller effectively making the custom GPO available to all Domain Administrators:
1. Copy PrivilegeManagerAgent.admx to \SYSVOL in\Policies\PolicyDefinitions
2. Copy PrivilegeManagerAgent.adml to \SYSVOL in\Polici i initi us

3. From the Group Policy Management Editor, navigate to Policies.

4. Go'to Administrative Templates > Privilege Manager > Agents > Privilege Manager Agent and click Connected Server.

o Local Group Policy Editor (=0T X]
File Action View Help
e nm = @m T
i Local Computer Policy _
4 Eomputn(unfnguuhon o = e e
] Software Settings Co
4 (7] Windows Settings Ed bloticonfigriver o,
it poll { i
b [ Nome Resolution Policy policy setting E ‘ Not configured No
) Scripts (Startup/Shutdown) . [12) Require Signed Client Items Not configured No

I Security Settings
I gl Policy-based QoS

At least Microsoft Windows XP
Professional with SP2 or Windows

4 ] Administrative Templates Sarver 200 faly with 591
p (] Control Panel Description:
b [ Network This policy setting specifies the
| Printers Privilege Manager Server endpoint [E] Connected Server us Setting
4 71 Privilege Manager that the computer should be .
0 Agents attached to Corm =
<= 59 O Not Configured et ~

| Privilege Manager Agent

L Server
[ Start Menu and Taskbar
b [ System

b (] Windows Components

O Disabled

on:

At least Mi Windows XP
family with SP1

All Settings
4 & User Configuration
b () Software Settings
b ) Windows Settings
p ] Administrative Templates

with P2 or Windows Server 2003 ~ ‘

Options: Help:

This policy setting specifies the Privilege Manager Server ~
endpoint that the computer should be attached to

Server !hnps://lVomSemlyTMS | |

This address is for the Privilege
Manager Server. Running this policy
tells all installed agents on
managed computers the server
they are connected to.

[ox || come || ey |

Extended f’\ Siandad/

l3 setting(s)

5. Inthe Connected Server window click Enabled.
6. Inthe Server field, enter the URL for your Privilege Manager Server, click OK.

7. Now you need to copy some data from Privilege Manager. In Privilege Manager, navigate to Admin | Agents | Installation Codes tab.


https://updates.thycotic.net/privilegemanager/Arellia/PrivilegeManagerAgent.admx.zip
https://updates.thycotic.net/privilegemanager/Arellia/PrivilegeManagerAgent.adml.zip
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Agents a  ® 0

Summary Agent Reports Installation Codes

il installation Cedes

These install codes are used when an agent is installed and first registered with Privilege Manager. Revoking an install code will prevent new agent installations from connecting to the server for
inttial registration and can be useful if the install code is lost or stolen. Revocation will not affect existing installed agents. If you need to revoke an existing agent, use the resource explarer to
browse agents and click the one you wish to revoke or search for the computer name and click the resource you wish to revoke. The individual item will contain a button to revoke agent trust of that|
specific resource. It will no longer be able to communicate with the server until it is installed with a valid install code.

Installation Codes
Code Created Action

SLAY-C3TD-Rs@H May 31,2019, 122402 PM Copy

8. Copy the Code value by clicking Copy.
9. Switch back to the Group Policy Editor, in the Privilege Manager Agent window, click Install Code.
B Local Group Policy Editor [T
File Action View Help
o 20 3
=/ Local Computer Policy
“ Eompmr Cunﬁgumron Install Code Setting State Comment
| Software Settings e
4 [ Windows Settings . 1. Connected Server Not configured No
p [] Name Resolution Policy Edit poly setting. Install Code | Not confrgured No
e} Scripts p/Shutd Requi 1] Require Signed Client items Not configured No
b Security Settings At least Microsoft Windows XP
b gl Policy-based QoS Professional with SP2 or Windows
4[] Administrative Templates Server 2003 family with SP1
b [ Control Panel Description:
- . [ = 5 2
b ] Network This policy setting allows you to m s G | Previous Setting I | Next Setting l
1 printers specify the Install Code required to
4[] Privilege Manager ;::':‘1 to the Privilege Manager © NotConfigured ~ Comment: [
«@ {g!"“ Install Codes are generated by the
[ Privilege Manager Agent || piyilege Manager Server and can be
(2] Server located in of the agent o
[ start M d Taskb nfi tion setti ithin the N
N j s i mmu STEILaESS ;f.,,..'f:,",ﬂ:,g,,'ﬁﬁ’ s Supported on: 5y least Microsoft Windows XP Professional with SP2 or Windows Server 2003
‘j Pl Comsrianty Note: For versions prior to 10.5, this family with SP1
b i 4 P value is not required and can be left
(7 Al Settings Blank )
4 ¥, User Configuration Options: Help:

b (1) Software Settings

> ) Windows Settings Initall Code This policy setting allows you to specify the Install Code required | ~

= i to connect to the Privilege Manager Server.

b I Adewinisintive Templates ﬂ Install Codes are generated by the Privilege Manager Server and
can be located in the area of the agent configuration settings
within the Privilege Manager Ul.

Note: For versions prior to 10.5, this value is not required and can
be left blank.

The code to be entered here should be

copied from Privilege Manager: /

Admin > Agents > "Installation Codes" tab =

ok || comcd || ey |
\ Extended /(Shnd'ld /

1. Inthe Install Code window, click Enabled.
2. Inthe Install Code field, paste the Code value you copied from Installation Codes tab in Privilege Manager.
3. ClickOK.

10. Set the Client Item Signature Validation. By default, Privilege Manager validates only client items that have a signature present. If you want to require that all client items have a valid signature, then configure the group policy settings to
enforce the Require Signed Client Items setting.

Un-Installing Old Templates

If you had previously downloaded and installed files which had the names "AMSAgent.admx” and "AMSAgent.adml”, these should be removed. Do so as follows:

e Toun-install from a single machine:
1. Delete AMSAgent.admx from %systemroot?%\PolicyDefinitions
2. Delete AMSAgent.adml from %systemroot%\PolicyDefinitions\en-US
e Toun-install from a Domain Controller:
1. Delete AMSAgent.admx from \SYSVOL) in\Polici icyDefinitions
2. Delete AMSAgent.adml from \SYSVOL in\Polici I initi us
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With Privilege Manager 10.5 and up, you can revoke an agent trust relationship.
Revoking the Trust from the Server

1. Navigate to the Agent Install Code's page and click Remove Agent Trust.

Installation Codes

‘ Refresh |

Code Created

SLNY-C3TD-R5@H May 31, 2019, 12:24:02 PM

N

Click OK to confirm.

Privilege Manager

Are Yol sure you want to revoke install code SLNY-CITD-RSO0M? You will no longer be able to perform new agent

installation with this code.
=l -

Revoking the Trust for the Computer Resource
1. Navigate to Admin | Agents to open the Agents Summary page.
2. Select an Operating System group from list.

3. Onthe Managed Computers by Operating System page, select one of the computer resources.

< Back to Agent Registration State - Drilldown ‘e :

test-lab-docs

View XML H Revoke Agent Trust H Delete |

test-lab-docs

Summary Nama
= = i May 21,2019, 12
——— o RPN May 31,2019, 12
onitor Recouren € @
Events 7 S
Health
Associations -
Normal
Policy State
Normal

Registration State

Managed

Managed or Unmanaged State

~

. Click Revoke Agent Trust.

Revoke Agent Trust

‘Computer: WIN-E6GKPM7J7TF

Revoking this agent's trust will disallow this computer from registering and receiving policies. This process cannot be undone. To later re-establish trust between this
computer, you will need to re-install the agent with the proper install code.

This does not uninstall the agent from the computer, it simply denies it from contacting this server. This process also does not delete this agent nor data from this server. Use
the ‘Delete’ button from the Resource Explorer view to remove the computer and it's data from this server.

To continue, click 'Revoke Agent Trust.
Revoke Agent Tr

5. Confirm by clicking Revoke Agent Trust.

Message on the Revoke Agent Trust dialog:

“"Revoking this agent's trust will disallow this computer from registering and receiving policies. This process cannot be undone. To later re-establish trust between this computer, you will need to re-install the agent with the proper install code.

This does not uninstall the agent from the computer, it simply denies it from contacting this server. This process also does not delete this agent nor its data from this server. Use the 'Delete’ button from the Resource Explorer view to remove
the computer and it's data from this server.”
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This topic covers uninstalling an agent when the endpoint is not going to be upgraded to a new version of Privilege Manager agents anymore.
If you're trying to uninstall an old agent in order to install a newer version of the agent, use the Upgrade Products/Feature link under the Setup page.
Using a PowerShell Script to Uninstall an Agent

1. Navigate to the machine(s) where the agent is located.

2. Right-clickon Windows Powershelland Run as administrator.

3. Run the following command:

msiexec.exe /x ThycoticAgent_x64_VERSION.msi /qn

= Administrator: Windows PowerShell =

4. Onthe prompt, click Yes.
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Starting in Privilege Manager version 10.5 and up, due to security updates you can now prevent services from using agents versions 10.4 and earlier from communicating with the Privilege Manager server.

Resolve
1. Launch Privilege Manager.
2. Navigate to Admin|Configuration.

3. Click the Advanced tab.

4. Setthe Prevent Legacy Agent Registration (10.4 and older) toYes.

Configuration

Privilege Manager Server

General

Load on Demand Flags ()

Session Timeout @

Maximum Application Event
Count* @

Save performance counters * ) ¢

General  Discovery  Reputation  Credentials  Foreign Systems

n

720

Allow Agent Certificate Mismatch @ No

1000000

Prevent Legacy Agent
Registration (10.4 and older) *

Max time skew @

Advanced Authentication

minutes

minutes

Change History

5. Click Save Changes.
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You need to set Privilege Manager Agent configuration options to readily test configuration changes in a test environment. The agent configurations outlined in this page allow for accelerated feedback when testing use cases.

1. Under your Computer Group select Agent Configuration.

General  Change History

Details

This configuration defines the default benavior for
the Privilege Manager agent.

Self-Elevation

This configuration setting enables the Request
Elevation option in the right-click context menu. An
application policy will need to be enabled to define
what action is applied when a user requests an
elevation

Intervals

{Legacy)

Application Action

Quarantine Path

Send Application Action Events

Send ActiveX, Events

Refresh Client tem Cache

Display Message Timeout

Application Control Agent Configuration Policy (Windows)

Q

Active @‘ c

Name Appiication Control Agent Configuration Policy (Windows)
Description This policy provides global configuration settings for the Windows Application
Control Agent.
“

Allow Self- © No
Elevate
Menu Text Request run as administrator

5 Minute(s) ~

5 Minute(s) v

1 Hour(s) v

5 Second(s) v

C:\quarantined files

anced

2. Under Self-Elevation, set the Request Elevation option. For this an application policy needs to be enabled to define what action is applied when a user requests an elevation. Enter the text for the message in the text field.

3

. Under Intervals, adjust the values to receive quicker turnarounds on any tests run on a test instance.

1. Set Sent Application Action events every to 1Minutes.

2. SetSend ActiveX events every 5 Minutes.

3. SetRefresh Client ltems cache every 5 Minutes.

4. Setthe Application Action Defaults, like the Display Message Timeout and Quarantine Path.

5. Keep the advanced settings as is (Thycotic recommends to only change the advanced settings after consulting via Professional Service engagement.)

6

. Click Save Changes.
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Certain Privilege Manager tasks are directly related to agent processes and their operational loads.

Server side tasks, also known as Remote Client Scheduled Commands do not require a policy. Agent tasks require a policy. These types of tasks are with the exception of one, by default enabled and run on a scheduled basis. Most are read-only

system tasks, that can be copied, renamed, and then customized.

The majority will run for the first time after system initialization.

Windows Remote Client Scheduled Commands

Restrict Account Permissions on Agent Services

Windows

Basic Inventory (Initial, Windows)

Basic Inventory (Windows

Cleanup Agent Inventory Transfers (Windows)

Cleanup sent Privilege Manager Events (Windows)

Configure Privilege Manager Remove Programs
Default File Inventory Policy (Windows:

Deploy File Hash Exclusion Setting (Windows!
Ensure UAC Override Setting (Windows]

Local User Inventory Policy

Perform Resource Discovery (Windows
Retry errored TMS Events (Windows

Scheduled Check Pending Client Tasks - Internet Clients
Windows

Scheduled Registration - Internet Clients (Windows
Scheduled Registration (Windows]

Update Agent Commands (Windows;

Update Applicable Policies - Internet Clients (Windows;
Update Applicable Policies (Windows

Update Provisioned Resource Client Items (Windows
User Logon Inventory Policy

Windows Service Inventory Policy

MacOSs Remote Client Scheduled Commands

Instructs computers to only allow the specified users to start and stop the Thycotic services.

Instructs computers to report the Win32_ComputerSystem, Win32_ComputerSystemProduct and Win32_OperatingSystem WMI classes to the server.

Instructs computers to report the Win32_ComputerSystem, Win32_ComputerSystemProduct and Win32_OperatingSystem WMI classes to the server.

Completes and cleans BITS transfers and temporary files used by the TMS Agent Inventory Helper.

Purges Agent events that have been successfully transmitted from managed endpoints to reclaim disk space.
Configure the Privilege Manager Remove Programs behavior.

The purpose of this policy is to inventory software programs running on the managed computer.

The purpose of this policy is to provide the ability to exclude certain file extensions from the hash process.
Ensures that the UAC Override Registry Key is set.

The purpose of this policy is to inventory Local User account, groups and group membership on the client. This policy can also be used to inventory for
specific account privileges.

Schedule on which agents will check with server to determine if any local resources require discovery.

Scan Agent queue for any events that require retransmission.

Initiate a check for pending client tasks. Used by agents that are unable to receive an incoming connection from the server.

Initiate agent registration with server less frequently than internal clients.
Initiate agent registration with server.

Instructs Agent to update any agent commands if required.

Instructs Agent to check with server for policy changes.

Instructs Agent to check with server for policy changes.

Updates user logon data on the given schedule.

The purpose of this policy is to inventory Windows Services on the client.

Basic Inventory (Initial, Mac OS) This scheduled task triggers the Agent to send Mac OS basic inventory.
Basic Inventory (Mac OS This scheduled task triggers the Agent to send Mac OS basic inventory.

Cleanup sent Privilege Manager Events (Mac
08)

Purges Agent events that have been successfully transmitted from managed endpoints to reclaim disk space.

Default File Inventory Policy (MacOS The purpose of this policy is to inventory software programs running on the managed computer.

Ignore macOS Catalina software update (Mac
0s)

Local User Inventory Policy (MacOS;

The purpose of this policy is to provide a way in Privilege Manager to ignore macOS updates.

The purpose of this policy is to inventory Local User account, groups and group membership on the client. This policy can also be used to inventory for specific
account privileges

Perform Resource Discovery (Mac 0S)] Schedule on which agents will check with server to determine if any local resources require discovery.

Reset ignored macOS software updates (Mac
0s)

The purpose of this policy is to provide a way in Privilege Manager to reset ignored macOS updates.

Retry errored TMS Events (Mac OS) Scan Agent queue for any events that require retransmission.

Scheduled Registration (Mac OS) When this policy is triggered the Agent will attempt (or re-attempt) to register with the server.

Update Agent Commands (Mac OS) When this policy is triggered the Agent will update agent command items.
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Update Applicable Policies (Mac OS When this policy is triggered the Agent will check the server for updated policies. daily Yes

Update Provisioned Resource Client ltems

MacOS,

daily Yes

Unix/Linux Remote Client Scheduled Commands

Basic Inventory (Initial, Unix/Linux) This scheduled task triggers the Agent to send initial Unix/Linux basic inventory. daily Yes
Basic Inventory (Unix/Linux; This scheduled task triggers the Agent to send Unix/Linux basic inventory. daily Yes
Remove Successful Agent Events (Unix/Linux) This command will remove agent events that have been successfully uploaded to Privilege Manager. daily Yes
Scheduled Registration (Unix/Linux) This agent-scheduled task refreshes registration data for the assigned agents. daily Yes

Update Applicable Policies (Unix/Linux; This remote-scheduled command will update policies applicable to the assigned agents. daily Yes
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This section of the Privilege Manager documentation covers information and step procedures pertaining to Privilege Manager agents installed on Windows systems.
The following topics are available:

* Agent Configuration

e Windows Agent Utility

e Agent Hardening10.7.1and up
e Pre-10.7.1 Agent Hardening

e Troubleshooting
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Agent Configuration

Under each Windows Computer Group administrators can specify global application control agent settings for the specific Computer Group.

Application Control Agent Configuration Policy (Windows) i3S = & “_
General Change History Active 3 ‘ C Refresh ‘ More ‘
Details
This configuration defines the default behavior for the Privilege Nami Application Control Agent Configuration Policy (Windows)
Manager agent.

Deseription This policy provides global configuration settings for the Windows Application Control Agent

z
Platform Windows

Self-Elevation

This configuration setting enables the Request Elevation option
inthe right-click context menu. An application policy will need to
be enabled to define what action is applied when a user requests

Allow Self-Elevate (9 Yes

o Menu Text Request run as administrator
Intervals Send Application Action Events 5 Minute(s) ~

Send ActiveX Events 5 Minute(s) v

Refresh Client ltem Cache (Legacy) 1 Minute(s) v
Application Action Defaults Display Message Timeout 5 Second(s) v

Quarantine Path C:\guarantined files\test

Details: This section contains the policy details such as name, description, and platform information.
Self-Elevation: This section provides a configuration option to enable the Request Elevation option in the right-click context menu. An application policy will need to be enabled to define what action is applied when a user requests an
elevation. The menu text can be customized via the Menu Text field.
o Default: Request run as administrator
Intervals: This section provides a configuration option to customize the intervals at which the agent will send application action events, ActiveX events and refreshes the client item cache (this is a legacy items for agent version prior to
10.7.0).
o Defaults:
= Send Application Action Events: 5 Minutes
= Sent ActiveX Events: 5 Minutes
= Refresh Client Item Cache (Legacy): 1Minute
Application Action Defaults: This section provides the option to set the display message timeout and the quarantine path.
o Defaults:
= Display Message Timeout: 5 Seconds
m Quarantine Path: C:\quarantined files\test

Advanced Settings

At the bottom of the page is an Show Advanced link. Settings under this section are Advanced Process Control settings that should only be adjusted with assistance of support personnel and prior discussion of necessity for the environment.

Advanced Process Control Warning: These settings are only intended to be adjusted with the assistance of support personnel.
Expire file hashes every 1 Week(s) v
Maximum wait for queue 10 Second(s) v
Maximum wait in queue 30 Second(s) ~
Maximum pre-processing time a0 Second(s) v
Maximum processing time 1 Minute(s) v
Clean-up Thread interval 5 Second(s) ~
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Exclusion Path

The Agent Configuration policy can be customized to exclude specified folder paths from all application control policy processing.

All application launched from the specified paths will no be processed via the Privilege Manager agent, which allows for minimal interruption and maximum performance.
Any log entries are executed asynchronously without any impact on processing.

Toadd an exclusion path to the Agent Configuration policy:

Navigate your Computer Group and select Agent Configuration.

N

. Click More and select View XML.

«w

Click Edit.

Ea

Navigate to line 42 in the xml data and insert the <PathExclusions> block with the path wrapped in an argument of type string "arr:string. For example the following block should cause the exclusion of notepad.exe from processing.

<PathExclusions>
g Nir exe</arr:string
</PathExclusions>

@

ClickImport.

o

Click Save Changes.
Verification

At the endpoint use the Agent Utility to make sure the policies are updated. Launch the application you specified in the exclusion, for out example notepad.exe and verify that the Agent Utility logs contain a message like this:

Ignoring process 11452 (C: exe) ion: c:\ exe



arr:string
https://docs.delinea.com/online-help/products/pmgr/utility.md#view_logs
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Most endpoint troubleshooting will begin with the agent. There is an Agent Utility that is installed with the agent, used to troubleshoot issues from the endpoint. To open the utility, navigate to the C:\Program Files\Thycotic\Agents\Agent folder on the
endpoint, and run the Agent Utility.exe application. That will launch the utility, and it will ook like the screenshot below.

2 Privilege Manager Agent Utility X

Status [Checking installtion
[Computer name: W T L
Regeter | [Aaent Id: eed0ed -049c-4d3d sbde dBf0aciod621
= 17 applicable policies

= IChecking client ftems, please watt

plas Found 45 valid cached clent tems
ICompleted successfuly.

View Cache | ||

View Logs

Export Logs

Status Button

The Status button will check that the endpoint can communicate with the server and will show you helpful information (such as the Agent ID and how many policies the machine has) and will validate the client items cache. It is also helpful in
determining if there are any communication issues between the endpoint and the web server. Below is a screenshot of the information shown after clicking on the Status button.

7 Privilege Manager Agent Utility %
Status [Checking installation
IComputer name: WINTO
Regster | [Aaert Id: dde1e-3ab7-447 becd-86idlcBEebd
[28 applicable policies
(Checking client tems. please wat.
riie Found 87 valid cached client ftems
(Completed successfuly.
View Cache | ||
View Logs
Export Logs
Register Button

The Register button will attempt to register the agent machine with the web console. It will show you the URL that the machine is using to communicate with the console. It will also give errors if there are issues with that communication. If you
have just installed an agent on the machine, then it will also give information about the install code if there are any errors with that.

Privilege Manager Agent Ut - X
9 ger Ag
S |Attempting to register with server: https://privilegemanager.com/tms
[Regisiration was successful. 30 applicable policies. (Was registered: True)
Regster ‘Cumu\ded successfully.
Update
View Cache
View Lags
Export Logs

Update Button

The Update button will communicate back to the web server and update any new applicable policies or changes to current policies, filters, actions, etc. the endpoint already has on it.

' Privilege Manager Agent Utility

= X
Giaus Requesting applicable policies
|Appiicable policies update completed. 30 applicable policies. (Was 29)
Regisler 1 policies were added, 0 removed
+ Policy 'Block Notepad - Deny Application Execution Policy’ added
Und Updating client items.
pente ICumD\aed successfuly.
View Cache
View Logs
Export Logs

View Cache Button

The View Cache button will open the Agent Cache Viewer in a separate window. It displays the Policies, Filters, and Actions the endpoint has cached currently.

& Client tem Cache - o X

Type Name Last Updated

Retry L
Agent Policies Local User Inventory Palicy 10/18/2019 12:34:06 PM
Agent Policies Cleanup Agent Inventory Transfers (Windows) 10/18/2019 12:34:06 PM

Agent Policies | Scheduled Check Pending Client Tasks - Cloud (Windows)
Agert Policies | Update Applicable Polcies (Windows)
| Agent Policies | Perform Resource Discovery (Windows)

1041872019 12:34:06 PM
10/18/2019 12:34:06 PM
10/18/2019 12:34:06 PM

Starting with Privilege Manager version 10.7 the Client Item Cache is list also searchable. Enter a search term into the search bar and just review items that contain that term.
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' Client ltem Cache

Search:  [force|

Last Updated
5

View Logs

Clicking on the View Logs button will open the Agent Log Viewer in a separate window. The screenshot below shows what the log viewer looks like.

o Pricilege Manager Agent Log Viewer

- o x
Logs  Settings
Mocaies: 1] <] rue | | 2 Eror 2 Woring 2 Wammation [ Tosce
TmeGeeaes  Mesage Saurce Vadse

Hapolces = Modde, ArehaiCSvc e . |CASMonkor [Foshcation Cortrl

C Source: Chlo.. | Ch

Napoiees ¥ Sou o CASHonter

2180914054424 |} es e
recalcuated

Export Logs Button

Clicking on the Export Logs button will allow you to save the agent logs so that you can send them to someone if needed. They will be saved in the .evtx format so they can be opened with Event Viewer in Windows. Anytime there are issues with
policies on endpoints and you need additional assistance, you will need to collect the agent logs first to help with determining what is causing the issue.
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Agents Troubleshooting

The following topics for agents troubleshooting are available in this section:

Advanced Messages not working for child processes of Microsoft Edge
Agent Registration Error Following an OS Upgrade

Running updateclientitems.ps1on an Agent triggers an error

Client Item List Downloads

The following topics about Endpoint Troubleshooting are available:

e Endpoint Troubleshooting
e Catalina FileSystemWatcher Issue
e How to Recover an Unresponsive macOS Endpoint
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Agent updateclientitems.ps1 Error

While running the updateclientitems.ps1 powershell script on a machine, you receive the following error:

"KeySet does not exist”

Note: The best practice to updating policies on machines would be to run the Agent Utility versus the PowerShell script. If you are still receiving the same error when using the Update button on the Agent Utility, open up a support
case and include a screenshot of the error in the Agent Utility along with the agent logs.

Navigate to the Machine(s) where you want to update the policy and open the Agent Utility.
C:\Program Files\Thycotic\Agents\Agent

IR 8 | Al Application Tools Agent
Home Share View Manage
(G ~ 4 [10 s ThisPC » Local Disk (C) » Program Files » Thycotic » Agents » Agent » v ] [ search A
i Name Date modi.. | Type Size
B Desktop Xb4 12/10/201...  File folder
8 Downloads X5 12/10/201...  Filefolder
] Recent places " Agent Utility } Open Jation
%] Arellia.Agent.Combd.d lation extens...
= | % Run ss sdminstrstor [
8 Thicor 21 Arallia A nans il sinn s
2. SelectUpdate.

Application Tools Agent

Home  Share  View Manage

= 4 [L» ThisPC » LocalDisk (C) » Program Files » Thycotic » Agents » Agent

W Favorites F Privilege Manager Agent Utility \;‘i-
I Desktop
18 Downloads Status

] Recent places

109 KB
1

1% This PC 256 KB

i Desktop 28KB

¥/ Documents 20KB

18 Downloads 28KB

U Music 1KB

731K8

B Videos

92KB
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Agent Registration Issue

After upgrading, you encounter the following issue with the Agent utility after selecting "Register”.

#" Privilege Manager Agent Utility - X
Status (Checking installation
I el o
e n el W T "= d
Fioghter 0 oting to register with
is available

Update
View Cache

View Logs

Did nﬁ cnmpl.ae sﬁccesdully
Export Logs |

This can be caused by a Windows OS upgrade due to either a new version or build. The certificate changes and the agent will need to be re-configured for the new certificate.
Detalled Information
A_Uninstall and reinstall the agent on the machine.
Or
B. Run the following PowerShell scripts to re-configure the agent.
Using a PowerShell Script
1. Right-clickon Windows PowershellandRun as Administrator.

2. Enter in the following command:

cd “C:\Program Files\Thycotic\Powershell\Arellia.Agent”

X Administrator: Windows PowerShell

w

. Enter in the following command:

\SetupAgent.ps1

Administrator: Windows PowerShell =

Wi ne
Copyright

.Agent”

N 1
Firewall rule '"Arellia
caap !

PS C Files\Th

4. Enter in the following command:

-ps1 -baseurl https:) TMS -i 7722-2222-2727

7] Select Administrator: Windows PowerShell [=Tel

ation. A1l rights reses

Files\Thycotic\PonershelT\Arellia.
hell\Arellia.Agent> ./SetupAgent.psl

been added
Arellia.Agent> .\ A . : o S -installcode AN

ogra
-V7MH-JBLY

tall code

arted Agent
Drocwas Exles\ahy hell\Arellia.Agent> I

5. Enter in the following command:

\UpdateClientltems.ps1
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dmi ni
Fil

es\Th
onfig present

localhost/TW

[Set install code

Restarted Agent
PS C:\Pro

Refreshing Agent C
Refreshing Agent Gauge:
f g Agent Policies: 1
Application Actions
File Fil
Provisioned Resourc
ap Entiti c
Group Policie:

st added p
ast updated p v: Global P

C:\Program Files\Thycotic\Powel

ram Files\Thycotic\Powershell\Arellia.Agent>

Administrator: Windows PowerShell

c\PowershelT\Arellia. Agent™
SetupAgent. ps1

-baseur1 https://localho:

UpdateClientItems.psl

Delinea
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Client Item List Downloads

When you run the UpdateClientltems.ps1 PowerShell script to update policies on a machine you see errors below:

Error: [FAILED] Downloading Windows Group Policies client item list - Keyset does not exist
Note: This will only affect systems prior to Privilege Manager 10.7.
Resolve
1. Navigate to the Machine(s) where you want to update the policy.

2. Openthe Agent Utility by going to C:\Program Files\Thycotic\Agents\Agent

Home hate View
€ - 1 » ThisPC » Local Disk(C:) » ProgramFiles » Thycotic » Agents » Agent »
{ Favorites ——
B Desktop by
# Downloads X8é
4. Recent places # Agent Urility

Arelhs Agent.Com&d.dil

5 Application Tools
Home Share View Manage
« ) » ThisPC » Local Disk (C:) » Program Files » Thycotic » Agents » Agent »
Favorites
Il Desktop %64
& Downloads XB&
4. Recent places # Agent Utility

Arellis Agent.Combd.d
%' Run as administrator

- .
3. ClickUpdate.
’ w Application Tools
“ Wome  Share  Viev Manage
- - 1 » ThisPC » Local Disk (C) » Program Files » Thycotic b Agents » Agent
¢ Favorites P Privilege Manager Agent Utility l;lﬂ-
B Desktop
8 Downlosds S
L, Recent places
W Thes PC Update
e Desktop View Cache
Documents
|8 Downloads Veow loms
B Music Epot Logs
b Pctures
8 Videos

Delinea
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Advanced Messages not Working for Child Processes of Microsoft Edge

When opting to Run an application from Microsoft Edge on Windows 10 version 1803, Advanced Messages for application justification or approval are not honored.

Detailed Information

If an application control policy targets an application such as the Google Chrome installer, the approval or justification messages will prevent the process from continuing until the message prompt is completed. However, when choosing the
"Run"” option when downloading an application in Microsoft Edge, the process will be created under the browser_broker.exe service and in Windows 10 version 1803 the process continues and does not wait for the Privilege Manager message to
be completed.

Other versions of Windows 10 and Microsoft Edge do not appear to have this issue.

Workaround

Anapplication control policy can be created to block browser_broker.exe and prevent users from using the "Run" option in Microsoft Edge.

Alternatively, upgrading Windows 10 will also fix the issue.
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Endpoint Issues

This topic is intended to assist users in troubleshooting issues (such as policies not yielding expected results) from an endpoint machine that has the Thycotic agent installed on it.

Policy Troubleshooting

If there is an issue with policies not getting updated on the endpoint, or specific files or applications not being elevated or blocked, please use the information below to help determine what is causing the issue.

Pollicles Not Getting Updated

If policies are not getting updated on the endpoint, there could be acommunication issue between the machine that has the agent installed on it and the web server. The best way to determine if there is acommunication issue would be to open
the Agent Utility on the endpoint as described in the previous section, and then do the following:

1. Click on the Status button and see if there are any errors shown.
2. Click on the Register button and check for errors shown there.
3. Click onthe Update button and check for errors there as well.

If there is an issue with the endpoint communicating with the web server, there will be errors displayed in red after clicking on those buttons.

Speclfic Flles or Applications Not Belng Elevated or Blocked

If specific files or applications are not being elevated or blocked properly, then you will need to look in the Agent Logs on the endpoint. You can open the logs by first opening the Agent Utility on the machine. Once that is open, click on the View
Logs button to bring up the Agent Log Viewer.

The Agent Log Viewer is very helpful for troubleshooting issues with policies not applying correctly. In the log, you can see if a policy applied to a certain process, and if so, what policy applied to that process. You can also see if there was no
policy that applied to that specific process.

For example, in the screenshot below of the Agent Log Viewer, you will see a policy called “Block Notepad - Deny Application Execution Policy” that has been applied to the endpoint.

' Privlege Manager Agent Log Viewer - o x

Logs  Settings

Mocuies: |41 ~| Faer [ | A Eme £ Waming £ iomation [ Trace

TmeGeneated Vessae Saurce Vodse
£ S8 Source CAS JrehailSve ene .| CASMontar Popication Cartrol
£ Koncrng Process 61761 Source: Chenz... |C Pophestion Cortrel
2 n Seuree: C ed | CASMseter Popheation Cortrel
24| poboe Progrem Agert User exe) Source: CASMo._._|CASMorier Popieation Cortrel

20180514 09:£4.24_| Hash being recalculted for C-\Program Fes\Thycobe:\Agerés \Agert\ Thyccbc Agent User exe fast updated 20130904 1| CFeScanEngne | Pocication Cortrol
e} Hetepod - Dery

20180814 094424 {ast updated 20150506 1207 54) Sousce: CHeScanE | CHleScanEngne | Fpplcation Cortrol

Hapokces Source: CASMontor Modde: ArebaACSve.... | CASMontor Popheation Cortrol

1 Source, CASMontar Mockle, AeRaeSvc em £.._|CASMontor Pophcaon Cortrol

[ 201605 i Source CAS Arohass €. [CASMontor Fopication Cortrol

The highlighted entry on the screenshot above shows that the “Block Notepad - Deny Application Execution Policy” was triggered when notepad was opened. Double-click on the log entry to see further details as shown below. This shows the
exact process that met the criteria of the policy and shows the priority number of that policy. The policy priority is useful information if the application continues processing through multiple policies.

Log Message Viewer d
Time: 6/29/2020 10:04:31 BM

Module: Application Control

Source: CASMonitor

Severity: Information

Policy 'Bolicy to deny Test.batch file' (daf28803-afl8-4d: d257b) (priority 10) applies to

interactive process 9924 via Process 9924 (C:\Windows\System32\cmd.exe) (/c ""C:\doctest\test.bat”™ ™) via
filter 'Command Processer (cmd.exe)' (abdc795a-93sl-4c29-267e-b6fchS238edl) Source: CASMonitor Medule:
ArelliaACSvc.exe Exe: ArelliaACSvc.exe

Close

With this information, you know that the policy applied to the Notepad process correctly. If there were other policies that applied to that same process, you would see them in the log viewer as well. There are certain situations in which clients
will apply multiple policies to the same process. When troubleshooting issues with certain files or applications, the log viewer is a valuable tool to use.

Ifthere is no policy that applies to a certain process, the Agent Log Viewer shows you that as well. In the screenshot of the log viewer, presented above in this section, you can notice entries showing that there are some processes to which no
policies apply.. Entries that begin with “No policies applies to process...” indicate that no policy was triggered when the application executed on the endpoint. If a client says that a specific file or application is not being blocked or elevated, then
in the log viewer you can see what process is running when they launch the application and whether a policy is applying to that process.

If there are any Errors in the log viewer, they are shown in Red. Warnings are shown in Blue, and Informational messages are shown in Black.
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Users on Privilege Manager v10.7.1 or up should use the new policy named Restrict Account Permissions on Agent Services (Windows). Refer to Agent Hardening 10.7.1 and up for details on the policy used starting with Privilege
Manager v10.7.1.

Editing the Agent Service Start / Stop Control (Windows) Policy
1. Navigate to ADMIN I Policies.

2. Clickonthe General Tab.

3. Inthe Name field enter Agent Service Start / Stop Control.

Policies

Add New Policy

Windows Mac 05 Client System Settings ActiveX Firewall General

1to1of

ENABLED NAME FOLDER

Any v agent service

Windows

stop Control (Wind

Enabled

e

Clickonthe Agent Service Start / Stop Control (Windows) policy.

Remote Scheduled Client Command > Agent Service Start / Stop Control (Windows)

General Parameters Triggers Targets Conditions Advanced Deployment
Enabled =
Name Agent Service Start / Stop Control (Windows)

Description Instructs computers to only allow the specified users to start and stop the Thycotic services.

Command Local Security Set Service Security Script with Account IDs

& N 2 3

To customize the Agent Hardening policy navigate to the Parameters tab.

o

e

Click Edit.

Remote Scheduled Client Command > Agent Service Start / Stop Control (Windows)

General Parameters Triggers Targets Conditions Advanced Deployment
e ——

Enter default parameter values for this task.

& -« Arel

Services M 4 Add « ArelliaACSve & = Arelli
User Accounts M 4 Add + Administrators &

Cancel

7. Under User Services click the + button and use the search field to select the Services to be targeted by the task

8. Under User Accounts click the + button and use the search field to find the specific user account that has permissions to make changes to the Agent services.

9. Click Save.

Note: If you require a rollback of the agent hardening due to upgrade issues, use the manual Restore Default Agent Permissions procedure following below.

Restore Default Agent Permissions
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If you need to rollback agent hardening on your endpoints, follow these steps to restore the default agent permissions:

1. Navigate to ADMIN | Config Feeds.

2. ExpandPrivilege Manager Product Configuration Feeds.
3. Expand Thycotic Management Server Core.

4. InstallReset Agent Service Permissions.

Following the Configuration Feed installation,
1. Navigate to ADMIN | Policies and select the General tab.

2. Search for the agent service policies and select to edit.

Delinea

1to20f2

FOLDER

Policies
‘Windows Mac 05 Client System Settings Activex Firewall General
ENABLED NAME
Any w agent service|
Enabled Agent Service Start / Stop Con Windows)
Not Enabled Agent Service Clear Restrictions (Windows)

3. Disable the Agent Service Start / Stop Control (Windows) policy.

1. Click Edit.
2. Deselect Enabled.

Remote Scheduled Client Command > Agent Service Start / Stop Control (Windows)

General Parameters Triggers Targets Conditions Advanced Deployment
Enabled
Name Agent Service Start / Stop Control (Windows)
Description Instructs computers to only allow the specified users to start and stop the Thycotic services.
Command Local Security Set Service Security Script with Account IDs

1. Click Save.
4. Enable the Agent Service Clear Restrictions (Windows) policy.

1. ClickEdit.
2. SelectEnabled.

Remote Scheduled Client Command > Agent Service Clear Restrictions (Windows)

General Parameters Triggers Targets Conditions Advanced Deployment
Enabled D
Name Agent Service Clear Restrictions (Windows)
Description Sets the Security Descriptor back to Default on Thycotic services.
Command Local Security Clear Restrictive Service Security Script

1. Onthe Targets tab specify the computers that need to be targeted by this policy.
2. Onthe Triggers tab specify when to run and/or what events will trigger the policy to run.

5. Click Save.
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Agent installations on endpoints can be secured, only allowing a specified user access to start or stop an agent service and denying any agent control access to a local Administrator or basic user account.

To make sure that local Administrators do not tamper with Thycotic agents running on their system, Privilege Manager Administrators can define users that can start and stop the Privilege Manager services running on endpoints, such as the
Thycotic Agent or Thycotic Application Control.

Auser or group needs to be available in Privilege Manager to be selected while setting up the task. This user or group will have rights to start and stop agent services running on endpoints once the Restrict Account Permissions on Agent
Services (Windows) policy is enabled.

e Agent Service Start / Stop Control (Windows)
e Agent Service Clear Restrictions (Windows)

1. Under your Computer Group, select Scheduled Jobs.

2. Search for Restrict Account.

o

~

Note: If you implemented Agent Hardening prior to 10.7.1, disable and delete the following policies:

the Restrict Account Permissions on Agent Services (Windows) Policy

Search Results for Restrict

4 ltems

All~ Restrict Account Q X

NAME + TvPE MODIFIED
DocTest - Restrict Account Permissions on Agent . Remote Scheduled Client Command  2/19/20, 415PM
Restrict Account Permissions on Agent Services (.. Remote Scheduled Client Command  6/25/20, 712AM
Restrict Account Permissions on Services (Script) . Agent Executed Powershell Script — 6/25/20, 712 AM

Restrict Account Permissions on Services (Windo. Remote Client Task 6/25/20, 712 AM

DESCRIPTION

This policy restricts acccess on the selected servi.

This policy restricts acccess on the selected servi.

This powershell script will set the given security d.

This task will restrict acccess on the selected serv.

Click onthe Restrict Account Permissions on Agent Services (Windows) policy.

Restrict Account Permissions on Agent Services (Windows)

This item is read-only.

Details Change History Inactive @> | I Duplicate ‘ | More
Scheduled Job Restrict Account Permissions on Agent Services (Windows)
Details Karme £
Description This policy restricts acccess on the selected services to only the system and selected accounts. No other ..
Computer Groups Targeted G o)
Deployment @ Not deployed (Policy is inactive)
Job Settings Command Restrict Account Permissions on Services (Script) (Windows)
Services * Al
ArelliaAgent
b Administrators
Job Schedule
Specify the triggers of this job. Triggers define the Defauit: Upan task creation/moification

time or events that will cause this policy will be run.

1 hour for a duration of 24

add Trigger
Job Conditions

Spesity the conditions that, along with the o Start the task only if the-computer is die
trigger, determine whether the task should run & onions

The task will not run if any condition here is not e

. To customize the policy click Duplicate.

Create a copy of Restrict Account Permissions on Agent Services (Windows)

Name

Copy of Restrict Account Permissions on Agent Services (Windows)

5. Customize the name of the copied policy and click Create.
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Test Restrict Account Permissions on Agent Services (Windows) = e

Details  Change History Inactive & | C Refresh | ‘ More ‘

Scheduled Job Detell Name Test Restrict Account Permissions on Agent Services (Windows)

Description This policy restricts acccess on the selected services to only the system and selected accounts. No other accounts (including
Administrators) will be able to start/stop or modify the services

1 (1 total endpoints) Add

Computer Groups Targeted Vindows Computers x

Deployment () Not deployed (Policy is inactive)

Job Settings

Command Restrict Account Permissions on Services (Script) (Windows) v
AreliaACSVC dit
Services *
AreliaAgent
User Accounts * Administrators Edit
Job Schedule
Specify the triggers of this job. Triggers define the time or events Upon task creation/madification x
that will cause tis policy will be run Daily at 10:00:00 AM starting Wed Feb 12 2020 (repeating every 1 hour for a duration of 24 hours) x
Add Trigger
Job Conditions
Specify the conditions that, along with the trigger, determine N— & Start the task only I the computer s idle

whether the task should run. The task will notrun if any condition
here iz not true.

Power Conditions (9 Start the task only if the computer is on AC power
@ Stop if the computer switches to battery pawer

Advanced Conditions C® Allow task to be run on demand
@D Runtask as soon as possible after a scheduled start is missed
@D Ifthetask fails, attempt to restart
@D Stop the task if it runs for longer than

If the task is already running, then the following rule applies  Default (Donot start a new instance) v

6. Customize the policy's

o

Scheduled Job Details.

Job Settings.

Job Schedule.

Job Conditions.
. Under Services the Arellia Application Control Service and Arellia Agent Service are present by default. Add any services you might also want to protect. Use the search field to find and specify other service names.
ForUser Accounts use Editand use the search field to find specific user accounts that have permissions to make changes to the specified services. Administrators are present by default, if you wish to limit to only a subset of
users with administrative rights, create a group and update accordingly.

N =05 o o

7. Click Save Changes.
8. Setthe policy to Active.

Note: If you wish to update a hardened agent, refer to information under the topic Windows Agents .
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This section of the Privilege Manager documentation covers information and step procedures pertaining to Privilege Manager agents installed on macOS.
The following topics are available:

Agent Configuration

Agent Hardening

Modify Update Agent Commands (MacQS) Policy
MacOS Agent Utility Preference Pane

Terminal Commands

Finding Logs without using the Agent Utility

Using an MDM Profile for your Agent
Troubleshooting
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Agent Configuration

Under each macOS Computer Group administrators can specify global application control agent settings for the specific Computer Group.

This configuration defines the default behavior for the Privilege
Manager agent.

Self-Elevation

This configuration setting enables the Request Elevation option
in the right-click context menu. An application policy will need to
be enabled to define what action is applied when a user requests

MName

Description

Platform

Credential @

Allow Self-Elevate

Application Control Agent Configuration Policy (MacOS)

This policy provides global configuration settings for the Mac OS Application Contral Agent.

Mac 08

& Yes

an elevation Menu Text Request run as administrator
Intervals Send Application Action Events 5 Minute(s) v
Task Polling Interval @ 1 Minute{s) v
Application Action Defaults Quarantine Path fusr/local/thycotic/quarantine/
Secure Token (mac0s) Secure Token Enabled Management v

g 77
Application Control Agent Configuration Policy (MacOS) = = ) w
General Change History Inactive @) | C' Refresh | ‘ More ~ ‘
Details

customized via the Menu Text field.
o Default: Request run as administrator

o Defaults:

= Send Application Action Events: 5 Minutes
= TaskPolling Interval: 1 Minute

o Defaults:

= Quarantine Path: /usr/local/thycotic/quarantine/

Details: This section contains the policy details such as name, description, and platform information.
Self-Elevation: This section provides a configuration option to enable the Allow Self-Elevation option. An application policy will need to be enabled to define what action is applied when a user requests an elevation. The menu text can be

Application Action Defaults: This section provides the option to set the quarantine path.

Secure Token (macOS): This section provides an option to specify a macOS admin account that is Secure Token enabled. This account must exist on all LSS managed macOS endpoints.

Delinea

Intervals: This section provides a configuration option to customize the intervals at which the agent will send application action events or how often a Mac OS Agent will callback to the server to see if any tasks have been requested of it.
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With the 10.8 release of Privilege Manager, Thycotic is introducing a Ul based macOS Agent Utility implemented as a preference pane. The utility provides functionality previously only available via Terminal shell commands. The utility allows
customers to easily troubleshoot by

checking an endpoint status.
view an endpoint cache.
view logs in log viewer.

exportlogs.

It also offers Ul guided means to

e register the agent with the server.
o update the endpoint to retrieve latest policies.

Accessing the Agent Utility

To access the Privilege Manager macOS Agent Utility,

1. Open the System Preferences on your macOS endpoint.

Genera

-

Internet
Accounts

Software
Update

Displays

v

Privilege
Manager

afabls

System Preferences

Sign in to your Apple ID
Set up iCloud, the App Store, and more.

Desktop &
Screen Saver

[ X ]
@
Users &
Groups

I
A2

Network

Sidecar

Dock Mission Siri
Control

®© 0 .

Accessibility Screen Time Extensions

9 N =

Bluetooth Sound Printers &
Scanners

o
Wy
e

s Yl N
o &;ﬁ _.._J®
Energy Date & Time Sharing
Saver

Spotlight

Security
& Privacy

Keyboard

®

Time
Machine

Language
& Region

y

Trackpad

Startup
Disk

Sign In

Notifications

Mouse

\

CDs & DVDs

2. Click Privilege Manager to open the preference pane.

General Tab

When alocal admin user opens the utility, the controls to make changes are unlocked. For standard users they are locked, but can be unlocked by providing an administrator user name and password, just as possible with all other preference
panes.
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Privilege Manager

e CICI  Client Items
Agent Information
Computer Name: GarryColby
Agent Id: 0a6d7b20-d37e-4261-ale7-9837a24a6592
Applicable Policies: 4
Cached Client Items: 27

Last Updated: April 24, 2020 at 3:37:04 PM EDT

Server Information

Server URL: https://PrivilegeManagerURL/TMS/

Register

Modify

Click the lock to prevent further changes. Open Log File

Update Client Items

Onthe general tab the utility provides under Agent Information details like the Computer Name, Agent Id, the number of applicable policies and client items cached. It also provides the data/time stamp of the last update.

Under Server Information the Server URL for the current agent registration s listed. Here, administrator users can either Register a not yet registered agent, or modify an existing agent registration.

Use Open Log File to open the agent's log file.

o0 e = agent.log

= e
Reveal Now
£10-4c9d-9210-42dcBACTABAL.

<

Reload

]

Clear

2020-04-28T10:51:04-(INFO)  Running scheduled item *Retry errored TMS Events — Catalina (macOS)"

2020-04-28T10:51:04-[ INFO]

B4~ ‘Attempting to run command Bff26611-9382-43e8-9b0a-abfdd1682076.

282@-04-28T10:51:04~[ INFO]
2020-84-28T10:51:04-[ INFO]
10 -4c90-9" c84cTLBAL

INFO)
INFO
Running client command Retry errored THS Client
Task "Retry errored TMS Events - Catalina (mac0S)" is scheduled st "64/28/2828 10

Running client comnand @ff26611-9382-4308-9b0a-abfddl602076 for scheduled item Retry errored TMS Events - Catalina (macos)

Getting runner for type Arellia.Data.Contracts.Agent.ClientItens.AgentPowershellCommandContract .
Events (MacOS) (Bff26611-9382-43e8-9b0a-abfdd1602076) .
-04:08* 1 minutes from now.

debebead~

2026-84-28T1 INFO) Running scheduled item "Retry errored TMS Events - Catalina (mac0S)"
2020-84-28T10:

Attenpting to run comand DIF26611-9381-4340-9L0N-ALTO1602076.

Running client command 6ff26611-9382-43e8-9bda-abfdd162a76 for scheduled item Retry errored THS Events - Catalina (mac0S)

2020-04-28710:53: 05~}
2871 Getting runner for type A ntlt

Running client command Rntry urrures Tvs Cgont Evnms m::osl (0F126611-9382-4308-9bda-abTdd1662076) .
Task “Retry errored TMS Events - Catalina (mac0S)" is scheduled ot "94/28/2020 10:55:05 -94:00" 1 minutes from now.

debebe

Running scheduled item “Retry errored TMS Events - Catalina (mac0S)"
mm

to run comnand Off26611-9382-4360-9b0s-abfdd1602075.

INFO)

Running client command ff26611-9382-43c8-9b0a-abfdd1602076 for scheduled item Retry errored THS Events - cn-hna (mac0s)

INFO]  Getting runner for type Arellia.Data

INFO)

26-04~28T1 ~[INFO]  Task "Retry errored TMS Events - Catalina (mac0S)" is scheduled at "94/28/2628 10:5:
10f~4C90-920-42dcBLCIUBAA

Running eclient command Retry errored T Chient Events (Mac0S) (Bff26611-9382-43e8-9bda-abfdd1662676) .
6 -04:00* 1 minutes from now.

dobobead-

2020-04-26710:57:07-[INFO)  Running scheduled item *Retry errored TMS Events - Catalina (mac0S)"

2020-04-28710:67:07-[ INFO]

3 to run command @ff26611-9382-43c8-9b8a-abfdd1402076.

~28T10:57 :07-[ INFO)
2026-04-28T1 87-(INFO)
282€-04~-28T710:567:07-[ INFO]
2026-04-28T10:57:07-[ INFO]
116f-4690-9210-42084C94844
2026-04-28T10:59:08-[INFO]  Running scheduled item "Retry errored TMS Events - Catalina (mac0S)",
2020-04-28T10:59:06-[INFO]  Running client command 97f26611-9382-4308-9b0a

Task "Retry errored TMS Events - Catalina (mac0S)" is scheduled at "84/28/2028 10:5!

10:59:08~[ INFO) Yun command Bff26611-9382-4368-9bDa-abfdd1402076.
2826-84-28T1 08-[ INFO]
2026-84-28T1 n—llnrn]
2020-04-28T10:59:08-[ INFO]
10 -4c9d-920: ﬂdcuﬂwwu

08

Task "Retry errored TMS Events - Catalina (mac0S)" is scheduled at "04/28/2028 11:8:

- Running scheduled item "Retry errored TMS Events - Catalina (mac0S)"
Running client command 87f26611-9382-43e8-908a-abldd1682076 for scheduled item Retry errored

2F0-420c8494844)

2028-84-28T1"
2020-04-28T1:
-3b1dd1602676.

to run command @f126611-9392-4358-950

Running client command @ff26611-9382-43e8-9bla-abfdd1602076 for scheduled item Retry errored TMS Events - Catalina (macOS)

Getting runner for type Arellis.Dats.Contracts.Agent.ClientItems.AgentPowershellConmandContract .
Running client command Retry errored TMS Client Events (MacOS) (@ff26611-9382-43eB-9b@a-abfdd1602076).
-94:0¢" 1 minutes from now.

(debebeas—T10f-4c90-9210-620c84c94844)
bfdd1682876 for scheduled item Retry errored THS Events - Catalina (macOS)

Getting runner for type Arellia.Data.Contracts.Agent.ClientItems.AgentPowershellCommandContract .
Running client command Retry errored TMS Client Events (MacOS) (8ff26611-9382-43e8-9b0a-abfdd1682076).
-04:06* 1 minutes from now.

(dobebeak—1181-4c9d-9216-42dc84c94844)

dobobead~

debebead-

THS Events - Catalina (mac0S)

Getting runner for type Arellia.D:
Running c1ient command Aetey errorad TS Cliont Events (MAr0s) (Bfi2661. o382 4dei
Task "Retry errored TMS Events - Catalina (mac0S)" is scheduled at "4/28/2020 11

F10-4c90-920-420cBACIABAL.

baa—ahmauazen)
-04:00" 1 minutes from now.

debobead-

UseUpdate Client Items to trigger a clientitem update. When Update Client Items is clicked and if there are updates to applicable policies or policies are added to the endpoint, the last updated timestamp will change to reflect when the
last client items change on the endpoint happened. The date/time stamp does not reflect when the last update client items command ran, the date/time stamp only updates when there was an actual change on the endpoint.

Reglstering/ModIfying an Agent
Toregister an agent or to modify an existing agent registration via agent utility, follow these steps:
1. Open the Privilege Manager agent utility.

2. Onthe General tab under Server Information click Register or Modify.
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< |2 BEE Privilege Manager Q, Search

Server URL I https://PrivilegeManagerURL/TMS/ I

Ac  Install Code

Cancel Save

Applicable Policies: 4
Cached Client ltems: 27
Last Updated: April 24, 2020 at 3:37:04 PM EDT

Server Information

Server URL: https://PrivilegeManagerURL/TMS/
Register Modify

IJ\
é Click the lock to prevent further changes. Open Log File Update Client Items

1. Enter the Server URL for the agent registration or modified registration.

2. Ifthe agent has been installed without an install code or the agent's registration was revoked, provide an install code to register the agent.

3. Click Save.
Client Items Tab

The Client Items tab provides an overview of all client items on the endpoint. The client items are grouped into the following categories:

e Policies
e Actions
e Commands
e Filters
e Provisioned Resources

The following image shows the client items on the endpoint in an unlocked preference pane with policies expanded.

Delinea
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Allow Chrome Finder Copy
Application Control Agent Configur...

Approve Photos
Basic Inventory (Mac OS)
Cleanup sent Privilege Manager Ev...

Ignore macOS Catalina Software U...
Local User Inventory Policy (MacOS)
MacOS Agent Configuration

Perform Resource Discovery (Mac...
Retry errored TMS Events - Catalin...

P i Al TR AR ek (M A o A

'

Approve & Elevate Energy Saver Pa...

Default File Inventory Policy (MacO...
Elevate Privilege Manager Agent Pr...

E Click the lock to prevent further changes.

Apr 24, 2020 at 3:35:22 PM  406ae3c4-8472-...
Apr 24, 2020 at 3:35:22 PM  99209bff-42c3-...
Apr 24, 2020 at 3:35:22 PM  eObc3c66-¢397-...
Apr 24, 2020 at 3:35:22 PM  b434426a-ffc4-...
Apr 24, 2020 at 3:35:22 PM  47fd39d7-071a-...
Apr 24, 2020 at 3:35:22 PM  3fd4f1c5-446d-...
Apr 24, 2020 at 3:35:22 PM  627455cd-e307-...
Apr 24, 2020 at 3:35:22 PM  6a17e419-2df7-4...
Apr 24, 2020 at 3:35:22 PM  53802082-f55¢-...
Apr 24, 2020 at 3:35:22 PM  00c6185b-d237-...
Apr 24, 2020 at 3:35:22 PM  0c519907-6859-...
Apr 24, 2020 at 3:35:22 PM  4e01149d-53a6-...
Apr 24, 2020 at 3:35:22 PM  dcbcbca4d-f10f-4...

Aee A AAAA -4 ALAF.AA B £A - ~AATAL

Last Updated: April 24, 2020 at 3:37:04 PM EDT

Open Log File

@ < Privilege Manager Q Searct
General [eEHICHE
Name ~  Last Updated Item Id
¥ Policies

AL

Update Client Items

resources collapsed.

®c G

Name

> Policies
¥ Actions

Privilege Manager

General Client Items

Last Updated

Allow Package Installation

Just-in-Time Group Membership

Deny Execute
Deny Execute Message

Oct 14, 2020 at 3:45:28 PM
Oct 14, 2020 at 3:45:29 PM
Oct 15, 2020 at 3:02:03 PM
Oct 15, 2020 at 3:03:15 PM

» Commands
> Filters
» Provisioned Resources

~

Application Denied Message Action
Application Warning Message Action
Application Approval Request Mess...

E Click the lock to make changes.

Last Updated: October 16, 2020 at 9:25:13 AM EDT

Oct 15, 2020 at 3:04:51 PM
Oct 15, 2020 at 3:06:04 PM
Oct 15, 2020 at 3:09:23 PM

Open Log File

Q

Item Id

2e59b4f0-3415-5d...
4298fd1f-9021-4fb...
010913fe-b098-4e...
d8498d12-4fdd-4...
cf332846-ed44-4...
363ec629-1b68-4...
bb5093a8-880c-4...

Delinea

Use expand/collapse to better navigate through the list of applicable client items on the endpoint. The following image shows the client items on the endpoint in a locked preference pane with policies, commands, filters, and provisioned
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Itis not currently possible to prevent a local administrator account on macOS from starting and stopping a background service like the Privilege Manager agent. The generally accepted best practice is for the end user to log into a "standard”
(non-administrative) account. This should not be a hardship in conjunction with Privilege Manager, once an appropriate but limited set of tools are enabled for the end user.

When the Privilege Manager agent is installed on a Mac endpoint, three processes run in the background. Two of these are macOS launch daemons that run as root, and the third is a macOS launch agent that runs in the current user's context.
These processes are run by the launchd process, which will automatically relaunch them if they are terminated. Moving Privilege Manager to the Trash in an attempt to disable the functionality will not be allowed by the Finder while the
processes are still running; bypassing this requires administrative privileges.

Note: The term "launch agent" has a specific meaning in macOS, and is not related to the use of the word "agent" to describe the Privilege Manager endpoint software.

In addition, a sudo plugin is installed that connects the sudo command to the Privilege Manager policy engine. This modifies the default behavior of the sudo command.

Possible Areas of Concern

An administrative user could use the launchctl command to disable the Privilege Manager processes (the launch daemons com.thycotic.acsd and Thycotic.Agent.Service and the launch agent Privilege Manager).
To mitigate, create a blocking policy for inlaunchetl. This policy prevents a privileged user from unloading, removing, and/or stopping either of the above LaunchDaemons and LaunchAgents.
The application bundle Privilege Manager.app could be deleted from the command line by an administrative user (possibly after first disabling the sudo plugin).

The sudo plugin could be disabled by an administrative user by removing or renaming the file /etc/sudo.conf — this can be done from the Finder (i.e. even if the normal use of sudo is blocked by policies implemented through the plugin
itself, or if the plugin fails to work normally due to other issues with PM).

On most Unix systems the command su can be used to log into the root account (assuming one knows the root password), which gives complete access to the system. On macOS the root account is disabled by default, but can be
enabled by an administrative user; see the Apple support document at https://support.apple.com/en-us/HT204012.

Locations of Privilege Manager Files

The Privilege Manager agent is implemented by files in the following locations:

/Applications/Privilege Manager.app

This application bundle contains the Privilege Manager launch agent and the com.thycotic.acsd launch daemon, which together implement the main functionality of the PM agent.
/Library/Application Support/Thycotic/Agent

This folder contains configuration information and other data necessary for the PM agent.

/Library/LaunchAgents/com.thycotic.acsgui.plist

This file is used by the macOS launchd system service to start the Privilege Manager launch agent when the user logs in.

ILibrary/LaunchDaemons/com.thycotic.agent.plist

This file is used by the macOS launchd system service to start the Thycotic.Agent.Service launch daemon when the Mac starts up.

ILibrary/Extensions

In macOS Catalina and earlier, Privilege Manager installs a kernel extension named ThycoticACS.kext into this folder in order to detect and potentially block application launches, file creation, etc. InmacOS Big Sur and later, this use of
kernel extensions is no longer supported by the system, and so ThycoticACS kext is not installed.

/Library/SystemExtensions

In macOS Big Sur and later, the com.thycotic.acsd.systemextension system extension is automatically copied into this folder when Privilege Manager is first installed. It will remain if Privilege Manager.app is deleted, but can be removed
by an administrative user with the systemextensionctl command. This is currently only possible if SIP is disabled.

Jusr/local/thycotic/agent

This folder contains the launch daemon Thycotic.Agent.Service as well as a number of command line utilities to support the Privilege Manager agent.
/usr/local/libexec/sudo

This folder contains the sudo plugin thycotic_plugin.so that integrates Privilege Manager with the sudo command.

/etc/sudo.conf

This file is added by the Privilege Manager installer to configure the sudo command to use the Thycotic sudo plugin thycotic_plugin.so when it is run from the command line.
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Agents receive new policies on a schedule which can be modified. By default this schedule runs daily at 8 pm.

To create a modified schedule, you have to duplicate the default Scheduled Job and customize the duplicate:

N

w

. Click Duplicate.

. Under your macOS computer group, select Scheduled Jobs.

. Search for and select Update Agent Commands (Mac OS).

4. Enter aname for this duplicated task that reflects its purpose, e.g. if it is supposed to run hourly, reflect it in the name.
5. ClickCreate.
Hourly Update Agent Commands (Mac 0S) X T ]
Details Change History Inactive €@ ‘ C' Refresh ‘ More ~ ‘
Scheduled Job Details Name Hourly Update Agent Commands (Mac 0S)
Deseription When this policy is triggered the Agent will update agent command items.
4
Type Remote Scheduled Client Command (Client tem)
Platform Mac 0§
Computer Groups Targeted 1 (0 total endpoints) Edit
MacOS Computers
Deployment @ Not deployed (Policy is inactive)
Job Settings Command Force Client tem Update Command v
Category * Agent Command M

Job Schedule

Specify the triggers of this job. Triggers define the time or events
that will cause this policy will be run.

un Sep 30 2018 x

6. Under the Job Schedule section,

1. Click onthe x to remove the Daily at 8:00:00 PM ... schedule.

Update Schedule

Begin

0n a schedule

Frequency

Once

Starting

2/5/2021 i)

Show Advanced

2. Click Add Trigger.

®| & vt

cenes! ‘ -

3. Forthe Begin drop-down, keep the On a schedule selection.

4. Forthe Frequency drop-down, select Daily.

5. Click Advanced.

Delinea

6. Make the changes to run the task hourly and specify for how long. For this example we selected to run this task hourly for 52 weeks with an expiration date of one year from the starting date. Setting an expiration date is not required.
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Update Schedule

Frequency

Starting

2/5/2021 B o0s4sAM

Advanced

@D Delay task for up to (random delay)  second(s)

@ Repeatevery 1 Hour(s)

C® Expire | 2/5/2022 B

Hide Advanced

0On a schedule v

Once ~

O @ vutc

Stop all running tasks at end of repetition duration

52 Week(s) v

7. Click Save.

7. Click Save Changes.

Job Schedule

Specify the triggers of this job. Triggers define the time or events
that will cause this policy will be run

Daily at 8:48:00 AM starting Fri Feb 05 2021 (repeating every 1 hour for a duration of 8736 hours)
Add Trigger

Delinea
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In the Mac Terminal application you can perform the following commands directly to your Thycotic macOS agent.
Note: The sudo command may prompt for admin account password verification.

Find this list by entering the following into Terminal:

sudo /ust/local/thycotic/agent/agentUtil.sh

These are the commands returned for the utility:

runschedule -scheduleld {id}
updateclientitems
clientitemsummary

register
-serverUri {http: com/Tms/}
{ )
stop
start
restart
enableverboselogging

disableverboselogging
Command Usage

To perform a command, insert the name of the above command that you need to perform into this command string:

sudo i Jtil.sh [InsertCe fere]

As one example, if you entered an incorrect server name path in the agent installer and Privilege Manager therefore cannot find and register your Mac agent, you can run the command:

sudo i Jtil.sh settmsserver -serverUri ) com/Tms/}

Whichis using the correct server name URI to redirect your agent toward the correct server location.
Or, toregister an agent immediately after updating the Privilege Manager server location, type:

sudo /usr/local/thycotic/agent/agentUtil.sh register

The complete command shell exchange looks like this:

MacBook-Pro:~ sudo i Jtil.sh register
Password:
Initiated registration.
macadmin-MacBook-Pro:~ madadmin$

Delinea
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For troubleshooting your Mac agent, logs are found in the Console application. There are two places to check for logs in Console:

1. You can filter your machine's logs by clicking your machine’s name under Devices and typing “Thycotic" into the top search bar.
2. Thycotic-specific logs are recorded in a Console folder that is titled thycotic (found in the left side bar: Reports | /var/log | thycotic).
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If you utilize an MDM solution, you can create configuration profiles to make management of the agent silent on macOS deployments. We recommend deploying the relevant SYSEX or KEXT profiles prior to the agent deployment.

It is recommended to use the System Extension version, as Apple has deprecated the use of Kernel Extensions. Refer to Software Downloads/macOS Endpoints
System Extension (SYSEX)
I. System Extension Allow Payload

Inside your MDM, create a System Extension Allow profile based on the below information:

e Team Identifier: UIDHBB2D6Q
o Allowed System Extensions: com.thycotic.acsd

11. SYSEX Privacy Preferences Policy Control (PPPC) Full Disk Access Payload

Inside your MDM, create a PPPC profile based on below:

e |dentifier: com.thycotic.acsd
o |dentifier Type: Bundle ID
e Code Requirement:

anchor apple generic and identifier "com.thycotic.acsd" and (certificate leaf[field.1.2.840.113635.100.6.1.9] /* exists */ or certificate 1[field.1.2.840.113635.100.6.2.6] /* exists */ and certificate leafffield.1.2.840.113635.100.6.1.13] /* exists */ and certificate leaf[subject.OU] = UJDHBB2D6Q)
e Service and Key Value: SystemPolicyAllFiles: Allow
11l. (PPPC) Allow Notifications Payload

Refer to: Manage Privilege Manager Notifications on macOS

IV. (PPPC) Allow AppleEvents and Accessibility Payload

Refer to the bottom of the page: macOS Approval Process

Kernel Extension (KEXT)

Apple has deprecated the use of Kernel Extensions. The KEXT version is still available but macOS version dependent. Refer to Software Downloads: macOS Endpoints
I. Kernel Extension Allow Payload

Inside your MDM, create a Kernel Extension Allow profile based on the below information:

e Team ID: UJDHBB2D6Q
* Kernel Extension Bundle ID: com.thycotic.ThycoticACS

11. KEXT Privacy Preferences Policy Control (PPPC) Full Disk Access Payload

Inside your MDM, create a PPPC profile based on below:

o |dentifier: com.thycotic. ThycoticACS
o |dentifier Type: Bundle ID
e Code Requirement:

anchor apple generic and identifier "com.thycotic. ThycoticACS" and (certificate leaflfield.1.2.840.113635.100.6.1.9] /* exists */ or certificate 1[field.1.2.840.113635.100.6.2.6] /* exists */ and certificate leaf[field.1.2.840.113635.100.6.1.13] /* exists */ and certificate leaf[subject.OU] = UJDHBB2D6Q)

e Service and Key Value: SystemPolicyAllFiles: Allow
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Troubleshooting on macOS Endpoints
The following topics offer troubleshooting help for macOS endpoints and agents:
e macOS - FileSystemWatcher

e How to Recover an Unresponsive macOS Endpoint
e Sudo Command Timed Out
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Catalina FileSystemWatcher Issue

There is a known issue on macOS Catalina and later versions, preventing the the agent from receiving notification of events that need to be sent to the server. To workaround this, the Retry errored TMS Events - Catalina and Big Sur
(macOS) policy can be enabled to ensure all events get sent to the server.

The defaults for this new Remote Scheduled Client Command are as follows:

Retry errored TMS Events - Catalina and Big Sur (mac0S) = o
Details  Change History Inactive & C Refresh More ~
Scheduled Job Details Name Retry errored TMS Events - Catalina and Big Sur (mac0s)
Description Scan Agent queue for any events that require retransmission.
p
Platform Mac 05

Computer Groups Targeted (0 total endpoints) Add

1
All macOS Catalina and Big Sur Computers with Application Control Agent Installed (Target) X

Deployment @ Not deployed (Policy is inactive)

Job Settings Command Retry errored TMS Client Events (Mac0S) v

No parameters

Job Schedule

specify the triggers of this job. Triggers define the
time or events that will cause this policy will be run x

t 01 2018 (repeating every 5 minutes for a duration of 24 hours)

e Customize the schedule if necessary to best suit your particular implementation.

e The default resource targets required are specified by default as All macOS Catalina and Big Sur Computers with Application Control Agent Installed (Target). The results of the computer group include any macOS
Catalina computers that have the agent installed and are properly configured for Application Control.

Once the policy is enabled on an endpoint, the agent will perform the Retry errored TMS Client Events (MacOS) command and send any events that have not been sent.
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How to Recover an Unresponsive macOS Endpoint

In case amacOS endpoint ever becomes unresponsive due to conflicting policy configurations, the following steps allow a user to recover the endpoint without having to restore or rebuild the system.

Note: Applies to all macOS versions on which the KEXT is supported.

Turn off the macOS system.

N

Hold downthe +skeysand power the system back on. Keep holding those keys down until it shows that it is booting in single-user mode.

w

Follow the prompts to mount the root device as read-write. It will instruct you to enter the following:

Isbin/fsck -fy
Isbin/mount -uw /

~

Rename the kernel extension so that you can get back to a functioning macOS:

cd /Library/Extensions
mv ThycoticACS.kext ThycoticACS.kext.org
exit

o

The system will restart.

o

. Disable and/or delete policies that are causing the issue.

~

Update client items before renaming the kernel extension and having it start automatically. You can force client item updates by performing the following in Terminal.app:

sudo i i h

©

. Restore the kernel extension in Terminal.app:

cd /Library/Extensions
sudo mv ThycoticACS.kext.org ThycoticACS.kext
exit
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Sudo Command Timed Out

Some users running Privilege Manager agent v10.8.1019 and above on macOS 10.15 or higher may experience an issue running sudo commands in Terminal, with the following output:
Evaluating command \<command\>...

Timed out waiting for response from Privilege Manager

LR {5 admin — -zsh — 80x24

Last login: Tue Jan 19 11:34:46 on ttysdee B8
adnin@admins-Mac-2 ~ X sudo fusr/local/thycotic/agent/agentutil.sh updateclienti]
tems

Evaluating command fusr/local/thycotic/agent/agentutil.sh...

Timed out waiting for response from Privilege Manager

adminPadmins-Mac-2 ~

The Privilege Manager macOS agent v10.8.1019 introduced a new feature called the sudo plugin. This allows you to give privileges to specific commands that are run with sudo.
However, the plugin requires Full Disk Access to be granted to the agent. If it is not, then the plugin will fail to evaluate, and you may be prevented from running any sudo commands at all on the endpoint.

To grant Full Disk Access to the Privilege Manager agent manually, go to System Preferences > Security & Privacy » Privacy » Full Disk Access and check the box next to Privilege Manager Security.

®C <[> Security & Privacy Q Seal
General  FileVault irewall
@ Calendars
Allow the apps below to access data like Mail,
= ) Messages, Safari, Home, Time Machine backups, and
i) Reminders certain administrative settings for all users on this
e Mac.

& Photos

Camera £
Micraphone #3
Speech Recognition v u

Accessibility 7

Input Monitoring

Full Disk Access

N e ?

To grant Full Disk Access to the Privilege Manager agent via an MDM Profile, follow the instructions outlined here

After the agent is given Full Disk Access, sudo commands should begin to evaluate successfully. An agent or machine restart may be necessary.
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This section of the Privilege Manager documentation covers information and step procedures pertaining to Privilege Manager agents installed on Unix/Linux systems.
The following topics are available:

e Agent Configuration
e Agent Registration and Status
e Local Agent File Inventor
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Agent Configuration

Under each Unix/Linux Computer Group administrators can specify global agent settings for the specific Computer Group.

ppl 1 Control Agent C: ion (Unix/Linux) Q
General  Change History Active €9 | c
Details
This configuration defines the default behavior for the Privilege Manager Name Application Control Agent Configuration (Unix/Linux)
agent

Description This policy provides glabal configuration settings for the Unix/Linux Application Control Agent
4
Type Application Control Agent Config Policy (Pelicy)
Platform Uni/Linux
Intervals send Application Action Events 5 Minute(s) v
Task Polling Interval ® 5 Minute(s) ~

e Details: This section contains the policy details such as name, description, and platform information.
e Intervals: This section provides a configuration option to customize the intervals at which the agent will send application action events and Task Polling.
o Defaults:
= Send Application Action Events: 5 Minutes
= Task Polling Interval: 5 Minutes
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The Agent keeps a local cache of files that are run though sudo. It keeps a hash of the file and will only run that file if the hash is correct. When a file hash changes, either by being added for the first time, or by updating using the --addfiletocache, a
scheduled task will send this information to the Privilege Manager Server, and will appear in the agent's file inventory.

Sudo Default

The /usriin/sudo command will always be added to the local inventory, this cannot be deleted.

Adding to Inventory

Automatically (sudo/pmsh)

Any commands run via an accepting policy will add the file to the local file catalog, these are then synced to the server's file inventory, an Allow or Elevate policy needs to be in place.
pmsh

pmsh is an open source shell extension to the Privilege Manager agent functionality.

When the pmsh is invoked all commands apart from the built-in shell commands are passed via Privilege Manager's policies stored on the local agent.

When the end user shell has been defined as pmsh, there is no need to prefix every command with sudo. This allows for seamless control/monitoring over all end user commands.
Example use case for implementing pmsh:

By creating a pass through Allow policy of all commands, a user is able to continue working on the agent as they normally are; However, the agent is adding commands to the file inventory and uploading those to the Privilege Manager server for
auditing and built-out of a common list of commands executed.

Additional policies can be defined to Block or Elevate commands deemed appropriate by the administrators.

When the agent is registered with a Privilege Manager server, a /usrbin/pmsh entry is added to the /etc/shells file
Note: pmsh is based on the opensource pdksh shell.

Manually (addtofllecache)

You can add files to the local file catalog, these are then synced to the server's file inventory using the following command:
--addtofilecache

pmagent --privman --addfiletocache /usr/bin/id

pmagent --privman --addfiletocache /usr/binA*

pmagent --privman --addfiletocache /usr/bin/wh\*
Deleting from Inventory (deletefilecache)

You can remove files from the local file catalog using the following command, these are not synced to the server's file inventory using the following command:
--deletefilecache

pmagent --privman --deletefilecache

pmagent --privman --deletefilecache /usr/bin/id

pmagent --privman --deletefilecache /usr/binA*

pmagent --privman --deletefilecache /usr/bin/wh\*
Listing Inventory (listfilecache)

You can list the local file inventory using the following command:
~listfilecache

pmagent --privman --listfilecache

pmagent --privman ~listfilecache /usr/bin/id

pmagent --privman --listfilecache /usr/binA*

pmagent --privman listfilecache /usr/bin/wh\*
Pushing to Privilege Manager Server
There is a scheduled task that will run every 30 second to check for local changes. In the event one is detected, information is sent to the server:

Toreview the Agent task list: pmagent ~list
task: pmagent_processevents

key:  default

when: 2021-02-08 17:27:10

reoccurs:  30s

maxretries: forever

backoff: yes

attempts: 0

expires: 2262-04-12 00:47:16

last tried: never
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To view agent registration and status information, navigate to Admin | Agents.

Agents Q ﬂ @ e

Summary  AgentReports Installation Codes

Managed Operating Systems Agent Registration State Agent Policy State Password Age

For agent setup instructions and specific installation files review this KB article.
Total Agents Installed: 10033

OPERATING SYSTEM = COUNT
Basic Inventory Missing 5
Mac0s 0
Unix/Linux 2
Windows 10 6572
windows 7 3446

The Summary tab provides gauges for

* Managed Operating Systems
* Agent Registration State

® Agent Policy State

* Password Age

Clicking the gauges opens drilldown reports.
The table grid list all endpoint operating systems and the number of endpoints with that operating system. Selecting Unix/Linux shows the list of all agents registered with Privilege Manager, providing the

e Computer Name
e Operating System
e OSName

e \Version

e System Type

< Back 10 Agents
o \ a 0 0
anaged Computers by Operating System
Search
Drag column here for grouping
Computer i Domain i  OperatingSyst. : OSName i Version i Manufacturer i Model i SerialNumber i  SystemType i
Cent0sg-3 Unix/Linux centos 8.3 8.3.201m 64-bit
oL8-3 Unix/Linux oracle linux 8 82 64-bit
oL7-9 Unix/Linux oracle linux 7 78 64-bit
RHEL8-3 Unix/Linux redhat 8 8.3 e4-bit
Cent0S7-9 Unix/Linux centos 7.9 7.9.2009 64-bit
Ubuntu18-04 Unix/Linux ubuntu 18.04 18.04.5 64-bit
RHEL7-9 Uniix/Linux redhat 7 79 64-bit
Ubuntu20-04 Unix/Linux ubuntu 20.04 20.04.1 64-bit

Clicking onacomputer in the list, opens the resource page.
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¢ Back to Managed Computers by Operating System

RHEL8-3 el

Revoke Agent Trust

Name RHEL8-3
Summary
Reports i Created Feb 3,2021, 6:04:29 AM
Policies on Endpoint Modified Feb 3,2021, 6:04:29 AM

License Reser

Monitor Resource g5 @

Task Hist
Computer Group Membership Ith
Known Data Yy Mormal
Basic Inventory a Policy State
Unix/Linux Vigiiaal
File Inventory a
Registration State
File Location
Global Identity W
nfrastructure a Managed or Unmanaged State
Agent
Events i
Application Control "

Application Action

Associations

Registering the Agent

Delinea

The pmagent service isn't required to be running for Privilege Manager policies to be executed, although for scheduled jobs to run successfully, the pmagent service need to be registered, for example:

pmagent --register -u https://192.168.248.201:443 -c WC5W-W2DD-ONLE
Where:

® -uXxxxxxx is the PMServer address and port
® -Cxxxxxx is the agent code

You can append command with a -V for extended output.

Once registered the following is inserted into the /etc/sudo.conf:

Plugin sudoers_policy /optithycotic/lib64/pmsudo_plugin.so
Path noexec /optithycotic/lib64/pmsudo_noexec.so

Once registered the following is inserted into the /etc/shells:
Jusr/bin/pmsh
The Agent will also create a xxxxxx.thyorig and xxxxxx.thybak files of the original files modified.

® thyorig is a copy of the original file before we make any changes.

® thybak is a copy of the file taken before any additional changes made. This is being updated during agent upgrades.
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Privilege Manager Administration

Access to many system administration tasks happens via the Admin menu at the bottom of the left navigation menu.

Client System Settings
File Inventory
Disclose Password

Policy Events
Manage Approvals

Reports X
offline Approvals
-
Actions

Agents

Config Feeds

Configuration

Diagnostics
File Upload
Filters
Folders
Import ltems
Licenses
Log Viewer
Personas
Resources
Roles
Tasks

Users

This section of the Privilege Manager documentation covers how to setup and configure resources listed under the Admin Menu. There are other common tasks an Administrator will do like create, edit, and delete policies, local groups and
users, those are detailed further under their respective sections and are not addressed here under Admin procedures.
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In Privilege Manager, taking action is the name of the Application Control game. Once you know how to accurately identify events via filters, the next crucial step in policy creation is to make stuff happen by applying specific actions to your
filtered targets. This begs the question: what actions are possible to performin Privilege Manager?

The most popular and well-known action categories in Application Control include:

Blocking Actions - Blocking an application simply means: deny it, or prevent it from running.
Monitoring Actions - This is a category of actions that can be applied to unknown applications that attempt to run. Sandboxing is another term often linked to monitoring, because you can create policies that link to reputation

checking tools (like VirusTotal) to perform smart actions once an unknown file's reputation has been verified.

Elevation Actions - Allowing an application to run (allow listing) is good and well for trusted programs, but many trusted applications also require a higher credential set than your end users normally have access to. The elevation
action category will allow an application to run with elevated permissions so any user can, for example, install that trusted HP printer on your network without taking time out of a HelpDesk employee's day. Implementing elevation policies
allow "Least Privilege" to be implemented by your organization, eliminating the need for local users to have full administrator access on their computer.

Workflow Actions - Some actions explicitly enforce an organization's workflow system. The big example here is the “Request Access” action that will prompt a user for the reason they are trying to access an application for verification

purposes and auditing.
* Display Message Actions - Display messages are paired with one of the action types listed above. Display Message Actions are customizable and serve to tell the end user what is happening and why.

For a more complete (and more specific) list of all out-of-the-box Privilege Manager actions and types of actions, see the List of Default Actions topic.
Creating a New Action Manually

1. Navigate to Admin | Actions in Privilege Manager and click Create Action.

2. Fromthe Platform drop-down, select either Mac OS, Unix/Linux, or Windows.

Create Action

Platform

Mac 08
Unix/Linux
‘Windows

[

. Fromthe Type drop-down, select the action type.
4. Name your new action and type a Description, then click Create.

Editing options for actions depend on the type of action selected from the drop-down.

: N
New Command Line Approval Message
Action Details Name New Command Line Approval Message
Description
#
ype Display CLI Approval Message (Application Action)
Platform Mac 03
Settings Message
)
Approval Type v

Using the Command Line Action Editor
Command Line Action types have a built-in text editor to customize the user experience.
The administrator can customize the

e TextColor
e Background Color
e TextStyle.

By default the background and foreground colors will be based on the user's terminal configuration settings. You can use Text Style | Reset toreset to defaults at any point.

The text color can be changed and any color/style customization applies to all text after the specific ANSI control character has been inserted.
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| Text Color Background Color | Text Style

O[32mHello Of36mWorld

Click here for a deep dive on ANSI control codes.


https://en.wikipedia.org/wiki/ANSI_escape_code
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Windows Specific Actions
The following are Windows specific topics on actions:

ActiveX Installer Action

Application Classification Action

Apply Application Compatibility Fix Action
Deny File Access Action

Deny Windows Hooking Action

Encrypt Application Files Action
Endpoint Group Member Approval Action
Set Environment Variable Action
Execute Application Action

Group Member Approval Action
Sandbox Action

Set Process Security Descriptor Action
Adjust Process Rights Action
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Adjust Process Rights Action
This topic explains the Adjust Process Rights Action and Unrestricted Tokens in Privilege Manager.

When elevating process rights with Application Control Solution (ACS) on Windows, there are times when the rights given by ACS appear to be insufficient. The process still doesn't work as it does when the user is logged in as Administrator,
accepts the UAC box, or the process is run with the right-click Run As Administrator option. Sometimes an error is returned stating insufficient rights to access.

Microsoft with the release of Windows Vista introduced changes to security which included creating two tokens for users when they log in. For more information refer to the Microsoft Documentation on Restricted Tokes.

The lower privilege token is the one always used unless the user goes through UAC or other processes. ACS allows administrators to choose which token should be used to elevate certain processes. The lower privilege token, if it works, is the
better option as it has fewer privileges and thus protects the system better. But if necessary, the higher-privilege token can be used by ACS when manipulating the process's security configuration.

The following are the Privilege Manager default Adjust Process Rights Actions. As with all actions delivered with Privilege Manager, these actions cannot be modified. They can be copied and then customized and as many actions as necessary
can be created for a custom implementation:

Add Administrative Rights

Add Administrative Rights - Unrestricted
Adjust Process Rights for Resource Monitor
Remove Administrative Rights

Remove Advanced Privileges Action

Each of those actions has by default Related Items associated, which need to be considered when customizing an action.
Note: The Suppress UAC Consent Dialog (Legacy) action should only be used with Agent versions 10.4 and older.
Ad]ust Process RIghts Actlon Settings Explained

The application action elevates or restricts the permissions and/or privileges held by a process security token. By default, each process inherits the user's security token.

The four main areas to customize are:

Selecting an Action Type, which can either Elevate Rights or Restrict Rights. When the adjustment is a rights restriction, there is an advanced feature that allows you to apply restricted Security Identifiers (SIDs), which further restricts
access to securable objects. More about this under the What is a Restricted SID topic.

Adding or Removing Windows Privileges, these come pre-populated with a set of default recommendations for each out of the box Action. To learn more about these Windows Privileges visit Microsoft's Documentation about User
Rights Assignment.

Adding or Removing Build-in Roles, these are the roles that provide file level access to a system and they are based on group membership.

Adding or Removing Well-known Accounts, these are specifying the integrity levels at which processes can run. Also refer to Microsoft's Documentation about Mandatory Integrity Control.

What is a Restricted SID?

Arestricted ID is an access token that modifies a user's access to securable objects and controls a user's ability to perform various system-related operations on the local computer.

Permissions for HKEY_CURRENT_USER -

Security

Group or user names:

TEJALL APPLICATION PACKAGES

FTIRESTRICTED

82,5YSTEM

3 Michael ‘s R

52, Administrators -e

Permissions for RESTRICTED Alow Deny
Full Cortrol O O
Read O
Special pemissions

For special permissions or advanced seftings,
click Advanced. Advanced

When arestricted process or thread tries to access a securable object, the system performs two access checks, using the

e token'senabled SIDs, and
e thelist of restricted SIDs.

Access is granted only if both access checks allow the requested access rights.

When to use restricted ID

Use arestricted SID to further restrict the applications in the sandbox, which you can use as another method of monitoring. In other words, this is a way to protect yourself against unknown applications if you don't want to implement a blocking
policy.

The restricted SID will allow only Read access to the user registry but not to the local machine registry. Also, restricted processes do not have rights to open any network-based resource, such as file servers. As aresult, the restricted SID will
be able to do very little and apps may not work correctly under this model. Ultimately, apps in the sandbox that have restricted SID applied to them will be severely locked down.

Using Apply Restricted SID

When you select Restrict Rights and then Apply Restricted SID, you add the Restricted SID to the process. When evaluating security for any operation, when there is any Restricted SID specified then not only does the Security Descriptor need
toallow access to the user, but explicitly to the Restricted SID.

How to Add Windows Permissions

Windows permissions are specific OS based permissions to perform actions, like changing system time or taking ownership of a files vs. accessing securable resources. To learn more about these Windows Privileges visit Microsoft's
Documentation about User Rights Assignment.

How to Use Well-known Accounts

In this area you will most likely specify either of the following:


https://docs.microsoft.com/en-us/windows/win32/secauthz/restricted-tokens
https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/user-rights-assignment
https://docs.microsoft.com/en-us/windows/win32/secauthz/mandatory-integrity-control
https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/user-rights-assignment
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High Mandatory Level

Low Integrity Level

Medium Integrity Level

Medium Plus Integrity Level
Restricted Code Well Known Group
System Integrity Level

Untrusted Mandatory Level

These integrity levels determine who else can use a specific process. Processes launched by a standard user are by default medium integrity. Any process that gets launched via an elevated policy has a high integrity level assigned by default.

Processes need to have level parity to be able to utilize each other. This means, if a process is running at a high integrity level and wants to inject code into another process, it can do so if that other process is running at high, medium, or low
integrity levels, but it cannot inject code into system level processes. Processes that run at low integrity levels can be utilized by pretty much any other process, but they cannot reach out to other processes.

New processes are always created with the minimum of the user integrity and file integrity levels. This guarantees that a new process never executes with higher integrity than the executable file.
Example Scenarlo

In Privilege Manager we can use these Well-known Accounts to set or remove level integrity independent of or in combination with any assigned elevation or blocking policies.

For example, Adobe applications are generally part of elevation policies in an organization. As mentioned before an elevation policy defaults to a high integrity level. Due to Adobe interoperability requirements within their product suites and
with processes launched by standard users, it requires medium integrity levels for all Adobe products.

Any elevation policy pertaining to Adobe products, needs an Adjust Process Rights Action that setsthe Well-known Accounts setting to Medium Integrity Level.
Addlitlonal Optlons Explalned

Under Additional Options customers can select to Use User's Unrestricted Token and Disallow changes to the process rights after applying changes.

The use of the unrestricted token option is another level of available customization beyond what can be enabled or disabled via the Adjust Process Rights Settings. Enabling this token presents the user with extra levels of access rights over the
process. If changes to the process rights are disallowed, the user's unrestricted token is valid as long as the pertaining process is running.

For example if you have a standard user policy for a certain process to run at medium integrity level, but you want to enable more rights without fully elevating and granting the process a high integrity level, you can use the unrestricted access
token to fine tune.

Enabling Unrestricted Token Use

To set the unrestricted token, follow these steps:

Select the action of type Adjust Process Rights Action that best fits your specific business need.

Create acopy of that action.

Select the Use User's Unrestricted Token checkbox on the copied action and save the action with a new name (for example "Unrestricted Token - Add Admin Rights").
Add the new action to new policies or change existing policies and remove the old action.

Add the new action and save the changes.

Then update the agent client policies.

The ACS agent must retrieve the details of the new action from the server via the ACS web service.

The change may take a few minutes to reach the client machine after the client policies have updated depending on how busy the server is.

© N O NN

Adjust Process Right for Resource Monitor

The following image shows the default action. To customize make a copy to change any of the default items.

Adjust Process Rights for Resource Monitor S5 = N W

Details Related tems Cl

C Refresh More ~

Action Details
This action manipulates the token of the process the action fiime Adiust Process Rights for Resource Monitor
is applied to. It can be used to elevate a process for a
standard user, or remove rights from a process launched by
an administrator.
Description This actions will adjust process rights necessary to run Resource Monitor.

Bl Windows
Adjust Process Rights Settings
Action Type defines whether the action will add or remove Action Type @ Elevate Rights
privileges to a process. Restrict Rights
i

Windows Privileges lists the privileges to add to the token

when the Action Type is Elevate Rights and removed when

the Action Type is Restrict Rights. All other privileges wil be Windows Privileges
left as defined by the original user token

Built-in Roles adds the specified groups to the token when
the Action Type is Elevate Rights and removes them when
the Action Type is Restrict Rights

Well-known Accounts sets the integrity level of the token.
Using the High Mandatory Level will secure the elevated
application frem other applications running by the user.

Administrators Ed

Built-in Roles

Well-known
Accounts

Additional Options Use user's unrestricted token

) Disallow changes to the process rights after applying changes

Related Item - Policy
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The following image shows the default related item policy for the above action. To customize make a copy to change any of the default items.

Client Option - Elevate Resource and Performance Monitoring

This item is read-only.

General  Policy Events  Change History

Policy Details
Add or update the computer group(s) this palicy applies to .
and change the order that this policy is evaluated when an T:;':le:' o
application executes on the endpoint
Deployment @

Last Modified

Priority *

Description

Conditions

‘Add or update the filters this policy will use to target
applications. Optionally apply filters to explicitly include
and/ar exclude applications, processes, Users, etc.

Applications Targeted

Fitters &

Inclusions
Actions
‘Add or update the actions) applied to the applicatioris iEoas
processes and child processes like deny, add admin fights,
display an approval or usification prompt to the end user
o] Child Actions

‘Audit policy events reports all application executions back
1o Privilege Managers server for this policy

ions &
Actions Audit Policy Events

T \"d
Inactive @ | IT) Duplicate | ‘ More ‘

1(1 total endpoints)
Windows Computers

Not deployed (Poiicy is inactive)
Jul 6, 2020, 1:58:06 PM by Trusted Installer
60

Elevates privileges of users to allow them to run Windows Resource and Perfermance Monitor ut .

Performance Monitor Utility (perfmon.exe)
esource Monitor (resm

No options selected

No options selected

Adjust Process Rights for Resource Monitor

No options selected

Record all activity detected by this policy In Folicy kvents

Delinea
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ActiveX Installer Action

This type of action is a specific use-case for older Windows systems (Windows XP and Windows Server 2003). The ActiveX installer action allows or denies an application to enable standard users to install approved ActiveX components. If
you don't know what ActiveX means, you won't need to use this type of action.

New ActiveX Installer oUW
Details  Related ftems  Change History
Action Details
This action is only supported on Windows XP and Windows i New ActiveX Installer
‘Server 2003 Operating Systems. To elevate ActiveX controls
on new Windows Operating Systems, create and deploy an
ActiveX Group Policy via Privilege Manager.
Description
P
Platform Windows
ActiveX Installer Seftings
To see available ActiveX components, enable the Deny ActiveX Add Deny ActiveX Components
COM Inventory Palicy
Components
i vated Installation
Installation
e ed Installation
Installation

Parameters
The following details can be set on the ActiveX action:

e Deny ActiveX Components, or
e Elevated Installation, or
e Silent Elevated Installation

For those actions for ActiveX, these parameters can be specified:

e Scope by Organization Group

e Searchtext

® Maximum rows returned

e Resources (use the column filter function to locate a resource and click Add)
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This type of action will restrict applications from modifying certain items and will enforce standard Windows ACLs when the targeted application accesses restricted files, folders, registry keys, or services on a computer.

Details  Related ftems

Action Details

New Application Classification Action

Change History

Name

Description

Platform

Settings

New Application Classification Action

Windows

Classification
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Apply Application Compatibility Fix Action

jh EEnvs/a - ]

This type of action will allow old applications that must be run via compatibility mode to execute without manual compatibility adjustments.

New Application Compatibility Fix

Details Related Items Change History ‘ | More v |
AcfionDetalls Name New Application Compatibility Fix
Description This action will apply the specified application compatibility fix
z
Platform Windows.

() standard Layer

Compatibility Layer Settings
(@ Ccustom Layer

Layer Name
Shims Flags

Parameters
The following Compatibility Layer Settings can be set on the Apply Application Compatibility Fix action:
e Customvs. Standard Layer, which lets users select a layer either x86 and x64, x86 only, or x64 only.

e Shims
e Flags
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Deny File Access Action

As the name suggests, this type of action will prevent applications from reading or writing (or both) to certain directories or to certain file types.

New Deny File Access Action A\ d

Details Related

Action Detalts Name New Deny File Access Action
Description
4
Platform Windows

Deny File Access Settings

Deny Access Deny Rea

Deny Write

Path

File Extensions

MIME Types

Parameters

The following Deny File Access Settings can be specified:

Deny Access to read and/or write operations.
Path and possibly subdirectory locations.
Specific file extensions.

MIME types.

Deny Files Read and Write Access Message

This action displays a message to the user informing that an application will be restricted from certain file access. The Deny Read/Write Access to Microsoft Office Document Files Action needs to be used with this message.
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Deny Windows Hooking Action

This type of action will limit specified applications from interacting in malicious ways with other applications.

New Deny Windows Hooking Action

Details Rela

Dukass Name New Deny Windows Hooking Action
Description
A
s Windows
Seﬂings There are no configurable settings for this item.

This action does not have any configurable parameters.
Windows Hooking Message

The action displays a message to the user informing them that an application will be stopped from interacting with other applications. The Deny Windows Hooking Action should be used with this message.

Application Control

X
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Encrypt Application Files Action

This type of action will force applications to use Microsoft encryption when saving afile.

New Encrypt Application Files Action

Details Related ltems Change History

Action Details Name New Encrypt Application Files Action
Description
A
Platform Wikt
Encrypt File Settings Path

Include subdirectories
Add File Extensions

File Extensions

Add MIME Ty

MIME Types

Parameters

The following Encrypt Application Files Settings can be specified:

e Pathand the option to include subdirectories.
o File Extensions.
o MIME Types.
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Endpoint Group Member Approval Action

This action can be used for over the shoulder approvals, whether systems are on- or offline. The supervisor approves access by authentication on the user's endpoint system.

1. Navigate to Admin | Actions.

2. ClickCreate.

1. Onthe Create Action modal from the Platform drop-down select Windows.

2. From Type drop-down select Endpoint Group Member Authenticated Approval Action.

3. Enter ameaningfulName and Description.

4. Fromthe Approval Group drop-down, select the group membership of the approver.

Create Action

Platform

Windows

Type

Endpoint Group Member Authenticated Approval Action

Name *

New Endpoint Group Member Authenticated Approval Action

Description

Approval Group *

Web Admin

| Cance

5. ClickCreate.

< Back to Actions

New Endpoint Group Member Authenticated Approval Action

Detalls  Relatedtems  Change History

Application label

Approval status label

Approval status section

Cancel button text

Continue button text

Information section

Action Details Name
Description
Platform

Settings Require approval by a member of the
group @

Window Design Message prompt logo

|_choose File | No file chosen

New Endpoint Group Member Authenticated Approval Action

Windows

Web Admin

Application:

Approval status

A previous request for this application has been submitted for review

Cancel

Continue

This application has not been approved for use according to corporate policy. Please discontinue use or enter

w

~

o

o

. Click Save Changes.

~

. Under the Actions section, search for and add the action you previously created.

. Navigate to your computer group's Application Policies, click Create Policy or find an existing policy that you want to use for these approvals.

. Clickthe i nextto Deploymentand select Resource and Collection Targeting Update toimmediately send the policy to your endpoint agents.

Delinea

. Under Settings verify the Require approval by a member of the group: contains the correct group. If you ever need to change it, come back to this page and click the group name to access the change modal.
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Policies also automatically update according to a schedule.

Sample Group Member approval notice with approval overlay:

W 2pplication Notice: Windows Calculator =]

Application Notice

;"‘5 . fpplication Natice: Windews Caleulator - Authenti... ||| = |5
iscol

A Enter a user name and password for a member of the
PPl aasibsfameimar group,

User name: =L
Type = m

veveed

Passward: | 8%

Refer to the Endpoint Group Member Authenticated Approvals report to view a history of "over the shoulder" approvals:

Endpoint Group Member Authenticated Approvals

Filter Report | Refresh | CSV | PDF Search
Drag column here for grouping

User i FilePath i Policy Approver : Commandline § Reason
Test Service Now

Application Control . *C:\Windows\sys..  Test
Policy

2
C:\Windows\syst... :ﬁz’ 20201207

Test Service Now

Application Control 3 “C:\Windows\sys..  Test
Palicy

C:\Windows\syst...

9/22/2020 10:36
PM

9/22/2020 10:12
PM

9/22/2020 9:37
PM

9/22/2020 4:50
PM

9/22/2020 4:45

| items per page 1-10 of 10items

Related Topics

e Group Member Authenticated Message Action, which guides you through setting up approvals based on the group membership of the approver.
e Using an Endpoint Group Member Authenticated Message Action, which guides you through setting up over the shoulder approvals that can be used on- and offline with a ServiceNow system integration
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Execute Application Action

This type of action will execute another application and (optionally) wait on that process to complete before the original process can execute.

New Execute Application Action 0> T |
Details  Relatedltems  Change History | crefresn | | More « |
Achion Danaky Name New Execute Application Action
Description This action will execute the specified application
4
Platform Windows

Execute Application Settings o

Command Line

Wait for executable to complete before allowing process to run

Terminate process if exit code:

Parameters

The following Execute Application Settings can be specified:

e anexecutable
e command line arguments
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Group Member Approval Action

This action can be used for approvals that are based on a group membership authentication of the approver.
1. Navigate to Admin | Actions.
2. Search and select Group Member Authenticated Message Action.
3. Click Duplicate.

4. Name your new action and click Create.

. -
New Group Member Authenticated Message Action & g
Details Related ltems Change History C Refresh More
Action Details Name New Group Member Authenticated Message Action

Description This action will display a customized message to the user and requires authentication by a member of the specified

group if the end-user is ot a member.

Settings

This feature is not supported for Azure Active Directory

: Require authentication.
joined computers. Only Domain joined computers will worc

() By the interactive enc-user
(® By amember of the group:

Administrators

Wit for message prompt to complete before running application

Window Design Message prompt logo
Choose File | No file chasen
Application label Application
Authorization information section Please have a member of this group authorize this request to continue.
P
Cancel button text Cancel
Continue button text Continue

o

. Customize the Action based on your specific business requirements.

o

~

Click Save Changes.

@

Navigate to your computer group's Application Policies, click Create Policy or find an existing policy that you want to use for these approvals.

©

Under the Actions section, search for and add the action you previously created.
10. Click Save Changes.
n

Policies also automatically update according to a schedule.

Related topics:

e Endpoint Group Member Authenticated Message Action, which guides you through setting up over the shoulder approvals that can be used on- and offline.

Click thei nextto Deployment and select Resource and Collection Targeting Update toimmediately send the policy to your endpoint agents.

Delinea

Verify the By the member of the group:is active and a group is listed below the button. If you ever need to change it, come back to this page and click the group name to access the change modal.

e Using an Endpoint Group Member Authenticated Message Action, which guides you through setting up over the shoulder approvals that can be used on- and offline with a ServiceNow system integration.
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This type of action will limit the environments in which certain code can execute. The sandbox runs a process in a job object that limits its ability to interact with other processes, as well as limiting some specific types of interactions with the
operating system.

New Sandbox Action

Details Related ltems Change History

Aotion Detslls Name New Sandbox Action
Description
Platform yaiows

Sandbox Action Settings Restrictions @ Limit Desktop

Limit Global Atoms

Limit Display Settings
Limit System Parameters
Limit Write Clipboard
Limit Handles

Limit Exit Windows

Limit Read Clipboard

Parameter

The following Sandbox Action Settings can be enabled:

Limit Desktop

Limit Global Atoms

Limit Display Settings
Limit System Parameters
Limit Write Clipboard
Limit Handles

Limit Exit Windows

Limit Read Clipboard
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Set Environment Variable Action

This type of action sets an environment variable for processes that could change the behavior of an application, or be caught by an Environment Variable filter in another policy.

Action Details

Environment Variable
Settings

Details Related ltems

New Set Environment Variable Action

Change History

Name

Description

Platform

Name

Value

New Set Environment Variable Action

This action will set the specified environment variable.

Windows

Parameters

The parameters for the Set Environment Variable action are setting the name and value of the environment variable.

Delinea
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Set Process Security Descriptor Action

Adjusting Process Security allows a process to be protected from most tampering by users. For example, adjusting process security can restrict who can stop a process from the task manager.

ngum v/ -

New Set Process Security Descriptor

(<]

Details  Related ftems  Change History

ScionDetira Name New Set Process Security Descriptor

This action will apply the specified security descriptor to the process

Description
r
Platform Wi owes
Process Security Details
Afters the process security using the specified Security R — =
Descriptor e

Parameters

The parameters for the Set Process Security Descriptor action are done via resource selection from a list of available security descriptors.
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macOS Specific Actions

The following are macOS specific topics on actions:

Allow Copy Action (MacOS|

AuthorizationDB Right Actions

Command Line Approval Message

Command Line Justification Message Action
Display Advanced User Message Action (MacOS.
Just-in-Time Group Membership Action

Run as User Action

WYSIWYG MacOS Action Message Editor
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Allow Copy Action (MacOS)

Action to allow copying of application on macOS systems.

New Allow Copy Action (Mac0S) o T
Details  Relatedltems  Change History | cremesn | | more v |
Actlon Detels Name New Allow Copy Action (Mac0s)
Description
¥
Platform Macos
Allow Copy Settings s

Parameters

The following Allow Copy Action Settings can be specified:

e Path

Delinea
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AuthorizationDB Right Actions

Privilege Manager provides the following default AuthorizationDB Right actions:

e Activity Monitor Kill Authorization Right (com.apple.activitymonitor.kill)

e Bless Helper Authorization Right (com.apple.ServiceManagement.blesshelper)

o Install Apple Software Authorization Right (system.install.apple-software)

* Modify System Keychain Authorization Right (system.keychain.modify)

e Xcode FLE Authorization Right (com.apple.dt.Xcode LicenseAgreementXPCServiceRights)

Activity Monitor Kil Right (com.apple. k.. This action grants the com.apple.activitymonitor ill right in the auth_.  AuthorizationDB Right Action [
Bless Helper Right (com.apple.Servi bl.. This action grants the com.apple blesshelper DE Right Action [}
Install Apple Software Authorization Right (system.install.apple-soft..  This action grants the system.install.apple-software right in the auth... AuthorizationDB Right Action [}
Modify System Keychain Authorization Right (system keychain.modi..  This action grants the system.keychain.modify right in the authoriza.. ~ AuthorizationDB Right Action [
XCode FLE Authorization Right (com.apple.dt Xcode LicenseAgreem... This action grants the com.apple.dt Xcode.LicenseAgreementXPCS..  AutherizationDB Right Action [

Privilege Manager AuthenticationDB actions should not be used with advanced message actions such as Approval, Deny, Justification, or Warning should not be used in conjunction with this action.
Creating a Custom AuthorizationDB Right Action

1. Navigate to Admin | Actions.

2. Click Create Action.

3. Fromthe Platfarm drop-down selectMac OS.

4. From the Type drop-down select AuthorizationDB Right Action.

Create Action

Platform

Mac0S ~

Type

Allow Copy Action (Mac0S)

AuthorizationDB Right Action

Display Advanced User Message (MacOS)
Display User Message

Just-in-Time Group ip Action

5. Enteraname, that allows you to easily identify the action for future use.

6. ClickCreate.

< Back o Actians re
b d (7)

DocTest AuthorizationDB Right Action Q G o

| C Refresh ‘ | More = |

Details  Relatedltems  Change History

DocTest AuthorizationDB Right Action

Action Details Name
Description
4
Type Authorization DB Right (Application Action)
Piatform Mac 08

Authorization DB Right Settings Right Name

7. Under Authorization DB Right Settings in the Right Name field enter the desired authorization database right name.

8. Click Save Changes.
The action can now be added to existing macOS elevation policies or selected at policy creation following the use of Modify Authorization Right on the final create policy wizard page by selecting it from the Right Name drop-down.
Refer to the following examples:

Elevating Xcode

Elevating Modifying the Keychain
Elevating Charles Proxy
Elevating Activity Monitor
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Command Line Approval Message Action
The Command Line Approval Message action allows administrators to prompt command line users on macOS endpoints for an approval request. The action displays text in the command line interface and prompts the user to enter text.
This action is specifically designed to work with the Thycotic macOS sudo plugin and is only intended for commands that run under sudo based on the following use case:

® the user runs sudo <command>
e the user is prompted to supply a justification, which happens directly in the same terminal
e the command is then run with elevation

To create the message action,
1. Navigate to Admin | Actions.
2. Click Create Action.
3. For Platform, select Mac OS.
4. ForType, select Command Line Approval Message.
5. Enter aname and description.

6. Click Create.

Test Command Line Approval Message

Related It

Action Details Name Test Command Line Approval Message
Description
A
Type Display CLI Approval Message (Application Action)
Platform Mac 0S

Settings Message

Approval Type

7. Under Settings for:

o Message, use the color tooling options and editor to add and customize your message prompt for the users.
o Approval Type, from the drop-down select either

= Default Execute Application Request Typeor

= Default Offline Execute Application Request Type.

8. Click Save Changes.

Refer to Using the Command Line Action Editor for information on how to use the editor.

Note: The Command Line Approval Message action is the preferred message action to elevate commands and scripts run under sudo requiring approval.

If there are networking issues, while a CLI approval is being used, the following error might be displayed in Terminal: Error occurred in policy engine. This is due to offline CLI approvals not being supported at this time:


https://docs.delinea.com/online-help/products/pmgr/index.md#using_the_command_line_action_editor
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Command Line Justification Message Action

This message action prompts the user for a justification when using Terminal to execute commands and scripts under sudo. This action is specifically designed to work with the Thycotic macOS sudo plugin and is only intended for commands
that run under sudo based on the following use case:

e the user runs sudo <command>
o the user is prompted to supply a justification, which happens directly in the same terminal
e the command is then run with elevation

To create the message action,

Navigate to Admin | Actions.

N

Click Create Action

“w

For Platform, select macOS.

Ea

For Type, select Command Line Justification Message.

o

Enter a name and description.

o

. Click Create.

Test Command Line Justification Message

®

Action Details Name Test Command Line Justification Message
Description
Fa
Type CLI Justification Message (Application Action)
Platform Mac 08
Settings Question Ba

7. Under Settings, use the color tooling options and editor to add and customize your message prompt for the users.
8. Click Save Changes.
Refer to Using the Command Line Action Editor for information on how to use the editor.

Note: The Command Line Justification Message action is the preferred message action to elevate commands and scripts run under sudo.
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Display Advanced User Message Action (MacOS)

Display messages are paired with another action type. They are customizable and serve to tell the end user what is happening and why. Advanced messages pop up in the middle of the screen, whereas Basic User messages appear as smaller
pop-ups directly from the taskbar area.

" ‘aeny 1Y 7)

New Display Advanced User Message Action (MacQs) S W
Details  Relatedftems  Change History C Refresn ‘ | More =
Aotion Detalls Name New Dispiay Advanced User Message Action (Mac0S)

Description
P
Platform Mac0S
settings Title
Message Type Deny Application Message v
Approval type
Message @ 1
Parameters

The following Display Advanced Message Settings can be specified:

o Title
e Message Type, suchas
o Deny Application Message
o Warning Message
o Justify Application Usage
o Deny Application with Justification
o Approval Request Message
e Message, which is the actual text of the message displayed to the user.
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Just-in-Time Group Membership Action
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This action will add a user to the specified group for a specified time. This action can then be added to a controlling policy to give Just-in-Time elevation to a user. The action is a read-only action by default. To customize this macOS action for

your endpoints, use the Duplicate option.

1. Navigate to Admin | Actions

2. Search for and select Just-in-Time Group Membership from the list of available macOS actions.

3. Click Duplicate.

4. Enter aname for your newly created action and click Create.

New Just-in-Time Group Membership Action
Defails  Relatedltems  Change History
Action Details

This action will add a user to the admin group for a specified
time.

Settings

Enter the name of the group as it will appear on the endpoint
Consider that authorization is checked when the application
is started when you set your duration. You may only need a
few seconds

@ Refresh

Name New Justin-Time Group Membership Action

Description

Type JIT Group Membership (Application Action)

Piatform Mac 0S

Group Name

Duration () Specific lengtn of time 5 Minute(s) v

() Aslong as application is active

Suppress password No
prompts from sudo

while a member of

the group

More -

5. Under Settings specify

1. the Group Name as created on the endpoint.
2. the Durationeither

= setaspecific length of time, here you need to consider that authorization is started when the application starts, or
= use the default as long as application is active.

3. enable the Suppress password prompts from sudo while a member of the groupif the user should not be prompted for the standard user password while in the group.

6. Click Save Changes.

Note: The Suppress password prompts from sudo while a member of the group checkmark is intended for use with scripts that may execute multiple sudo commands, such as the Homebrew installer.

Refer to the topic macOS Homebrew Installer Support for details on the policy setup.
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Run as User Action

The action specifies the username of the account under which to run a command when invoked by 'sudo’.

For example, the /usribinid command prints the current account's username. If a policy is created to match this command with an action that specifies a particular username, then entering "sudo id” will run the "id” command as that user and it

will display that username.
The account must already exist on the endpoint, or sudo will display an error message and exit without running the command.

To create the message action,

Navigate to Admin | Actions

~

Click Create Action.

«w

For Platform, select Mac OS.

Ea

For Type, select Run as User.

o

Enter a name and description.

o

. Click Create.

< Back 1o

s = =
Test Run As User & E & o

Details Related Items Change History C Refresh More ~

Action Details Name Test Run As User

Description

Type Run As User (Application Action)

Platform Mac 0S

Settings Username

Authenticate

Prompt the interactive user to reauthenticate as
themselves before allowing them to run the
command as the specified user.

Password @ No

7. Under Settings for Username, specify as which user to run the command.
8. Under Authenticate you may change the switch to require a password. The default is to run the command as the specified user without prompting for a password.

When the password prompt is enabled, sudo first prompts for the password of the logged-in user before running the command as the specified user. In addition, the action can specify a time interval during which the user will not be re-
prompted for their password when running the command targeted by the policy that contains the action.

9. Click Save Changes.
Time Interval Retentlon

By default, sudo retains the user's authentication for 5 minutes, but different actions can have different intervals. Continuing the example above, if the user runs sudo -k followed by sudo id, which clears the sudo credential cache, the sudo plugin
resets the interval for any Run as User action active for that user. sudo -k followed by sudo id will prompt the user for their password regardless of whether the specified interval has passed, and it will apply to any other command governed by a
run-as-user policy.
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WYSIWYG MacOS Action Message Editor

AllmacOS based Display Advanced Message Action types are supported via an WYSIWYG editor for user friendly editing of advanced message action text. Any HTML based message can be rendered by the Agent on the macOS endpoint.
The editor is currently available for the following actions:

Application Approval Request (with Offline Fallback) Message Action

Application Approval Request (with ServiceNow Request Item Number) Message Action
Application Approval Request Message Action

Application Denied Message Action

Application Justification Message Action

Application Warning Message Action

Actions are read-only and a duplicate needs to be created before any customized message action can be created. Once you create a duplicate, you will see the following under Settings | Message:

=)
<>
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Select font size v Select font family ¥  Format ¥

Application Notice m

The application has not yet been approved for use according to corporate policy. Please discontinue use of enter your justification to continue.

Application {{app-name}}
User {{user-name} }

Type a brief explanation describing why this application is necessary. This explanation will form part of the request and will be reviewed by IT staff in
consideration of this request

Where:

o [1]is the undock button, which allows you to edit the page in full-size view.
o [2]isthe source toggle, which allows you to edit the HTML source for the message action.

The editor comes with various style element options to further simplify the message editing process.
Edit any of the message elements for your users on your endpoints, except for the app-name and user-name variables. Those are system derived.
Any message action should be tested in light and dark mode before populating to endpoints.
Note: You can upload a customlogo, the file size should be under 128 KB and the width should be 500 pixels or less with a maximum hight of 34 pixels.

The logo that is uploaded should NOT be a high-resolution image. Consider that this image will be delivered to every endpoint with every message in which it is used. The smaller the image, the better, for sending the message to the
endpoints and for the endpoint to load the message.
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Message Actions

Messages are the most common application action used in Privilege Manager. These messages are presented for end users on their endpoints. There are two kinds of messages:
e Basic, these display as smaller pop-ups directly form the taskbar area. They display and fade automatically. From the Action Type drop-down these are the Display User Message actions for both Windows and macOS.
e Advanced, these messages display as a user dialog, requiring users to justify access to a certain application or to warn the user. Most of these messages require user interaction, but some can be set to fade in and out for the end user.
From the Action Type drop down these are the Display Advanced Message for Windows and Display Advanced User Message (MacOS) for macOS endpoints.
Both basic and advanced messages are useful for providing feedback to users that an application is being blocked, usage of the application is being logged, or any message that the end user should see.
Basic vs. Advanced Messages

Basic messages briefly pop up from the end user's task bar. They display like other Windows notifications, are shown on the screen, and then disappear without any user interaction required.

Basic messages do not include custom branding or logos. It is easiest to edit basic messages via Privilege Manager's Ul. However, the default message may suffice for some use. Basic messages only display a message. These messages do not
perform an action. For example, the basic Deny Execute Message should be used in conjunction with the Deny Execute action.

Advanced messages display as a new dialog, typically in the center of the screen, and usually require an interactive action from the end user - entering a justification, enter credentials, waiting for approval, selecting a continue or cancel
button, etc

Advanced message actions are used for justification and approval policies. The ‘Application Denied Notification Action'is the only default advanced message that does not require an interactive action from the end user. While this message
has a cancel button to remove the message, this message will fade from the user's screen after a short period of time.

Advanced messages include branding, which can be customized. Some fields are recommended to edit in the XML instead of the UI. These details are expanded in the section on Customizing Advanced Messages.
Types of Advanced Message Actions
There are three categories of advanced messages:

e Advanced Feedback Messages - require information from the end user.
* Approval Request Messages - require information from the end user and approval from the application support team.
* No Required Input Messages - display information to the end user, but do not require information from the end user. May require a button push to clear the message.

Advanced Feedback Messages

Advanced feedback messages require users to justify their need to use an application.

Authentlcatlon Justification Message Actlon

This action will display a customized message to the user, allowing for feedback and requiring authentication before running an application.

" Application Notice: msiexec X

Application Notice

This application has not been approved for use according to corporate policy. Please
discontinue use or enter your justification to continue.

Application: msiexec

Type a brief explanation describing why this application is necessary. This explanation will
form part of the request and will be reviewed by IT staff in consideration of this request.

Reason (required):

Enter your domain account password to continue.

User name: /INPCO1\Admin

Password (required):

Group Member Authenticated Message Action

This action will display a customized message to the user and requires authentication by amember of the specified group if the end-user is not amember. This process is also known as an over-the-shoulder request, meaning that the end-user
will have to get their boss or a member of a specific domain user group to approve the request.

@ Application Notice: msiexec X

Application Notice

This application has not been approved for use according to corporate policy.
Application: msiexec
Date: 11/4/2019 4:22:53 PM

@ This process requires authentication by a member of the following group.
Group name:
Please have a member of this group authorize this request to continue.
User name: MPT-WINPCO1\Administrator
Password (required):

Justity Application Elevation Action


https://delinea.com/

Delinea

This action will display a justification prompt to the user before allowing the application to run. The Justify Application Elevation Action is to be used with the User Requested Run As Administrator filter in an application control policy. This
action collects information from users and creates reports on the server for approval requests.

" Application Elevation: msiexec X

Please provide a reason as to why you require this application to be run with elevated
rights.
Application: msiexec
User: MPT-WINPCO1\Administrator
Type a brief explanation describing why this application is necessary. This explanation will
be recorded and may be reviewed by the IT staff for consideration into corporate policy.
Reason (required):

Continue

Justify Application Message Action

This action will display a justification prompt to the user before allowing the application to run. It is used to collect information from users and create reports on the server with reasons why a user was running an application that hasn't been
approved or denied yet.

" Application Elevation: msiexec X

Please provide a reason as to why you require this application to be run with elevated
rights.
Application: msiexec
User: MPT-WINPCO1\Administrator
Type a brief explanation describing why this application is necessary. This explanation will
be recorded and may be reviewed by the IT staff for consideration into corporate policy.
Reason (required):

Approval Request Messages

The approval request messages are similar to the justification messages because they both gather feedback from end users and report it in the Privilege Manager console. Approval request messages also allow for end-users to see a waiting
screen until their request has been either approved or denied.

Approval Request Form Actlon

This action will display a customized message to the user, allowing for feedback and requiring authentication before running an application.

& Application Notice: msiexec X

Application Notice

This application has not been approved for use according to corporate policy. Please
discontinue use or enter your justification to continue.

Application: msiexec
User: MPT-WINPCO1\Administrator

Type 2 brief explanation describing why this application is necessary. This explanation will form
part of the request and will be reviewed by IT staff in consideration of this request.

Reason

Continue Cancel

Approval Request (with Offline Fallback) Form Action

This action displays an approval request form before allowing the application to run. These messages will then show a waiting screen until the request is either approved or denied by the appropriate Privilege Manager user/admin. With this
advanced message, the same dialogue box as the Approval Request Form Action will appear:
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" Application Notice: msiexec

Application Notice

This application has not been approved. Please discontinue use or enter your justification to
continue,

Application: msiexec

User: MPT-WINPCO1\Admi

strator

Type a brief explanation describing why this application is necessary. This explanation will form
part of the request and will be reviewed by IT staff in consideration of this request.

Reason (required):

Con

Cancel

" Application Notice: msiexec

Application Notice

This application has not been approved. Please discontinue use or enter your justification to
continue.

Application: msiexec

User: MPT-WINPCO1\Administrator

Unable to reach the server for approval, please contact your helpdesk and click the
Generate Verification Code button when they ask.

Generate Verification Code | [ Cancel

No Required Input Messages

Delinea

If the machine is offline or can't connect to Privilege Manager to upload the request, another dialogue box will then appear to prompt the end user to contact the helpdesk and generate a verification code:

No required input messages differ from the advanced feedback message actions because they do not require a justification to continue. End users need only acknowledge the displayed message. This feature requires that the Microsoft .Net
Framework is installed on client machines.

Application Denied Message Action

This action stops an application from being launched and will display a notification of denial to the user attempting to run a process controlled by a policy.

" Application Denied: msiexec

Application Denied thycatic,

This application is not app according to corporate policy.

Application: msiexec
User: MPT-WINPCO1\Administrator

Application Denled Notlification Actlon

This action will display a notification to the user that the process has been denied by a policy. The notification window fades in and out automatically and will close after a defined period of time.

" Application Denied: msiexec

Application Denied

This application is not according to corporate policy.

Application: msiexec

User: MPT-WINPCO1\Administrator

Application Warning Message Action

This action will display a warning to the user before allowing the application to run.

" Application Warning: msiexec

This application has not been approved for use according to corporate policy. Please
review the policy before continuing to use this application.

Application: msiexec

User: MPT-WINPCO1\Administrator

Continue | [ Close
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Types of Basic Messages

Deny Execute Message

This action displays a message to the user informing that an application has been denied execution. The Deny Execute Action needs to be used with this message.

Application Control

Deny Flles Read and Write Access Message

This action displays a message to the user informing that an application will be restricted from certain file access. The Deny Read/Write Access to Microsoft Office Document Files Action needs to be used with this message.

Application Control

Windows Hooking Message

The action displays a message to the user informing them that an application will be stopped from interacting with other applications. The Deny Windows Hooking Action should be used with this message.

Application Control

X

Limit Process Rights for New Applications Message

This action displays a message to the user informing that an application has had its rights reduced. The Remove Administrator Rights or Remove Advanced Privileges Action needs to be used with this message

Application Control

Remove Rights Message

This action displays a message to the user informing them of an associated action. The Remove Administrative Rights Action or Remove Advanced Privileges Action should be used with this message.

Quarantine Message

This action displays a message to the user informing that an application has been quarantined. The File Quarantine Action should be used with this message.

Application Control
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Deny Execute Action
This action stops specific application from executing. It is a default action without any configurable settings. It is a read-only item.

Deny Execute Message

This action displays a message to the user informing that an application has been denied execution. The Deny Execute Action needs to be used with this message.

Application Control
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Deny Execute Message

The Deny Execute Message does not include company branding and is easy to edit in the Privilege Manager console. The default of this basic user message action is displayed like this:

Deny Execute Message

This item is read-only.

Details  Relatedltems  Change History

Action Details
Name
Description
Platform

Display User Message

Settings e,
Message
Icon type
Display Timeout

T O W

1) Duplicate ‘ | More ‘

Deny Execute Message
This action displays a message to the user informing them that an application has been denied execution

Windows, Mac 0S

Application Control

{0} has just been stopped from starting:
Path {1}
Process Id {3}

Error

3 second(s)

Customlzation

1. InPrivilege Manager, search for the default message that will be customized. In this example, we search for the default Deny Execute Message.

2. Select the item from the search resullts.

Search Results for Deny Execute Message

deny execute message| Q s SN Q)

2 ltems T - §

NAME + TveE MODIFIED DESCRIPTION

Company - Deny Execute Message Display User Message Action 12/3/19,6:43 AM This action displays a message to the user informing the...
Deny Execute Message Display User Message Action 7/6/20,1:58 PM This action displays a message to the user informing the...

w

. Thisis aread-only action, to customize the default message, users need to click Duplicate.

Deny Execute Message

This item is read-only.

Defails  Related ltems  Change History

Action Details
Name
Description
Platform

Display User Message :

Settings it
Message
Icon type

Display Timeout

IF) Duplicate | ‘ More ‘

Deny Execute Message

This action displays a message to the user informing them that an application has been denied execution.

Windows, Mac 0S

Application Control

{0) has just been stopped from starting
Path {1}
Process d (3}

Error

3 second(s)

Delinea

4. Enter aname for the new message action. It is recommended to use standard naming conventions with your custom items, e.g. beginning custom names with your company name is a great way to differentiate between the default items

and your customitems.

5. Click Create.

6. Customize the Title and Message, use the Icon Type drop-down to specify the type, and set the Display Timeout.
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Details Related ltems

Action Details

Display User Message
Settings

Company - Deny Execute Message

Change History

Name

Description

Platform

Title

Message

Icon type

Display Timeout

=i

| C Refresh ‘ ‘ More |

Company - Deny Execute Message

This action displays @ message to the user informing them that an application has been denied execution

Wwindows, Mac 0S.

Application Control

{0} has just been stopped from starting:
Path
Process Id {3}

Error

2 Second(s) -

7. Click Save Changes.

Delinea
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Display Advanced Message Action

Display messages are paired with another action type. They are customizable and serve to tell the end user what is happening and why. Advanced messages pop up in the middle of the screen, whereas Basic User messages appear as smaller
pop-ups directly from the taskbar area.

R §
Test Display Advanced Message Action . 2 - J
I
Details  Relatedftems  Change History G Refresh | | More +
Acinnemie Name Test Display Advanced Message Action
Description This action will display a customized message 1o the user, allowing for feedback before running an application.
4
Platform Hindows
Settings
‘This feature is not supported for Azure Active Directory Require authentication:
joined computers. Only Domain joined computers will work. By the interactive end-user
By a member of the group
Wait for message prompt to complete before running application

Parameters
The following Display Advanced Message Settings can be specified:

e Require authentication.
o Bytheinteractive end-user
o By amember of the group
o Wait for message prompt to complete before running application

Further the Window Design parameters can be set. Those settings include customization of company logo for branding, label, status, button, instruction, prompt, and reason texts just to name a view.

Window Design Message prompt logo
Choose File | Nofile chosen
Application laoel Application:
Approval status [abel Approval status:
Approval status section A previous reguest for this application has been submitted for review.
%
Cancel button text Cancel
Continue button text Continue
Information section This application has not been approved for use according to corporate policy. Please discontinue use or enter
your justification to continue.
z
Instruction section Type a brief explanation describing why this application is necessary. This explanation will form part of the
request and will be reviewed by IT staff in consideration of this request
“
Prompt titie Application Notice
Reason label Reason (required):
Refresh button text Refresh
Title Prefix Administrator
User label User:
Examples

e Create Custom Notifications
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Display User Message Action

Display messages are paired with another action type. They are customizable and serve to tell the end user what is happening and why. Advanced messages pop up in the middle of the screen, whereas Basic User messages appear as smaller
pop-ups directly from the taskbar area.

Test Display User Message Action ]
Details  Relatedfems  Change History | @ Refresh | | More
e Name Test Display User Message Action
Description Testing Display User Message action
A
Platform Yaoacws
Display User Message
Settings Title
Message
i
Icon type Information v
Display Timeout 3 Second(s) v

This action is available for both Windows and macOS systems.
Parameters

The following Display User Message Settings can be specified:
Title

Message

Icon type, which can be specified as Information, Warning, Error, Thycotic, or Program.

.
.
.
e Display timeout setting, which can be specified in Seconds, Minutes, Hours, Days, or Weeks.

Examples

e Deny Execute Message
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[priority]: # (3

Create Custom Notifications

The default Application Denied Notification Action can be edited/replaced by a customized notification action to better suite a specific customer need.

Example of Default Notification:

# Application Denied: msiexec X

Application Denied thyeatic,

This appiication is not approved according to orporate poficy.

Application: msiexec

User: MPT-WINPCO1\Administrator
Ciose
Example of Custom Notification:
2 Application Denied: msiexec X

APPLICATION DENIED YOUR LOGO HERE

This application HAS NOT APPROVED BEEN according to cororate policy.

Click here to open a support ticket to review this application for approval.

Application: msiexec

User: MPT-WINPCOT\Administrator

Never Mind

Enable View as XML

To edit the message text the View as XML button has to be enabled in your console.
1. Navigate to and click your user icon, select Preferences.

2. Verify Show "View XML’ Buttonis set to Yes, if set to No change the switch.

Preferences

Details

Preferences.

Your user preferences

Show View XML Button @ ves
Enable Automatic Refresh of Privilege Manager Alertsin 9 Yes

Browser

Number of grid rows 0

Theme Light M

3. Click Save Changes.

C the Denled Actlon

Default Actions shouldn't be edited directly, however Privilege Manager default items can be copied for customization purposes.
1. Inthe top Search box enter Application Denied Notification Action.

2. Click on the name of the Action Application Denied Notification Action.

Delinea
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Action Details

Name

Description

Settings

This feature is not supported for Azure Active Directory
joined computers. Only Domain joined computers will wark.

oW Desxr! Message prompt logo

Appiication label

Information section

Prompt title

Title Prefix

)
Application Denied Notification Action =% = N w
This item is read-only.
Details  Relatedtems  Change History 0] Duplicate ‘ | More = |

Application Denied Nofification Action

This action will display a notification to the user that the process has been denied by a policy. The notification window will.

Require authentication:
By the inferactive end-user
By a member of the group

Wait for message prompt to complete before running application

Application

This application is not approved according to corporate policy.
This applicatien is not approved according te corporate policy.—»

Application Denied

Application Denied

3. Click Duplicate.

4. Enter a customized and meaningful name for the action. It is recommended to use standard naming conventions with your custom items. Beginning custom names with your company name is a great way to differentiate between the

default items and your custom items.

Name

Copy of Application Denied Notification Action

Create a copy of Application Denied Notification Action

=

o

o

Click Create. Once you click Create, the new action page opens.

To upload a customimage file click Choose File. You can upload a custom logo, the file size should be under 128 KB and the width should be 500 pixels or less with amaximum hight of 34 pixels.

The logo that is uploaded should NOT be a high-resolution image. This image will be delivered to every endpoint with every message in which it's used. The smaller the image, the better, for sending the message to the endpoints and for

the endpoint to load the message.

~N

Click Save.

EdIting the Text In the Ul

Privilege Manager makes it very easy to edit the text of a message. The fields are listed in alphabetical order on the item's view page. Compare each field to this overview image:

Prompt title S ISR

Application label Appiication: msiexec
User label *

Title Prefix W[ Appicetion Denied: mierce

Information Section @ s sopicatn s ot aperoved acorang to corperte ot

User: MPT-WINPCO1\Administrator

thycalic,

[ cee ||« Cancel button text

Most of the lines do not include individualized stylings per line. Editing the text in the Ul will simply edit the text as required. The Information Section field includes html formatting for the hyperlink to the corporate policy. That hyperlink will

be removed if the text is edited on the message's edit page.
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Mo Desin Message prompt logo

Choose File | No file chosen

Application abel Application
Information section This application is not approved according to corporate policy.
This application is not approved according to corporate policy.—>
4
Prompt titie Application Denied
Title Prefix Application Denied
User label User.

Note: Itis NOT recommended to edit the Information Section directly on the message's edit page. Instead, editing the Information Section via XML retains the html formatting for this line. If no changes are made to the Information
Section, the html formatting is retained. All other fields can be changed except the Information Section and the html formatting for the Information Section is retained.

EdIting the Text via XML

1. SelectMore anclick View as XML

s eunv/a - u

Test of Application Denied Notification Action

Test of Application Denied Nofification Action

mas .microsoft . com/2083/1@/5el

<CustomXamlExecutionActionContract rellia.com/dc/” smins:

stion to the user that the process has been denied by 2 policy. The notification window will fade in an

</adc:TtemId>

6 ation Action</adc:Name>

7 <adc:ProductId>27bedbBa-db37-4d53-b748-bc66514¢ </adc:Productld>

8 <adc:State 1 Item ">

9 <adc: CreatedByTd> 2deefe6e-598-44ac-ad36- 6alaedfefeay < /adc: CreatedByTd>

ho <adc:CreatedDater

i1 <dc:DateTime>20620-07-07Ta0: 24: 96, 63876252 /dc : DateTime>

h2 <dc:OFfsetMinutesy-248¢/dc: OF Fsetiinutess

iE} </adc:CreatedDates

ha <ade:EffectiveSecuredld>@1117848-22d5-4276-8989-194700733564</ ade : EFfectivesecuradlay
s <ade:EffectiveSecuredInneritedldy77cd2974-8c40-4ae6-931e-Fe60d87781a9 < /adc 1EFfect iveSecuredinheritedld>
hs <adc:TsCreatedstrue</adc: IsCreated>

h7 <adc: ModifiedById>e3644chb-Bd76-4e7e -8399-9288dcBE8bI51 < /adc  ModiFiedBy Id>

hs <adc:ModifiedDate>

12 <dc:DateTine>2020-07-07T00: 24:96.63876252</dc : DateTine>

<dc:Offsetinutes>-248¢/dc: utes>
</adc :ModifiedDate>

VisualStateld»78514323-137

-5332-2065- 281ead 27962 </adc: VisualStateld>

<ade: strnge >
<adc:Tags />
Adjustsession>falsec/AdjustSessions

<Executabler.\ArellisDispl Laction, exe</Executabl
<TerminsteExitCode>@</TerminateExitCode>
<WaitOnApplication>true</WaitOnApplications
<ChildAssociations />
<OFflineApproval Type>0f FlineNotAl lowed< /OFf1ineApprovalType>
<OwnsTtenIds />

<RequireLogon>false</RequireLogon>

<UserGroupld i "true" />

<Xaml>

‘ Edit |

Upload Items File

2. Change the notification text in the XML viewer:

Line 82 has the following:

http:/Awww.example.

'_blank" NavigateUri:

Run>This tion is </R Bold><Ri t d</Ri Bold><Ru according to </Run><Hyperlink TargetNam

Edit this space with the URL and the name of the Hyperlink you would like for your pop up Window.

<Paragraph><Run>Th|s application HAS NOT BEEN APPROVED according to </Run><Hyperlink TargetName-” blank" NavigateUri="http:/ //ww example. i Ri policy.</Run><Run>Click here, </Run><Hyperlink TargetName="_blank"
NavigateUri="http://www.thycotic.com/helpdesk"><Run>to open a support ticket for review this for approval.</Rut perli . </Run></F

3. Change the default timeout:
If you wish to change the default time out for how long the Deny Notification stays up (default is 6 seconds), edit Line 299:

<i:Interaction. Triggers>
<i:EventTrigger EventName="Loaded">

x:Nam¢ C d="{BindingCloseC: Delay="00:00:06" />
ventTrigger>

teraction. Triggers>

Tochange it to 15 seconds, edit this elements delay parameter to 15:

x:Name="Cl ion" Ci "{BindingCloseC Delay="00:00:15" />

4. ClickImport. If you get an error, please address your changes. Errors are indicated with ared dot. Save any edits when resolving errors.
Updating the Policy with the new Actlon

After creating a custom notification action, the policy using the default notification needs to be updated.
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1. Navigate to Application Policies and locate the policy that uses the notification you wish to update.

2. Gotothe Actions section.

Actions
Add or update the action(s) applied to the application's P te
processes and child processes like deny, add admin rights, te Message
display an approval or justification prompt to the end user,
efc.
Audit policy events reports all application executions back cHid At Add Child Actions
10 Privilege Manager's server for this policy
Actions &
Audit Policy Events ® Record all activity detected by this policy in Policy Events
3. Click Edit.
4. Search for the action you just duplicated and modified.
x[c] e a
Application Compatibility Testing & Add Deny Execute s Remove
Test ActiveX Installer @ Add Deny Execte Message @ Remove
Test Adjust Process Rights Action @ Add
Test Adjust Process Rights Action @ Add
Test Application Classification Action® Acdd
Test Application Compatibility Fix @ Add
Test Deny File Access Action@ Add
Test Deny Windows Hooking Action 2 Acd
Test Display Advanced Message Action @ Add
Test Display User Message Action@ Add
Test Encrypt Application Files Action@ Add
‘ Cancel ‘

1. Click Add, to add the action to the right pane of the dialog.
2. Click Remove for the old action used previously.

5. Click Update.

q
Test Deny Application Execution Policy ELE =8 O T W

Save changes? I you press cancel, all your changes will be lost ‘

Deployment @ Not deployed (Policy s inactive)

Last Modified May 15, 2020, 2:38:01 PM by Principal Self Well Known Group

Priority * 3

Description Test security rating policy prevents processes from running.

Conditions:

Add or update the filters this policy will use to target Add Applications Targeted

lications Targeted

applications. Optionally apply filters fo explicitly include App i
and/or exclude applications, processes, users, efc
Fitters &5 . Add Inclusions

Inclusions

—_—— Present in Signed Security Catalog Edit
Actions
Add or update the action(s) applied to the applicatioris — Test Display Advanced Message Action Edit

processes and child processes like deny, add admin rights,

display an approval or justification prompt to the end user,

ete " Add Child Actions
Audit policy events reperts all application executions back ik Actiond

10 Privilege Managers server for this policy

Actions & AuditPolicy Events @ Record all activity detected by this policy in Policy Events

6. Click Save Changes.

Policy changes are automatically propagated to the endpoints. Note, that this might not be instantaneous based on the refresh cycle.
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Unix/Linux Specific Actions
The following Unix/Linux specific action topics are available:

Add to Group Action

Adjust Environment Variable Action
Command Line Justification Message
Command Line Approval Message

Display User Message Action
Run As User Action
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Add to Group Action

The Add to Group action provides group membership to the running process via policy for temporary access.

New Add To Group T T W
Details Related ltems Change History C Refresh ‘ | More ¥ |
Action Details Name New Add To Group
Description
P
Type Add To Group (Application Action)
Platform Unix/Linux
Settings Group Name:
Settings

e Group Name: Specifies the Group Name for the temporary access.
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Adjust Environment Variable Action

The Adjust Environment Variable action is used to customize environment variables on an endpoint.

New Adjust Environmental Variable =X T J

Save changes? If you press cancel, all your changes will be lost. Cancel ‘ ‘Save Changes

Filter Details Name New Adjust Environmental Variable
Description
A
Type Adjust Environmental Variable (Application Action)
Platform Unix/Linux

Settings Add Variabl

KEY VALUE

Settings

e Add Variable: Administrators can add and/or edit one or more variable key:value combinations.
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Command Line Approval Message Action

The Command Line Approval Message action allows administrators to prompt command line users on Unix/Linux endpoints for an approval request. The action displays text in the command line interface and prompts the user to enter text.
To create the message action,
1. Navigateto Admin | Actions.

2. Click Create Action.

Create Action

Unix/Linux v

Type

Add To Group

Adjust Environmental Variable
Command Line Justification
Display User Message

Run As User

w

. ForPlatform, select Unix/Linux.

~

. ForType, select Command Line Approval Message.

o

. Enter aname and description.

o

. Click Create.

Test Command Line Approval Message - *nix V|

Action Details Name Test Command Line Approval Message - *nix
Description
7z
Type Display CLI Approval Message (Application Action)
Platform Unix/Linux
Settings Message

Approval Type 5

7. Under Settings for:

o Message, use the color tooling options and editor to add and customize your message prompt for the users.
o Approval Type, from the drop-down select either

= Default Execute Application Request Typeor

= Default Offline Execute Application Request Type.

8. Click Save Changes.

Refer to Using the Command Line Action Editor for information on how to use the editor.


https://docs.delinea.com/online-help/products/pmgr/index.md#using_the_command_line_action_editor
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Command Line Justification Message Action

The Command Line Justification Message action can be used to provide a customized multi-line justification question to the user.

1. Navigate to Admin | Actions.
2. Click Create Action.

3. For Platform, select Unix/Linux.

4. ForType, select Command Line Justification Message.

5. Enteraname and description.

6. ClickCreate.

Test Command Line Justification Message

Det

Action Details Name
Description
Type
Platform

Settings Question

Test Command Line Justification Message

CLI Justification Message (Application Action)

Unix/Linux

7. Under Settings. use the color tooling options and editor to add and customize your message prompt for the users.

8. Click Save Changes.

Refer to Using the Command Line Action Editor for information on how to use the editor.

Delinea
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Display User Message Action

The Display User Message action provides the option of a customized user message to be displayed to the user at an endpoint.

New Display User Message Action L W]
Details Related items Change History C Refresh ‘ ‘ More ~ ‘
Action Details Name New Display User Message Action
Description
£
Type Display User Message (Application Action)
Platform Unix/Linux
Settings Message
4
Settings

o Message: Multi-line text field for a customized message to be displayed at an endpoint.

Delinea
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Run as User Action

This actions allows a command a user runs on an endpoint to be treated as if a different user ran it.

7

New Run As User & BB < T W]
Details Related Items Change History ‘ C' Refresh | ‘ More ‘
Action Details Name New Run As User

Description

P

Type Run As User (Application Action)

Platform Unix/Linux
Settings Username
Authenticate
Prompt the ive user to h, asth I

Password No

before allowing them to run the command as the specified
user

Settings
e Username: This identifies the username under which to run the command at the endpoint.

Authenticate

By default, the system requires the user to authenticate themselves, before they are allowed to run acommand as the specified user. This can be changed by setting the password prompt to off, and thus disabling the reauthentication.
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Action messages can be localized for user interaction on endpoints. For this to work, create a duplicate the Approval Request Form Action and then view and modify the XML of that duplicated item.
If you look at the xml example code below, you will the <axc:LocaleResourceCollection x:Key="LocaleResources"> element with one child <axc:LocaleResourceSet>. This child is the default language for the approval request, which is English.

To add alocalization such as Spanish:

1. Copy the <axc:LocaleResourceSet>element block including the </ axc:LocaleResourceSet> element.
2. Paste it underneath </ axc:LocaleResourceSet>.

3. Add L "es", @s in <axc:L L "es">.

4. Modify the elements with string values to the correct translation for that language.

For alist of valid language code values, refer to https://docs.microsoft.com/en-us/openspecs/office standards/ms-0e376/6c085406-a698-4e12-9d4d-c3b0ee3dbcsa (the more specific language is used first, such as 'es-ES' for Spanish -
Spain and then the broader 'es’ will be used if a specific language translation is not found, the last resort is the invariant translation)

Example for Spanish

Open this link to access, copy, or download the example xml.


https://docs.microsoft.com/en-us/openspecs/office_standards/ms-oe376/6c085406-a698-4e12-9d4d-c3b0ee3dbc4a
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This topic describes the out-of-the-box actions that are available in Privilege Manager and can be used to make your policy configuration process easy.

Actions Catalog

Here is the complete list of Actions that come with Privilege Manager out-of-the-box, according to OS and category type:

macOsS

Adjust Effective Process Rights
Action

Allow Copy Action

AuthorizationDB Right Action

CLIJustification Message
(Application Action)

Display Advanced Message Action

Justin Time Group Membership
Action

Display User Message Action
Deny Execute Action

Quarantine File Action

Windows

Adjust Process Rights
Action

Add Administrator Rights - Unrestricted

Remove Administrator Rights

Remove Advanced Privileges Action

Application Verifier
Action

Create Children
Processes as User

De-elevate Child Processes

Deny Execute Action

Deny File Access Action

Deny Write Access to Executable Files

Add Administrative Rights

Application Compatibility Testing

Deny Execute

Deny Read/Write Access to Microsoft
Office Document Files

Run as Root

Allow Copy to Applications Directory
Allow Package Installation
Activity Monitor Kill Authorization Right (com.apple.activitymonitor.kill)

Bless Helper Authorization Right
(com.apple.ServiceManagement.blesshelper)

Install Apple Software Authorization Right (system.install.apple-
software)

Modify System Keychain Authorization Right (system.keychain.modify)

Xcode FLE Authorization Right
(com.apple.dt.Xcode.LicenseAgreementXPCServiceRights)

Command Line Justification Message

Application Approval Request (with Offline Fallback) Message
Action

Application Approval Request (with ServiceNow Request Item
Number) Message Action

Application Approval Request Message Action
Application Denied Message Action
Application Justification Message Action

Application Warning Message Action
Just in Time Group Membership Action

Deny Execute Message
Deny Execute

File Quarantine

elevated token.

Adjust the process rights of the application to run as the root user (MacOS)

This action is used by policies that allow users to copy applications to the root Applications directory as standard
users.

This action is used by policies that allow users to run the package installer elevated.

This action grants the com.apple.activitymonitor.kill right in the authorizationdb for the duration of an applicable
process.

This action grants the com.apple.ServiceManagement.blesshelper right in the authorizationdb for the duration of an
applicable process.

This action grants the system.install.apple-software right in the authorizationdb for the duration of an applicable
process.

This action grants the system.keychain.modify right in the authorizationdb for the duration of an applicable process.

This action grants the com.apple.dt.Xcode.LicenseAgreementXPCServiceRights right in the authorizationdb for the
duration of an applicable process

Justification message to execute before allowing the process to continue.

Application Approval Request Message Action for macOS.

This action will display an approval request form for ServiceNow integrations for approval before allowing application
to run on macOS endpoints.

Application Approval Request Message Action for macOS.
This action will display a modal denial notification message to the user and prevent application execution on MacOS.
Application Justification Message Action for macOS.

Application Warning Message Action for macOS.

This action will add a user to a specified group for a specified time.

This action displays a message to the user informing them that an application has been denied execution
This action stops specified applications from executing

This action can be used to quarantine a file by moving it to the default agent quarantine path

This action adds basic administrative rights needed to install and run specified applications

This action adds administrative rights at a higher integrity level for specified applications. Usually you will only need to use this type of action if an application or
installer needs to create a global object, such as a service, or if system changes require unrestricted administrator rights

This action removes administrative rights for specified applications

This action removes advanced privileges for specified applications from the process token

This action triggers application compatibility testing while the process runs and sends the results to the server

Ensures that all child processes are created without administrator rights. Forces all new processes created by the targeted application to be launched by a de-

This action stops specified applications from executing

This action can be used to deny read and write access to Microsoft Office documents

This action can be used to deny write access to common executable files
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Deny Windows Hookin - - ) ) . iy -

Actizn fndow ng Deny Windows Hoaking This action limits specified applications from interacting in malicious ways with other applications

Display Advanced

(Xaml) Windows Application Denied Message Action This action will display a modal denial notification message to the user and prevent application execution on Windows
Message

This action will display a notification to the user that the process has been denied by a policy. The notification windo Il fade in and out and automatically close
Application Denied Notification Action aﬂ‘erap'em‘)’gof‘n&ey et user pr 1edbyapolicy. fication window willfade J utomatically

Application Warning Message Action Application Warning Message Action for Windows.

Approval .Request (with Offline Fallback) This action will display an approval request form for approval before allowing application to run.

Form Action

Approval Request (with ServiceNow . . . . .
I b

Request Item Number) Form Action This action will display an approval request form for ServiceNow integrations for approval before allowing application to run

Approval Request Form Action This action will display an approval request form for approval before allowing application to run

::::'\Oenntlcated SusUfICEtion/MosEags This action will display a customized message to the user, allowing for feedback and requiring authentication before running an application

Group Member Authenticated Message This action will display a customized message to the user and requires authentication by a member of the specified group if the end-user is not a member

Action
Justify Application Elevation Action This action will display a justification prompt to the user before continuing to the process controlled by a policy
Justify Application Message Action This action will display a justification prompt to the user before continuing to the process controlled by a policy
Mobile Approval Request Form Action This action will display a approval request form for approval before allowing application to run.
Display User M . . . . A .
'splayserMessage Deny Execute Message This action displays a message to the user informing them that an application has been denied execution

Action

BIZ';Z:;:S peeUlenciVIIICRCCess This action displays a message to the user informing them that an application will be restricted from certain file access
Limit Process Rights for New

) \ : " .
Applications Message This action displays a message to the user informing them that an application has had its rights reduced

Quarantine Message This action displays a message to the user informing them that an application has been quarantined

Remove Rights Message This action displays a message to the user informing them of an associated action

SWV Global Layer User Message This action displays a message to the user informing them that an application has been placed in SWV global layer

SWV Isolation Layer User Message This action displays a message to the user informing them that an application has been placed in SWV isolation layer

Windows Hooking Message This action displays a message to the user informing them that an application will be stopped from interacting with other applications

Encrypt Common Application

Encrypt Application Files This action can be used to automatically encrypt common application documents using Windows EFS.

Documents
Encrypt Microsoft Office Documents This action can be used to automatically encrypt Microsoft Office documents using Windows EFS.
Execute Application " . . o N .
Action Immediate File Inventory This action will inventory the file being executed
GenericDetourAction Enable UAC Virtualization This action will turn on UAC virtualization for the target process.
Meter Application Action Meter Application Usage This action meters the usage of the specified applications
Quarantine File Action File Quarantine This action can be used to quarantine a file by moving it to the default agent quarantine path
- . This action prevents users from abusing the elevated rights of the application via the file open and save dialogs. This is a recommended action that customers
Restrict File Dialogs Restrict File Dialogs ‘onp 9 9 PP ! P g '
should add to their elevation policies.
Set Environment r r A n ntrol Consen y y . .
Sypp G Ut (N3 el I This action will prevent the UAC consent dialog from being displayed
Variable Action Dialog

Set Process Security Locked down Service Process Security

Descriptor Action Descriptor This action applies a restrictive security descriptor disallowing Administrators the right to terminate the process.

Apply SVS Layer Action ~ Workspace Virtualization Global Layer This action places specified applications in a common Workspace Virtualization global layer

Workspace Virtualization Isolation Layer This action places specified applications in acommon Workspace Virtualization isolation layer

Unix/Linux

Display User Message Action Deny Execute Message This action displays a message to the user informing them that an application has been denied execution

Deny Execute Action Deny Execute This action stops specified applications from executing
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Configuration Feeds are extensions to Privilege Manager. They allow Thycotic to deliver new components/items to Privilege Manager on demand. Simply click through the options in the Config Feeds page.

1. Navigate to Admin | Config Feeds.

2. Browse the available config feeds by expanding Privilege Manager Product Configuration Feeds.
Expand the available product areas to drill-down into the configuration feeds available under:

o Application Control Solution
o Local Security Solution
o Thycotic Management Server Core

Application Control

§ Ignoring macOS Updates
Solution

and up.

Reset ignored macOS
Software Updates

Secondary File Hash
Exclusion Policy

~ Privilege Manager Product Configuration Feeds

» Application Control Solution

» Local Security Solution

» Thycotic Management Server Core

Contains the policy to reset ignored macOS software updates in the Software Update preference pane.

Policy template to exclude non-executable files from the hash process.

Thycotic Policy Framework  Contains the example Thycotic Policy Framework. Installs 28 quick start policies.

UNC Allow Policy Template ~ Contains the UNC Share Allow Policy Template to scan a network share and automatically allow files in MSI, ISO, ZIP files.

UNC Elevation Policy

Contains the UNC Share Elevation Policy Template to scan a network share and automatically elevate MS| and EXE files.

Contains the policy to ignore macOS Catalina in the Software Update preference pane. Only works with the KEXT agent and Catalina, not supported with SYSEX agent or on Big Sur

Template
Visual Studio Installer Contains example filters and a policy for elevating Visual Studio Installers. After the installation the policy needs to be activated. Note: For enhanced security, the policy should
Elevation include a certificate filter when rolled out into a production environment.

Disclose Password HelpDesk

Local Security Solution Tab

Thycotic Management
Server Core

Privileged Behavior Analytics
Integration

Reset Agent Service

Adds the helpdesk tab to the Security Manager console.

Maintenance Resources Contains maintenance gauges, tasks, etc. for optimal TMS performance.

Contains tasks for sending data to Privileged Behavior Analytics (PBA) - requires a SysLog Foreign System to be configured.

Contains a policy to restore the security descriptor on Thycotic Services for Privilege Manager versions prior to v10.7.1.

Permissions
SQL CPU Usage Gauge Contains a gauge and report to monitor SQL CPU usage.
\Fl\ﬁltn;:ws SSRGS Contains Windows Server and Desktop Filters.

Installation, Reinstallation, and Updates

There are three potential options for each of the Configuration Feeds.

e Install: This is the available option for new configuration feeds or when the configuration feed has not previously been installed on the Privilege Manager instance.

e Reinstall: This option is shown when the configuration feed has previously been installed on the Privilege Manager instance.

e Update: This option is shown when the configuration feed has previously been installed on the Privilege Manager instance and an update to the configuration feed is available.
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Config Feeds

NAME

~ Privilege Manager Product Configuration Feeds

~ Application Control Solution

Application Control - Ignore macOS Catalina software update

Application Control - Reset ignored macOS software updates

Control - Secondary Hash

Application Control - UNC Allow Policy Template

Application Control - UNC Elevation Policy Template

~ Local Security Solution

Local Security Solution - Disclose Password HelpDesk Tab

~ Thycotic Management Server Core

Maintenance Resources

Privileged Behavior Analytics Integration

Reset Agent Service Permissions

SQL CPU Usage Gauge

DESCRIPTION

Contains the policy to ignore macOS Catalina in the Software U...

Contains the paolicy to reset ignored macOS software updates in..

Contains the policies for the excluding specific extensions from.

Contains the UNC Share Allow Policy Template to scan a netwo..

Contains the UNC Share Elevation Policy Template to scan a net...

Adds the helpdesk tab to the Security Manager consale

Contains maintenance gauges, tasks, etc. for optimal TMS perf

Contains tasks for sending data to Privileged Behavior Analytic...

Contains a policy to restore the security descriptor on Thycotic

Contains a gauge and report to monitor SQL CPU usage.

LAST UPDATED

7/9/20,1:28 PM

7/9/20,1:28 PM

7/9/20,1:28 PM

11/16/20,11:33 AM

11/16/20,11:33 AM

7/9/20,1:19 PM

7/9/20,1:30 PM

8/31/20,11:13 AM

7/9/20,1:30 PM

7/9/20,1:30 PM

o0

Reinstall
Reinstall
Reinstall
Update

Update

Install

Reinstall
Update
Update

Install

Delinea

Note: If items from a configuration feed are used and have been customized, any reinstallation or update will overwrite those customizations. Always rename modified items or save a copy to provide accidental overwriting.
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The Configuration area in Privilege Manager allows users with Privilege Manager Administrator roles to setup new or change existing configurations for areas like user credentials, foreign systems integrations, or authentication. It lets
administrators specify settings that control Privilege Manager Server and Console behavior via the Advanced tab.

The Change History tab under Configuration provides users an overview of changes made to configuration items.
When clicking the ? to the top right, the Configuration page gives the user an overview of the Key Configuration settings and System Health.
The configuration page is tabulated and offers configuration or review options under the following tabs:

General
Discovery
Reputation
Credentials
Foreign Systems
Roles

Advanced
Authentication
Change History
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Advanced Tab

The Advanced tab lets you configure settings like:

To edit any of the advanced settings, make changes and then click Save Changes.

General

APl Settings
Timeout
Agent
Inventol '
Monitor

Proxy
ServiceBus

Also refer to Security Algorithms.

Delinea
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General System Settings

Under the Privilege Manager Server category, the first section is General settings.

General
Your clientid * @ 00000000-0000-0000-0000-000000000000

Yourtenantid * @ <yourfenantid= onmicrosoft com
Password compiexity for standard users (9 Yes
Save performance counters * @ @ No
System Secret Vautt @ Confijure:

Show acknowledge events * @ @ Yes

Maximum application event count* ( | 1000000

Your client id
This clientid is used by mobile devices for authentication.
Your tenant Id
This tenant id is used by mobile devices for authentication.
Password complexlty for standard users
This setting is set to yes by default, meaning the password complexity rules are enforced when creating or editing a Privilege Manager user resource.
Refer to Password Complexity Enforcement for further details.
Save performance counters
If this setting is selected, the performance counter data will be recorded in the database. Also refer to Delete Old Performance Counter Events.
System Secret Vault
This link lets you configure the foreign system used to store secrets.
Show acknowledge events
If selected then the acknowledge events button will be visible in Policy Events.
1. Setthe switch to Yes to enable the acknowledge events button.

Once you save the changes, you will see an Acknowledge All button on the Policy Events grid after selecting an unacknowledged event.

New Loaded Resource 9/11/202... X

cations R
Administrator Rights Policy

Policy Description
Monitors the execution of applications that are
run with Administrator Rights.

Total Events

3089

Pending Events
3089

Acknowledge Al

Create Filter

Maximum application event count
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This setting specifies the Maximum number of application action events that will be kept in the database. The default setting is 1,000,000. Also refer to Purge Maintenance - Application Control Events.
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API Settings

Enable API

Enabling this setting will allow authorized calls to the public facing application programming interface.

1. Setthe switchto Yes to enable the API.

API Settings Enable API * ® @ VYes

You will need to create an API Client User and assign a role to this user.
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Timeout

These settings specify the system timeout behaviors.

Timeout Session timeout @ 720 minutes
Inactivity timeout @ 360 minutes
Command timeout @ 180 seconds

Session Timeout
This setting specifies the maximum time in minutes for a login session to be active without having to negotiate another token. The default is set to 720 Minutes (12 Hours).
Sesslon Timeout Warning

Two minutes before the set session timeout window expires, Privilege Manager displays a yellow warning with countdown timer to inform users about the pending session timeout.

A ‘Session Timeout Warning: In 40 seconds your session will end and you will be automatically signed out

Inactlvity Timeout

This settings specifies the maximum allowed time for inactivity when logged into the Privilege Manager console. The default is set to 30 Minutes. The session token remains active and does not need to be renegotiated when the inactivity
timeout happens within the specified session timeout window.

Command Timeout

This settings specifies the SQL command timeout. The default is 180 Seconds.
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Agent

Under the Agent section the agent related general configuration items can be specified.

Agent

Mas time skew @

Allow agent certificate mismatch* @

Auto-merge duplicate registrations * ©

Prevent legacy agent registration (10.4 and
older) *

validate agent event signatures *

Agent event signature algorithm @

Allowed agent signature algorithm(s) @

Client item signature algorithm(s) @

Allowed client item signature algorithm(s) &

minutes

e

No

@ Yes

@ Yes

RSASHA256 v

RSA SHAT x
RSA SHA256 X

RSA BHAT x
RSA SHA256

RSA SHAT x
RSA SHA256 x

Max time skew

This setting specifies the maximum time difference (in minutes) to allow client system clocks to be out of sync with the server.

Allow agent certificate mismatch

Enabling this setting, allows agents to communicate with the server even if there is a certificate mismatch

Auto-merge duplicate registrations

By default this setting is enabled. The setting controls whether or not duplicate SIDs detected during agent registration are automatically merged.

Prevent legacy agent reglstratlon (v10.4 and older)

Delinea

Enabling this setting prevents older agents (prior to v10.5) from registering, allowing only agents with valid agent Install Codes. Only enable this option if you are certain your managed computers have all been upgraded to v10.5 or newer

agents.

Valldate agent event signatures

By default enabled, this setting will verify the signature contained within agent events are sent to the server. Any events with invalid signatures are discarded.

Agent event signature algorithm

The default signature algorithm agents will use when sending events to the server. Agents 11.1and newer will use this setting, older agents will use RSA SHA1.

Allowed agent signature algorithm(s)

This setting specifies the algorithm(s) the server should accept for agent event signatures. SHA1 should be left enabled if agents older than 11.1are in the environment.

Client item signature algorithm

This setting specifies the algorithm(s) used to sign client items that are sent to agents. SHA1 should be left enabled if agents older than 11.1 are in the environment.

Allowed client item signature algorithm(s)

This setting specifies the algorithm(s) the agent should accept for client item signatures. Agents 11.1and newer will use this setting, older agents will use RSA SHA1.
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File Inventory Solution

Under the File Inventory Solution the inventory hash algorithm(s) and file extensions used for inclusions and exclusions are specified.

Delinea

e Inventory hash algorithm(s) are the default hash algorithms used for resource inventory. This setting will be used for server-based inventory, and also agent-based inventory unless overridden by agent configuration.
® ISO contents filters with default extensions of .exe, .cat, and .zip.
® MSI contents filters with default extensions of .exe, and .cat.

o Package contents filters with default extensions of .exe, .iso, .msi. .cat, .vhd, .vmdk, and zip.

e VHD contents filters with default extensions of .exe, .cat, and .zip.
o ZIP contents filters with default extensions of .exe, .cat, . msi, and .zip.

Inventory Inventory hash algorithm(s) @

150 contents filter @

M contents filter @

Package contents filter @

VHD contents filter @

Zip contents filter @

MD5 x

SHAT %
SHA256 x
Authenticode 2 x

* exe;*.cat;* zip

.exe.cat

* exe* iso* msi.* cat;* vhd:* vmdk:* zip

* exe*cat;* zip

* exe;* cat* msi;* zip

1. Toadd inventory hash algorithms, click Edit. To remove them, click x.

2. Tochange any of the listed file extensions, add or remove extensions directly in the text fields.

3. Make sure to save any changes.
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Monitor Settings

Under the Privilege Manager Server category, the second section is Monitor settings. The Monitor setting is designed to monitor the Worker Role to ensure it is healthy and active. When enabled, the process checks the health at each Ping
Interval and waits until the Timeout value before considering it unhealthy.

Monitor Monitor worker * ©® @ Yes
Base local address (D hitps:/flocalhost,
Ping interval @ 15 seconds
Ping timeout @ 32 seconds

Monitor worker

When this setting is enabled the health of the monitor process will be polled.

Base local address

This setting specifies the base URL of the Monitor process.

Ping interval

Specifies how often the server will attempt to contact the Monitor process to query its health. The default is set to 15 Seconds.
Ping timeout

Specifies how long the server process will wait to hear back from a ping request to the Monitor process. The default is set to 30 Seconds.
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Proxy Settings

The proxy configuration settings are used when a reverse proxy is used with your Privilege Manager instance.

Proxy Use proxy server * @ No

Proxy server @

Fot @ 8080

Proxy server credential ©

Use proxy server

If set, communications will be done via the proxy server specified.

Proxy server

This setting specifies the name or IP address of the proxy server.

Port

This setting specifies the port used for communications to the proxy server.

Proxy Server Credentlal

This link lets you configure the credential used to authenticate with the proxy server.

Delinea


https://delinea.com/

Delinea

ServiceBus

The ServiceBus configuration setting is used when you utilize a Service Bus with your Privilege Manager instance.

ServiceBus Connectivity mode ™ HTTPS

Connectlvity Mode

This setting specifies the connectivity mode for Service Bus. The default is HTTPS, which is also recommended.
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Authentication Tab

The Authentication tab is used for enabling the Authentication Providers used with Privilege Manager. Different authentication providers can be enabled based on configured Foreign Systems. The user logs in by selecting from one of these
active authentication providers on the login page.

Configuration

General  Discovery  Reputation  Credentials  Foreign Systems  Advanced  Authentication  Change History
Authentication
Select the authentication providers you want to use. Azure Active Directory
Domain
Azure Active Directory I}
Domain 2

Azure Active Directory
Domain 3

Azure Active Directory
Domain 4

Note: If you are trying to change your Authentication Provider specifically to NTLM, Privilege Manager runs a verification to make sure the local built-in Administrators Group is in the Privilege Manager Administrators Role.
Managing Auth Providers
After you've configured your SAML identity provider, configured users, and added users/groups to Privilege Manager roles, you should be ready to enable SAML as an auth provider.
Enable a SAML Identity Provider
1. Click the slider on the name of your SAML Identity Provider to enable it and save changes.

NOTE: You can't disable the auth provider used for the current user. To ensure things are setup correctly, you're required to login with a different auth provider before disabling an existing one. You shouldn't rely on a single auth
provider, it's best to have a backup in case of any unexpected foreign systemissues.

Login

After you've saved auth provider changes, you can logout and test your setup.
1. Click the name of your SAML Identity Provider.
2. You'll be redirected to the configured provider, where you can signiin.

NOTE: Make sure you're not already signed into the SAML Identity Provider. For example, if your provider is Okta and you've been using the Okta configuration Ul, it will try to automatically use that user (and if you are not added
to the application, it will fail). It's best to do this in a new Incognito/Private window, and or clear cookies and restart the browser before proceeding.
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Credentials Tab

The Credentials tab lets you configure and add new credentials required for configured Foreign Systems.

Configuration

Azure Service Bus Cregential
Default Proxy Server User Credential
Default User Credential

New User Credential

PM -Test Admin

SCCM Account

General  Discovery  Reputation
Credentials

Titems Q

NAME +

Credentials Foreign Systems Advanced Authentication

DESCRIPTION

Service Bus credential for Mobile app integration

Proxy Server User Credential

Defauit User Credential

New User Credential

‘test admin account

New User Credential

New User Credential

Change History

LAST MOBIFIED BY

Trusted Installer

Trusted Installer

mnin B

“\Administrator

"\Administrator

"\Administrator

\Administrator

Q

* 2 0

LAST MOBIFIED ON
4/16/20,9:25AM
7/6/20,11:27 PM
7/6/20,11:27 PM
4/16/20, 912 AM
8/22/19,10:21 AM
10/24/19, 7:45PM

11/5/19, 5:45AM

1. Navigate to Admin | Configuration and select the Credentials tab.

2. Click Create to add a new credential.

New User Credential
Credential  Change History
Details

Settings.

Password

New User Credential

Description New User Credential

Account Name

o Nopasswordisset  Edit

< o &

C Refresh | ‘ More

Delinea
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User Credentials and Roles
As described for the Roles Tab, Privilege Manager comes with a set of default user roles. Those roles can be edited or new ones can be added to the system.

The role for the Privilege Manager Administrator gives permissions to manage all aspects of the Privilege Manager implementation. As a best practice, it is recommended to set-up roles that limit administrative access to tasks directly related
withausers jobrole.

For integrations with Secret Server keep in mind that Privilege Manger has the ability to use Secret Server as its storage container for credentials. This includes credentials for connecting to integrated systems such as Service Now, as well as
credentials for local accounts that are managed by Local Security in Privilege Manager. Customers can choose to integrate with Secret Server only (no Vault setup) or Secret Server and Vault. Either option requires Authentication Data setup

for Foreign Systems in Privilege Manager. Refer to the Setting up Integration between Privilege Manager and Secret Server topic.
If you are integrating with Active Directory synchronization please refer to Active Directory Synchronization.

Note: If you synced with Azure AD, and then added that user to the Privilege Manager Administrators Role, that Azure AD user has admin rights only, if Azure AD is used as the auth provider. If users login via Thycotic One, use Admin
1 Users to create a new user and then add that new user to the Privilege Manager Administrators Role, refer to How to Add Thycotic One Users Manually.

Create User during Installation

During the installation process the Create User page is where you enter information for the initial Privilege Manager Administrator user. Please remember these credentials as they are necessary to login to the web application after you
complete the installation
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Discovery Tab

This tab is for resource discovery. After a resource is initially discovered by the server, the name is set to New Loaded Resource.... After discovery runs the names of those resources are updated.

Resource Discoverers are selectable under the Advanced section. Resource Discoverers are categorized by Agent and Server Discoverers. Most are selected by default and can be disabled via switch.

Configuration Q e ® o

General  Discovery  Reputation  Credentials  ForeignSystems ~ Advanced  Authentication  Change History

Resource Discovery

After a resource s intially discovered by the server, the
name is set to New Loaded Resource.... After the following

Server Resource Discovery Schedule
Endpoint Resource Discovery Schedule

discovery has run the names of those resources will be 9 Defautt File Inventory Policy (Windows) ®

updated Hide Advanced
Enable or Disable Resource Agent Discoverers

Discoverers C® App Bundle Agent Discoverer O

C® COM Component Agent Discoverer O

C® COM Application Agent Discoverer ©

@ DCOM Agent Discoverer )

C® File Agent Discoverer @

C9 File Agent Discoverer (File Location) @

C File Agent Discoverer (Services) @

C® File Discoverer from ACS Events &

3 File Discoverer from Approval Events &

@ security Descriptor Agent Discoverer O

Server Discoverers

C9 Digital Certificate Server Resource Discoverer @
C® Domain User Group Server Resource Discoverer (O
9 File Digital Signature Resource Discoverer @

(9 Security Descriptor Server Resource Discoverer (D
C® User Server Resource Discoverer @

Refer to Best Practices in the Policy Events section for further details.
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Foreign Systems in Privilege Manager are any systems for which a connections or an integration has to be set-up, providing a system URL (network address) and authentication information. Foreign Systems can be Thycotic or third-party
products and their basic integration set-up in Privilege Manager is alike.

Foreign Systems Tab

Foreign Systems can be configured to allow for integration with other environments. It is recommended to configure at least SMTP and either Active Directory or Azure AD.

In order to use Secret Server as the password vault please review Setting up Integration between Privilege Manager and Secret Server

Configuration

General Discovery Reputation

11 tems Q

NAME +

Active Directory Domains

Azure Active Directory Domains
Azure Service Bus

Privilege Manager Server

Secret Server

ServiceNow

SMTP Server

Symantec Management Platform
SysLog

System Center Configuration Manager

Thycotic One

Credentials

Foreign Systems

Advanced

Q

Authentication  Change History

Foreign Systems can be configured to allow for integration with other environments. It is recommended to configure at least SMTP and either Active Directory or Azure AD

COUNT

Integrations

Thycotic Foreign Systems

® Integration between Privilege Manager and Secret Server
e |ntegration between Privilege Manager and Privileged Behavior Analytics

e Thycotic One and Privilege Manager Cloud

AD Integration

e Setting Up Azure Active Directory Integration in Privilege Manager

Third-Party Forelgn Systems Integration

Setting up an SMTP Server Connection

Setting up a Cylance Connection

Setting up a ServiceNow Ticketing Connection

ServiceNow Application
o ServiceNow Application

o Setting up a ServiceNow Webhook

Setting up a ServiceNow Webhook Connection

Setting up VirusTotal
Setting up an SCCM Connection
Setting up Syslog
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Thycotic Products Integrations
The following topics on integrating Privilege Manager with other Thycotic products are available:
® Integration between Privilege Manager and Secret Server

® Integration between Privilege Manager and Privileged Behavior Analytics
e Thycotic One and Privilege Manager Cloud



https://delinea.com/

Delinea

Setting up Integration between Privilege Manager and Secret Server

Privilege Manager has the ability to use Secret Server as its storage container for credentials. This includes credentials for connecting to integrated systems such as Service Now, as well as credentials for local accounts that are managed by
Local Security in Privilege Manager. Customers can choose to integrate with Secret Server only (no Vault setup) or Secret Server and Vault. Either option requires Authentication Data setup for Foreign Systems in Privilege Manager.

The Secret Server Vault integration for v10.7.1and newer does not require Secret Server to be setup as the authentication provider. Any supported authentication provider can be used, independent from using Secret Server as a Password
Vault.

In Secret Server, Privilege Manager credentials are stored as Secrets, and Privilege Manager uses the Secret Server REST APl to communicate with Secret Server.
For this the proper license types need to be set-up, as Secret Server Express (free) does not support the integration with Privilege Manager.
Verify Web Services are Enabled in Secret Server
As a prerequisite, you need to make sure that your Secret Server instance has Web Services Enabled.
1. Navigate to Admin | Configuration | Application Settings.

2. Verify that under View Webservices the Enable Webservices option is reflecting Yes.

General H Login H SAML H Folders H Local User Passwords H Security ‘

Application Settings

Allow Automatic Checks for Software Updates  Yes
View Webservices

Enable Webservices Yes

3. Navigate to Admin | Users and verify you have a user configured to be used for the credential setup in Privilege Manager. This can be a regular Secret Server user or a Secret Server Application account.

Note: The account needs to have arole with ALL of the following Secret Server permissions.

Add Secret

Administer Configuration
Administer Folders
Administer Licenses
Assign Secret Policy
Create Root Folders
Delete Secret

Edit Secret

Own Secret

View Secret

ﬂ'lg(:ﬂll‘[:, © &
Home

Recent Users

Shared With Me

You are currently licensed for 11 user(s). You currently have 8 enabled user(s)

Favorites ‘ Q
: O user NaME DISPLAY NAME EMAIL ADDRESS ENABLED DOMAIN TWO FACTOR LAST LOGIN

Inbox
O admin admin admin@test.com Yes Local < None > 11/8/2019 11:36 AM

Reports
(] Yes .com < None > 1/13/2021 01:27 PM

Secrets
[ deskuser Help Desk User deskuser@test.com  Yes Local < None > 2/20/2018 04:04 PM
O PMMac PM Mac OS ADmin pmmac@test.com Yes Local < None > 7/10/2019 03:45 PM
O pMMac2 PMMac2 pmmac2@test.com Yes Local < None > 7/10/2019 05:25 PM
O pmuser PM User pmuser@test.com Yes Local < None > 2/20/2018 04:24 PM
O pMwin PM Windows Admin pmwin@test.com Yes Local < None > 2/27/2018 04:31 PM
[ ssadmin Amadeus B. Snivelitch Yes . .com = Nome > 1/26/2021 11:12 AM

4. Inyour Privilege Manager instance, enter the credentials for that user at Admin | Configuration | Credentials . Create/Edit the default Secret Server credential account to specify which account will be used by Privilege Manager to
connect to Secret Server. Depending on your setup, this can be the "Default User Credential” in Privilege Manager.

Setup Authentication Data In Privilage Manager

1. Navigate to Admin | Configuration.
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2. Clickthe Foreign Systems tab.
3. Select Secret Server fromthe list.

4. Inthe Name column click on Default Secret Server.

v 77
Default Secret Server =8 Y ‘ ]

Configuration

ange History C Refresh More

settinge Credential -

Secret Server URL (©

TMSURL )

Integration Features R
Authentication

Secret Server Vault

5. Under Settings, update the following:

1. Credential: This is a Secret Server user (preferably an application account). Refer to required permissions above.

2. Secret Server Url: This is the url that end users use to access Secret Server. HTTPS is required. Also the validation on this field will reach out to Secret Server using the url provided. If it can't be reached, or if the Secret Server
version is lower than v10.6, there will be a 404 not found validation error. The URL needs to be fully qualified ending witha /.

3. TMS Url: Thisis the url to access TMS itsellf. It is the url that end users use to access Privilege Manager, minus the PrivilegeManager/ part at the end of the path. This URL also needs to be well formed and fully qualified ending with a
1.

6. Click Save.
7. Scrolldown to Integration Features | Authenticationand enable Secret Server as the authentication provider by clicking the Setup Secret Server Integrated Authentication link.

8. Set the switch for Secret Server to enabled.

Configuration oy
General Discovery Reputation Advi Authentication Change History
Authentication
Select the authentication providers you want {o use. St The authentication used by the current user cannot be disabled
Default Secret Server

9. Click Save Changes.

After these steps the Secret Server Foreign System is ready for use. If you need to enable or disable features for this integration, the Integration Feature list is below the Settings area on the page. Follow any of the links to turn features onand
off.

Conflgure Privilege Manager Credentlal Vault (optional)

1. Scrolldown to Integration Features | Secret Server Vault and setup Secret Server as the vault by clicking the Secret Server Vault link.

2. Set the switch for the Vault to enabled.

Configuration Q it d

General  Discovery  Reputation  Credentials  ForeignSystems  Advanced  Authentication  Change History

Authentication

Select the authentication providers you want to use.

NTLM

Default Secret server <

On the Password Vault Settings configuration page:

1. Setthe switch Use Secret Serverin order to use Secret Server's vault to store credentials.
2. Enter the username and password for the account that will be used to access Secret Server.

Note: These are the same credentials that will be stored as the Secret Server Default Credential (located at the Admin | Configuration | Credentials tab). If a user already has been entered here, the same account will be
auto populated into the configuration page.

3. Backonthe Password Vault Settings configuration page click Save Changes.

Password Migration
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After the vault and authentication set-up, all passwords are migrated from Privilege Manager to Secret Server. This migration process may take time.
Important Notes

The migration will create a root folder in Secret Server named Privilege Manager Secrets. Do NOT delete this folder. The folder, by default only has the sync account user as an owner, with no other permissions. The permissions on this folder
can be modified to allow helpdesk users or administrators access to the Secrets. Do NOT remove the sync account user's permissions from the folder.

If desired the folder can be moved or renamed within Secret Server.
Templates

There are two Templates that Privilege Manager uses to store Secrets in Secret Server. These templates must exist with the proper fields and be marked as active.
e Password (Template Id: 2): The following fields need to exist on the template:

o Username
o Password

Do NOT mark any other fields in that template as required!
e Windows Account (Template Id: 6003): The following fields need to exist on the template:

o Machine
o Username
o Password

Do NOT mark any other fields in that template as required!

Note: To troubleshoot or remove the integrated configuration, navigate to the Admin | Configuration | Advanced tab in Privilege Manager. Locate the System Secret Vault setting and click the Select Resource link. Here,
auser can manually add and remove the Secret Server vault. If you choose to remove the Secret Server vault, a migration of passwords from Secret Server's vault to Privilege Manager automatically happens.
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Integration between Privilege Manager and Privileged Behavior Analytics

Thycotic's Privileged Behavior Analytics (PBA) SaaS product can be integrated with Privilege Manager cloud instances.

For the integration to work correctly independent of your Privilege Manager instance, you need to have a Thycotic enabled PBA instance.
Refer to the PBA Documentation for details on features and functionality of PBA.

PBA System Settings Details

You will need to retrieve the PBA System Settings details required for setting up the integration in Privilege Manager.

1. Navigate to the PBA Systems Settings page (/system_settings/).

Privilege Manager Integration Settings

Event Post URL hitps:#pmapi-pm-thycotic FIg. S . com
X-API-Key Pz B ey " e o B i P e

Syslog URL pmsyslog-pm-thycotic -t =l Bagelsgefmian com
Syslog Port 5140

2. Use the Syslog URL and port information when setting up the SysLog Foreign System below. Use the Event Post Url and the X-API-Key when setting up the Send Application Events to PBAbelow.
Setting Up PBA Integration on Privilege Manager
Required PBA resources are provided via Privilege Manager Configuration Feeds.
Downloading and Installing the PBA Config Feed

1. Inyou Privilege Manager console, navigate to Admin | Config Feeds.

2. Expand Privilege Manager Product Configuration Feeds.

3. Expand Thycotic Management Server Core.

4. Install Privileged Behavior Analytics Integration.
After the install, proceed to the Foreign Systems setup.
Setting up the PBA SysLog Forelgn System

1. Navigate to Admin | Config and select Foreign Systems.

2. SelectSysLog.

3. ClickCreate.

4. Enter aname and your SysLog server details.

New

Name *

PBA SysLog Server

SysLog server™

5. ClickCreate.

6. Verify that your Protocol, Host, and Port match your SysLog server details (SysLog URL and SysLog Port from the PBA System Settings details).
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PBA SysLog Server

Details  Change History

Foreign System Details

Name PBA SysLog Server

Description New SysLog Server
Selings: Protacol TCP+TLS

Host

Port 5140

Show Advanced

Using the PBA Send Tasks

1. Navigate to Admin | Tasks and from the folder tree select Server Tasks | Foreign Systems.

2. Click PBA - SysLog.

Tasks

Tasks Automation

I~ O3 Jobs and Tasks
v [ Ciient Tasks NAME 1
03 Heipbesk Tasks
v [ infrastructure Scheduled Activities
~ B3 server Tasks Send Endpoint Data to PBA

5items Q

Send AD Group Data to PBA

[ Application Centrol
] ety Sates Send File Data to PBA
O3 EmailTasks Send Policy Data to PBA
[ File Inventory
~ O Foreign systems
3 PBa-systog
O sccm

Send User Data to PBA

a r ® 0

o |

Delinea

3. For Privilege Manager to send data based on any of these task, the PBA SysLog server you created as a Foreign System above, needs to be added as the SysLog System ID. This can either be done

o On Demand when running the task:
1. Select a PBA Data Send tasks and click Run.

2. Specify the SysLog System ID.

Task Name
Interactive run on Tue Aug 11 2020
Data source *
PBA Policy Metadata v

Replace Spaces with underscore *

& No

SysLog System ID *
PBA SysLog Server

3. ClickRun Task.
o By setting up a schedule:
1. Select a PBA Data Send tasks and click View.
2. Under Parameters specify the SysLog System ID.

3. Define aSchedule, by clickingNew Schedule
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« Back to Tasks

Send Endpoint Data to PBA

Detsils  TaskHistory  Change History
Detasc Name Send Endpoint Data to PBA
Description Send File Data to PBA
4
Parameters

Parameters for this task.

Data source * PBA EndPoint Metadata v

Replace Spaces
with underscore *

1 [sysLogSystemip S

Schedules for this task.
Otems  Q

4. Click Save Changes.
Repeat for each of the data sets you want to use in PBA.
Enable Send Application Events to PBA
The config feeds installation also add a remote scheduled client command for PBA to Privilege Manager. The Send Application Events to PBA policy is by default disabled.
1. Under your computer Group navigate to Scheduled Jobs.

2. Onthe Scheduled Jobs page search for PBA and select Send Application Events to PBA.
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Send Application Events to PBA =t ]
Defails  Change History Inactive @ | ( Refresh ‘ More = ‘
Soheduled lab fetal Name Send Application Events to PBA
Description Send Application Events to PBA
i
1(1 total endpoints) Ada
Computer Groups Targeted windows Computers x
Deployment @ Not deployed (Policy is inactive)
Job Settings Command Send Application Events to PBA Y;
PBA APl Endpoint* ()
PBAAPIKey* @
Job Schedule
Specify the triggers of this job. Triggers define the fime or Default: Daily at 12:00:00 AM starting Fri Oct 25 2019 (repeating every 15 minutes for a duration of 24 hiours) =
events that will cause this policy will be run dd Trigger
Job Conditions
Specify the conditions that, along with the trigger, ] B S e
determine whether the task should run. The task will not Mia Conlions z ?
run if any condition here s not true.
Power Conditions 9 Start the task only if the computer is on AC power
C® Stopif the computer switches to battery power
Advanced €9 Allow task to be run on demand
D & Runtask as soon as possible after a scheduied start is missed
& Ifthe task fails, attempt to restart
& Stop the taskif it runs for longer than
\af;;s: E(:sk is already running, then the following rule Dl e AT

o Under Job Settings enter the PBA Event Post URL and X-API-Key details from the PBA system settings information.
o Modify the Job Schedule if customization is required.
o Customize any of the Job Conditions to better fit your implementation.

3. Click Save Changes.

4. Setthe Inactive switch to Active.

5. Next to Deployment click the i icon and select the Resource and Collection Targeting Update task torun.
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Thycotic One and Privilege Manager

Overview

Thycotic One is the single-sign-on provider for Thycotic applications. With Thycotic One, one user account can be granted access to multiple Thycotic products, such as Secret Server, Privilege Manager, DevOps Secrets Vault, and Account
Lifecycle Manager.

Thycotic One enables login integration using the OpeniD Connect protocol, an industry standard single-sign-on method.

Thycotic One is the default identity provider in Privilege Manager Cloud (PMC). When you set up the cloud instance, it will already be configured and ready to use Thycotic One. The initial admin user will log in with their Thycotic One account,
and optionally, all newly created Privilege Manager accounts can be synchronized with Thycotic One, so they can log in that way as well.

Lagging In with Thycotic One

When Thycotic One integration is turned on, all Privilege Manager users can log in either with their local passwords or with Thycotic One. All Privilege Manager permissions and configuration will apply to that user regardless of how they logged
in.

However, the local username and password and the Thycotic One username and password are not necessarily the same thing. In Thycotic One, you'll log in with your email address rather than your username, and the password you use may
very well be different from the Privilege Manager password.

You'll see this on the login page:
| Privilege Manager
) . Log in to your account

Usermname*

Password”

Or log in with

Thycotic One

Clicking Local Login will bypass Thycotic One and allow the user to log in with their local Privilege Manager password. Clicking Thycotic One will redirect the user to Thycotic One to authenticate. Once that is successfully done, the user
will be redirected back to Privilege Manager.

After clicking Thycotic One, users will type their email address and password:

SignIn

Email address.

And then be redirected back to their dashboard in Privilege Manager.
Configuring Thycotic One as a Forelgn System

Thycotic One related configuration details can be accessed under Admin | Configuration. Two items can be customized:

e Credential: This credential is used by the Thycotic One Foreign System.
e The Thycotic One Foreign System.

Editing up the Credential

1. Navigate to Admin | Configuration.

2. SelectCredentials.

3. Click Create to create a new credential to use with Thycotic one or edit details on the existing one. Make sure to provide the correct Thycotic One account name and password information.
4. Click Save Changes

Your Thycotic One credential is listed on the Credentials tab.
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Configuration

General Discovery Reputation
Credentials

Sitems O

NAME +

Azure AD User Credential

Default Proxy Server User Credential

Default User Credential

Credentials Foreign Systems Advanced Authentication

DESCRIPTION

New User Credential

Proxy Server User Credential

Default User Credential

Change History

LAST MODIFIED BY

Principal Self Well Known Group

Trusted Installer

Trusted Installer

[CENONN - |

LAST MODIFIED ON
8/2/19, 216 PM
2/5/21,3:39 AM

2/5/21, 3:39 AM

Thycatic One App Creds

Thycotic One default admin credential

Thycotic One Admin

8/2/19, 216 PM

VirusTotal APl Key

Credential for the VirusTotal API Key

Principal Self Well Known Group

8/2/19, 215PM

Editing the Forelgn System

The Thycotic One Foreign System entry is auto-populated based on the information provided during the registration process as documented in the Cloud Quickstart Guide.

The following steps show how to access the foreign system for edits.

1. Navigate to Admin | Configuration.

2. SelectForeign Systems.

3. Select Thycotic One.

Configuration

Thycotic One

General Discovery Reputation Credentials Foreign Systems Advanced

Thycotic One

Titems Q

NAME DESCRIPTION LAST MODIFIED BY

Jane Doe

Authentication ~ Change History

LAST MOBIFIED

9/14/20, 9:46 PM

=3

4. Customize the Name and Description.

5. Under Settings you may edit:

1. Credential: This is the name of the credential that you created for Thycotic One based on the previous procedure.
2. Thycotic One URL: This s the URL for Thycotic One that is based on the region selection during the setup process.

3. Redirect URL: Thisis the URL to your specific Privilege Manager Cloud instance.

< Back to Configuration
Thycotic One

Configuration  Change History

Foreign System Details

Settings

Name Thycotic One

Description

Type Thycotic One Domain Resource (Resources)

Platform Windows

Credential Thycotic One App Creds -

Thycotic One URL

Redirect URL https:/#

https://thyotic-one s

azurewebsites net/

s=privilegemanagercloud.com/Tms/

a 2 0 0

C Refresh ‘ ‘ More » ‘

Delinea
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Active Directory Integration

By adding an Active Directory Domain the system can synchronize users, groups, and computers. Once configured a directory synchronization task will need to be started to actually import AD information. Default User Credentials need to be
created as well for the system to be able to connect

The following topics are available in the Active Directory (AD) integration section:

* Setting Up Local Active Directory Synchronization
e Setting Up Azure Active Directory Integration in Privilege Manager - v10.6 and up
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Active Directory Synchronization

The following procedures show the steps necessary to set-up Active Directory synchronization in Privilege Manager.

If you already configured the AD Default User Credential skip to the Foreign Systems set-up procedure.

Delinea

Note: For local AD synchronization with Privilege Manager cloud the Directory Services Agent has to be installed. We recommend installing the Directory Services Agent on a system that already has the Thycotic Agent (Core

Agent) installed; however you may also use a domain connected system and newly install both the Core and Directory Services Agent by using the bundled installer.

Set-up AD Defeult User Credential

1. Select Admin I Configuration.

2. Selectthe Credentialstab.

3. Editthe Default User Credential or use Create to add a new user. Set a domain credential with an Account Name and Password that has can read from the Active Directory domain(s).

Y

o

Default User Credential =
Save changes? I you press cancel, ol your changes il be fost. [ cance
Details Nairig Defauit User Credential
Description Defauit User Credential
Settings
Fazteon] Account Name jdoe
e T

4. Click Save Changes and continue with step 2in the Foreign Systems set-up procedure.
Setup Forelgn Systems

1. Select Admin | Configuration.

2. Selectthe Foreign Systemstab.

3. Select Active Directory Domains.

Configuration Q

General Discovery ~ Reputation  Credentials Foreign Systems ~ Advanced  Authentication  Change History

Foreign Systems can be configured to allow for integration with other environments. It is recommended to cenfigure at least SMTP and either Active Directory or Azure AD.

10 Items Q

NAME + COUNT
Active Directory Domains 10
Azure Active Directory Domains 0

4

® 0

&

On the Active Directory Domains page, select Create.

o

Enter a fully qualified domain name and a friendly name.

New

Fully Qualified Domain Name *

corp.local

Friendly Name *

New Active Directory Domain

Credential *
Select.

6. Under the required Credential click Select....
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Select Resource

Name :

Azure Service Bus Credential

Default Proxy Server User Credential

Default User Credential

New User Credential

New User Credential

PM -Test Admin

ga parent

SCCM Account

M4 1+ ¥ 10 v | items per page

Description

Senvice Bus credential for Mobile app
integration.

Proxy Server User Credential

Default User Credential

New User Credential

New User Credential

test admin account

New User Credential

New User Credential

Last Modified By

Trusted Installer

Trusted Installer

“\Administrator

“\Administrator

\Administrator

"\Administrator

\Administrator

Last Modified H

Thu Apr 16 2020 09:25:28 GMT-0400 (Eastem
Daylignt Time)

Tue Jul 07 2020 15:38:33 GMT-0400 (Eastern
Daylight Time)

Tue Jul 07 2020 15:38:33 GMT-0400 (Eastern
Daylight Time)

Thu Apr 16 2020 09:12:33 GMT-0400 (Eastern
Daylight Time)

Tue Jul 07 2020 09:10:10 GMT-0400 (Eastern
Daylight Time)

Thu Aug 22 2019 10:21:08 GMT-0400 {Eastern
Daylight Time)

Thu Oct 24 2019 19:45:36 GMT-0400 (Eastern
Daylight Time)

Tue Nov 05 2019 05:45:08 GMT-0500 (Easter
Standard Time)

1-8ofgitems

| Cancel

~

From the Resources page select a credential.

New

Fully Qualified Domain Name *

corp.local

Friendly Name *

New Active Directory Domain

Credential *

Default User Credential

=

@

Active Directory Details

Once Active Directory is configured a Directory
Synchronization task will need to run to import the
appropriate data. These tasks can be scheduled and
synchronization can be coordinated through one or

another task could synchronize computers daily, and
for specific Organizational Units (OUs) from Active

Directory.
Read more about configuring Active Directory

Settings
The credential used to access Active Directory needs

access to the Active Directory (does not need Domain
Administrator access)

Name

multiple tasks as needed by each specific environment. As Description
an example, one task may synchronize users once a week,

perhaps a third could synchronize a specific LDAP query

s Credential

Fully Qualified
Name

Use LDAPS

Default User Credential

corp.local

Click Create.
New Active Directory Domain o T |
General  Synchronization  Change History ‘ C Refresn | ‘ More ~ ‘

New Active Directory Domain

9. Verify the URL (Fully Qualified Name) is correct.

10. If the domain uses LDAPS, set the switch

1. Click Save Changes.

toenable.

12. Once Active Directory is configured a Directory Synchronization task needs to run to import the appropriate data. Select the Synchronization tab.

Delinea
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New Active Directory Domain

General  Synchronization  Change History @ Refresh | | More + ‘
Import
In order to leverage domain users and group membership [ Users
within application actions and filters, you must import
these objects from Active Directory. L[ mups
O Computers
[0 Custom LDAP Query

Connectivity

YYou have two options to sync local Active

(@ Usea Privilege Manager server that can reach a domain controller on your network
Directory data.

(" Usethe AD Sync Agent that s nstaled an ane of your domain connecled or-premmises. computers designated to perform the syn

For more information, see the AD Sync ~’ Cloud hosted customers likely need to choose this option.

documentation topic.

Server Task Config Once at 12:04:00 PM (UTC) starting Wed Jul 08 2020
Schedule
Damain Pariner (optional) Select
History
Oitems  Q | Run |

13. Select the task(s) you want to perform:

1. Import:

= Users

= Groups

= Computers

= Custom LDAP Query
2. Connectivity, via either

= Privilege Manager server that can reach adomain controller on your network:

1. Synchronization Task Config:
= Schedule - Schedules help keeping your system in sync with your domain updates.
= Domain Partner (optional)

2. Click save Changes.

3. Click Run, to manually run the task on demand.

Delinea

= Directory Services Agent that is installed on one of your domain connected on-premises computers designated to perform the sync. Cloud hosted customers likely need to choose this option.

You have two options to sync local Active

; O Use a Privilege Manager server that can reach a domain controller on your network.
Directory data

hosted customers likely need to choose this option.
For more information, see the AD Syn b R0

documentation topic

Agent Policy Config Once at 8:59:00 AM starting Sat Aug 29 2020

Schedule

Agent Computer

Domain Partner DNS Name (optional)

New Active Directory Domain = 4 7]
Save changes? If you press cancel, all your changes will be lost | Cance | Save Changes
Import
In order to leverage domain Users and group Membership ® Users
within application actions and fifters, you must import these
G

obects from Active Direclory gl

Computers

[J  Custom LDAP Query

((objectCategory=computer)(groupType-1.2.840.113556.1.4.803:=21474 (&{obi =user) ategory=|

Connectivity

® Use the AD Sync Agent that is installed on one of your domain connected on-premises computers designated to perform the sync. Cloud

1. Under Agent Policy Config:

= Schedule: Schedules help keeping your system in sync with your domain updates.
= Agent Computer: Select the computer that has the Thycotic Core and Directory Services Agents installed.
= Domain Partner (optional)

2. Click Save Changes.

By setting this up via Directory Services Agent, the directory policy and the Directory Sync Policy task are applied to the agent, which based on the task schedule kicks off the local active directory synchronization. You

can verify this by checking your Agent logs.
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W) Privilege Manager Agent Log Viewer -

Logs  Settings

Modules: | [AI} | Fter: [drecton] Eror [ Waming £ Information
TimeGenerated WMessage Source Wodul
20200828 17:14:56 | Adding drectory *pepms i Smisswsss” policy 371404106785 ;b5 17035e6ab. | Ag Agert

ert g
2020-08-28 17:14:56 | Added new task 'y ¥t s Directory Sync Policy (4316920F-9225-46d5 @ 7ac-ae 526 5cbe 77) (4316920f-92e5-...
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Tasks can be scheduled and synchronization can be coordinated through one or multiple tasks as needed by each specific environment. As an example, one task may synchronize users once a week, another task could synchronize computers
daily, and perhaps a third could synchronize a specific LDAP query for a specific group from Active Directory.

Viewing Imparted Users and Groups

You may verify and browse the users and groups that are expected to be imported from Active Directory.

»

[

~

o

In Privilege Manager, navigate to Admin | Resources.
Expand Organizational Views.

. Expand Default.

. Expand All Resources.

Expand Security Principal.

1. Select Domain User. You should see a list that contains imported Active Directory users.
2. Select User Group. You should see a list that contains imported Active Directory groups (other groups may exist in the list as well).

Resources

Resource Fiters Resources

T — View [ all Domain User Groups v [

O3 security Descriptor Type

3 | Domain Group ;  Domain Name
E3 security Descriptor User Defined
A [ security Principal v
3 application Role
O Application User a_group2 New Active Directory
a_group3 New Active Directory
B Localuser
[ secret Server User a_groupd New Active Directory

C3 Thycotic One User
'~ 3 User Growp a_groups New Active Directory

3 pomain User Group

a_groups New Active Directory
3 Local User Group

3 well known Principal a_group? New Active Directory
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Setting Up Azure Active Directory Integration in Privilege Manager

Setting up Azure AD integration with Privilege Manager requires steps in your Azure tenant and in Privilege Manager.
In Privilege Manager the Azure Active Directory Domain Foreign System requires the following from the Azure Portal:

e Tenant (thisis the unique identifier of the Azure Active Directory instance)
o Application ID (an application registration in the directory instance)
o Client Secret (this is found in Certificates & Secrets in the Azure portal for the previously created application registration)

This documentation assumes that you are familiar with the Azure Portal and know how to navigate it in order to setup or retrieve the above information for configuration with your Privilege Manager instance.
Setting up Azure AD Integration in Privilege Manager requires these components independent of On-premises or Cloud:

User Credential
An Azure Active Directory Domain Foreign System
Executing a Privilege Manager Task (Import Users and Groups)

.
.
.
o Creating a Scheduled Task to synchronize the users and groups on aregular basis

Note: You do not need to have an active directory domain before you can sync with an Azure Active Directory. However, there are benefits for synchronizing on-premises Active Directory to Azure AD.

Prerequlsites

Assign Azure user (s) to the Privilege Manager AdministratorsRole. In order for users to authenticate via Azure AD, they need to be members of various roles. There must be at least one member from your Azure Directory to be allowed to
login via Azure AD before you can continue. We recommend adding yourself to ensure that you can login after the Authentication Provider is configured.

Setting up Azure AD with Privilege Manager

Steps In the Azure Portal

1. Navigate to your Azure Portal: https://portal.azure.com
2. Inyour Azure portal, navigate to and open Azure Active Directory.
3. Verify you are inthe right tenant or use Switch Tenant to switch to another tenant in your organization.
4. Under Create select App registration.
5. Under Register an application, enter
1. an applicationName.
2. select Supported account types based on your business requirements.

3. specify the following Redirect URI values using the URI of your Privilege Manager server: https://myserver.example.com/TMS/

Note: This URI does not need to be a publicly visible address. It is only used in redirecting the browser back to the Privilege Manager web application after authentication. For Privilege Manager Cloud subscriptions, the
URI should be pointed to the URI that was set up for you, for example: https://myassignedname.privilegemanagercloud.com/Tms/

4. Click the Register button.
6. Navigate to your newly created application registration
7. Enter these additional URIs in the Redirect UR! field:

o https://myserver.example.com/Tms/Account/Signout/
o https://myserver.example.com/Tms/Account/SignoutCallback/

8. OnthePlatform configurations page under the Implicit grant and hybrid flows area, check the box labeled ID tokens.

Implicit grant and hybrid flows

Request 2 token directly from the author
doesn't use the authorization code flow,
For ASP.NET Care web apps and other web

tion endpoint. If the application has a single-page architecture (SPA) and
invokes a web API via JavaScript, sele th access token D tokens.
pps that use hybrid authentication, select only ID tokens. Learn 1

Select the tokens y d like to be issued by the authorization endpoint:
[[] Access tokens used for implicit flows)

1D tokens (used for implicit and hybrid flows)

©

Under Manage, select APl Permissions.

10. Clickthe + Add a permission option to add the Microsoft Graph API.

1. Aspermission type, select Application permissions.

12. ExpandDirectory, select Directory.Read.All and click Add permissions.

13. Clickthe + Add a permission option toadd the Azure Active Directory Graph API.
14. Aspermission type, select Application permissions.

15. ExpandDirectory, select Directory.Read.All and click Add permissions.

Both API permissions must be granted by the domain administrator before the application can use this registration. Once this is done, these permissions will show a green check box.

16. Under Manage, select Certificates & secrets.

17. Click+ New client secret.

18. Add aDescription and chose an Expires setting based on your business requirements.
19. Click Add to create the secret.
20. Usethe Copy to clipboard icon to copy the newly created secret to the clipboard.

You will need the Application Id and the Client Secret you copied to the clipboard in Privilege Manager to complete the setup.

steps In your Privilege Manager Instance
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Set-up Forelgn Systems

1. Select Admin | Configuration.
2. Selectthe Foreign Systemstab.
3. SelectAzure Active Directory Domains.

4. Click Create.

New
Name *
New Azure AD Domain
Description
Description of New Azure AD Domain
Domain *
cancel | Sy
5. Enter aName, Description, and Domain, which is the DNS name of the Tenant from the Azure Portal identified at the beginning of this document.
6. Clickthe Create.
Y Z
Thycotic QA Azure AD (do not change) = - o w
Configuration Change History C' Refresh More ~
Azure AD Domain Details Next Steps
For more information, see topic on setting up your Azure AD connection.
(1) import Users & Groups @)
Name * Azure AD (do not change)
Import
Description App registration = . 1
(2) Assign Azure Users to Administrator Role &
DNS Name * @ Optional
admin x Add
Administrators X%
Sign-On URL * ® hitps:// iprivilegemanagercloud.com/Tms/
afred@mailinator.com x
API Tetingl X
Azure Applications (client) D+ © API User Created On Apr 17, 2020dbes X
(Thycotic One) X
Azure Client Secret * (D Change Secret
@ Enable as Authentication Provider
Optional
@ Ves
7. Verify the Sign-on URLis correct. This value should match what was specified in the Redirect URI option when setting up the Application Registration.
8. Enterthe Azure Application (client) ID. Thisis the Application ID that was created when registering your application in the Azure Portal.
9. Click Save Changes.

10. Continue to the Azure AD Authentication Provider section and click Edit

. Complete the three steps:
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1. Import Users & Groups from Azure AD. This process may take a few minutes to complete, depending on the size of the directory. Privilege Manager offers various different tasks for this import:

Import Azure AD Resources, imports ALL users and groups.

Import Directory Computers.

Import Directory Sites.

Import Directory Users and Groups.

Import Directory OU.

Import Specific Azure AD Users and Groups, imports only the specified users and/or groups.

Refer to setup and scheduling of these tasks under the "Import Users and Groups via Privilege Manager Task" and “Create Scheduled Task for Users/Groups Synchronization" topics below.

Also refer to the Server Tasks for details on the Directory Services tasks.

2. Assign Azure user (s) to the Privilege Manager Administrators Role. In order for users to authenticate via Azure AD, they will need to be added as members of various roles. There must be at least one member from this Azure


https://delinea.com/

Directory allowed to login via Azure AD before you can continue. We recommend adding yourself to ensure that you can login after the Authentication Provider is configured.

3. Setas Authentication Provider.
12. Click Save Changes.

Vlewing Imported Users and Groups

You may verify and browse the users and groups that are expected to be imported from Azure Active Directory.

In Privilege Manager, navigate to Admin | Resources.
Expand Organizational Views.

Expand Default.

Expand All Resources.

Expand Security Principal.

NOOR AN~

Import Users and Groups via Privilege Manager Task

Select Domain Users. You should see a list that contains imported Azure AD users.
Select User Group. You should see a list that contains imported Azure AD groups (other groups may exist in the list as well).
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This step was performed initially as part of setting up the Azure AD directory. To re-import users and groups, you can perform that operation again to pick up changes that may have occurred in the directory, such as new users that have been

added or group membership changes. To run this manually:
1. Navigate to Privilege Manager | Admin | Tasks.
2. Expand Jobs and Tasks.
3. Expand Server Tasks.

4. SelectDirectory Services.

3 Jobs and Tasks
v 3 client Tasks
B3 Helpbesk Tasks
v [ infrastructure Scheduled Activities
A [ server Tasks
O Application Control
03 Email Tasks
B3 File Inventory
~ 3 roreign systems
~0 Directory Services
[ Maintenance
3 obsolete
Jamf
PBA - SysLog
SCCM
ServiceNow

Symantec Management Platform

oooooo

SysLog

NAME

Import Azure AD Resources

Import Azure AD Resources

Name
This task will import devices, users, and groups from Azure AD.
Description
Run View History

Import Directory Computers

Import Directory Sites

Import Directory Users and Groups

Import Diretory OU

Import Specific Azure AD Users and Groups

Tasks Q (e :
Tasks  Automation
() [EodFoder —1]

6 ltems Q Create Export

5. Clickon Import Azure AD Resources toimport devices, groups, and/or users based on a selected resource.

6. Click Run, then Select Resource and select from the available resources.
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Import Azure AD Resources “—
This item is read-only.
Details Task History Change History I0) buplicate More ¥
Details Name Impart Azure AD Resources
Description This task will import devices, users, and groups from Azure AD.
Type Registered Activity Task (Tasks)
Parameters
Parameters for this task. Dirsctory * @ No aption selected
Import users * Yes
Import groups * Yes
Import devices * No
Create users Yes
when not
matched * &
Create groups ves
‘when not
matched * @
Create devices No
when not
matched * @
Schedules

7. Select the Azure Active Directory Domain you previously created.

1. Enable Import Devices.
2. Enable Import Groups.
3. Enable Import Users.

8. Click Run Task

If you only want a subset of the directory to be imported, enable select and enable only the resources you wish to import at this point.

Create Task for y

To schedule this operation to happen on aregular schedule:

Navigate to Privilege Manager | Admin | Tasks.
Expand Jobs and Tasks.
Expand Server Tasks.
Select Directory Services.
Clickon Import Azure AD Resources toimport devices, groups, and/or users based on a selected resource.
Click View.
Inthe Schedules tab, click New Schedule to create a new schedule.
1. Onthe Schedule tab, define the desired schedule.
2. OntheParameterstab, select the Azure Active Directory resource that you created earlier and make selections for importing devices, users, and groups.
. Click Save Changes.

NOOrON

©
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Third-Party Foreign Systems Integration

Setting up a Cylance Connection

Setting up a Jamf Connection

Setting up an SCCM Connection

Setting up a ServiceNow Ticketing Connection
o ServiceNow Application
o Setting up a ServiceNow Webhook

Setting up the SMP Integration

Setting up an SMTP Server Connection

Setting up a Syslog Connection
Setting up a VirusTotal Connection

Installing Forelgn System Connectors

Foreign system connectors are not automatically installed on the Privilege Manager instances. These are the basic steps of installing a connector:

SIS I RN

Privilege Manager cloud instances have connectors pre-installed and available for configuration without the need to run through the connector install.

. Open the Privilege Manager console.

. Browse to https://YourinstanceName/TMS/Setup/.
. Onthe Currently Installed Products page, Click Install/Upgrade Products.
. Select the connectors you wish to install.
. Click Install. Accept any End User License Agreement if prompted and monitor the installation process for error conditions.

Delinea
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Setting up a Cylance Integration

Cylance is an Artificial Intelligence Based Advanced Threat Prevention Solution for enterprise environments. Privilege Manager (v10.5+) integrates with Cylance to help you proactively act on any unknown applications that run in your
environment to prevent potential malware attacks. The steps below walk through how to setup a Cylance Integration in Privilege Manager and then create an example policy to begin using Cylance intelligence in action across your

environment.
Keep in mind that while the Cylance integration provides insight into threat analysis, ultimately you can use Privilege Manager policies to act or react in whatever way makes most sense to your organization.
Cylance Connector Installation Steps (On-prem only)
1. Open a browser on your Privilege Manager Web Server, browse to https://[YourinstanceName]/TMS/Setup/
2. Onthe Currently Installed Products screen, choose Install/Upgrade Products.
3. Select option Thycotic Cylance Reputation Connector.
4. Click on Install and Accept the End User License Agreement. You will see your Installation Progress. Click on “Show install Logs” link to check for any errors
Note: If the installation of Cylance initially fails, redirect to https://[YourlnstanceName]/TMS/Setup/ and click the Repair button next to the Cylance Product.
5. Once the Installation is successful, click on the Home button.
Conflguring the Cylance Gonnector
1. Navigate to Admin | Configuration and select the Reputationtab.

2. From the Select Rating Provider drop-down, select Cylance Rating Pravider.

Configuration

General  Discovery  Reputation  Credentials  Foreign Systems  Advanced  Authentication  Change History

Select Rating Provider

Cylance Rating Provider v

C Refresh More ~

Cylance administrators should add the Thycotic agent to the Cylance safe list. Review Privilege Manager's documentation on antivirus exclusions.

Credentials
Application Secret * @
Show
Application ID * @
Show
Settings
9 TenantID* @ 5
Region North America v

w

. Enter the required Credentials and Settings details. These details can be found in your Cylance account (login at protect.cylance.com).

1. Inour Cylance account, navigate to Settings and select Integrations. You find the Tenant Id on the right side of the Custom Applications area.
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Settings
Application User Management Device Palicy Global List Update Certificates Integrations
Custom Applications (4)
EdB PrivMan Integration Read | 6 write | 4 Modify | 5 Delete | 0 ~
test another one Read | 9 Write | 6 Modify | 0 Delete | 0 & v
Demo Test Read | 6 Write | 4 Modify | 5 Delete | O v
PrivilegeManager.AppControl Read | 6 Write | 4 Modify | 5 Delete | 0 7 v

2. Select your Privilege Manager integration from the Custom Application list. You find the required Application ID and Application Secret on the left side of the page.
PrivilegeManagerAppControl Read | 6 Write | 4 Modify | 5 Delete | 0 4 ~
Application ID Application Secret
‘ ‘ 94 Regenerate Credentials
PRIVILEGE READ WRITE MODIFY DELETE
Devices v 5 e
Global Lists v v B B
Packages Configuration
Packages Deployment ) ) .
Policies 2 v 2
Threats o v
Users v v v
Zones e o L4

CylanceOPTICS Focus Views

CylanceOPTICS InstaQueries

CylanceDPTICS Rule Sets

CylanceOPTICS Commands

CylanceOPTICS Exceptions

CylanceQPTICS Policies

CylanceOPTICS Rules

CylanceOPTICS Detections.

. Once the Cylance details are entered in Privilege Manger, click Save Changes.

te a Cylance Security Rating Filter

1. Navigate to Admin | Filters.

N

w

~

o

o

. Click Create Filter.

. From the Platform drop-down select either Windows or macOS.

. FromtheFilter Type drop-down select Security Rating Filter.
. Name the policy and add a Description.

. Fromthe Security Rating System drop-down, select Cylance Rating System.
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Create Filter

Platform

Windows

Type

Security Rating Fiiter

Name *

New Security Rating Filter

Description

Security rating system

Cylance Rating System

e

7. Click Create.
Z Y
New Security Rating Filter . T
Details  Related ltems  Change History C Refresh ‘ ‘ More =
i Name New Security Rating Filter
Description
4
Platforn Windows
Settings -
Security Rating System Cylance Rating System v
Rating Level Unknown v
Timeout 1 second(s) ~
Error Handling On timeout, consider the resuft Error Condition ~
~

On failure, consider the resuit

Erfor Condition

8. ClickCreate.

9. Select the Rating Level you wish to apply. You can also specify a Timeout value and Error Handling conditions on timeout and/or on failure, the options are:

o Matched
o NotMatched

10. Click Save Changes.

Create a Cylence Policy

Use the Application Policies wizard to create a policy that uses the Cylance Security Rating filter created in the steps above.

Delinea
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Setting up a Jamf Integration
Privilege Manger integrates with Jamf PRO to allow users to:
e Import Smart and Static Computer Groups:
o Computers
e Import installed applications on Jamf endpoints as discovered resources and create filters.
o Rollout Privilege Manager Agents on to Jamf Endpoints.
Install the Jamf Connector
For on-premises Privilege Manager instances the Jamf Connector must be installed before it can be setup in the console.
Create a Credential
Privilege Manager needs a username and password to access Jamf PRO. Create the credential in the Privilege Manager Console:
1. Navigate to Admin | Configuration | Credentials.
2. ClickCreate.
3. Enter the user credentials information for Jamf PRO server, click Save Changes.
Connecting to Jamf Server

Before you can import data from Jamf PRO you need to setup a foreign systems connection in Privilege Manager for the Jamf integration.

1. Navigate to Admin | Configuration | Foreign Systems.

2. Select Jamf server. If this is not listed, make sure the connector is installed, refer to Installing Foreign System Connectors.

Note: If you are a cloud customer and don't see Jamf in the list, contact Thycotic support to have the connector added to your cloud instance. Once it s listed, continue with the next step.

Configuration

General  Discove Reputatio redential Foreign Systems  Advanced  Authenticatic Chand

Foreign Systems can be configured to allow for integration with other environments. 1t is recommended to configure at least S!
Secret Server as the password vault please review configur d Vault

snems  Q
NavE

Azure Service Bus 0

Privilege Manager Server 1

Secret Server 1
SMTP Server (No)
System Genter Configuration Manager 0

3. Click Create.

Configuration

General ~ Discovery ~ Reputation  Credentials  Foreign Systems  Advar

Jamf Server

No Jamf Server exist, please create one

Back

1. Enter the name of your Jamf Server.
2. Add your Jamf Server's credential. The Privilege Manager Default User Credential is populated by default and needs to be changed to the actual Jamf credential.

3. Enter the URL of your Jamf Server.

New
Name *
Mew jamf Server
Credential *
Default User Credential

Base URL *

https://[instanceName] jamfcloud.com/

4. Click Create.

This is an example of the details page.

Delinea
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Thyeatic dami Server

Foregn System Detas ha et Jwnt Savee

- Credenal e Use

Tasks

Below are the tasks created when the Jamf Server is installed.

1. Navigate to Admin | Tasks.

2. Onthe Tasks tab open the folder tree and select Server Tasks | Foreign Systems | Jamf.

o

Jamf Agent Rollout by Computers

Jamf Agent Rollout by Computer Groups

Synchronize Jamf Computer Applications by Computers
Synchronize Jamf Computer Applications by Computer Groups
Synchronize Jamf Computer Groups

Synchronize Jamf Computers with Thycotic Agents

o

o

o

o

o

Synchronize Jamf Computer Groups

Toimport computer groups from the Jamf Server, the Synchronize Jamf Computer Groups task must run. This task also imports related computer resources.

1. Navigate to Admin | More and select Tasks.

2. Onthe Tasks tab open the folder tree and select Server Tasks | Foreign Systems | Jamf.

3. Click Synchronize Jamf Computer Groups.

Tosks

&

Click Run.

Task Name

Interactive run on Fri Feb 12 2021

Jamf System ID* ®

Computer Group names * ®

o

Select your Jamf system via the Select... option. Enter the Jamf server name to narrow the search, or leave empty to search all.

Select Resource
Resource type

Jamt Server v

n rows retumed *
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6. Under Computer Group names, type the names of the computer groups you want to import. These need to be exact name matches.
7. Click Run Task The task executes and the task history is recorded.

Error codes are returned if the task fails due to loss of connectivity with Jamf, invalid credential or URL, and due to incorrect computer group names.
Example Results

Afterrunning the Synchronize Jamf Computer Groups task, you can view the results under Computer Groups.

. Inthe Privilege Manager console from the left navigation, select Computer Groups.

2. Onthe Computer Groups page, change your view to All to display all available computer groups.
Computes Groups = °
a e ——

Compare Jamf Server with Import
You can compare, if the imported computer groups correctly reflect the data on your Jamf Server.
1. Login to Jamf PRO.

2. Navigate to Computers | Smart Computer Groups or Static Computer Groups

Smort Computer Groups.

Note: All the Computers Groups imported into Privilege Manager contain a static list of Computers. Though they are query based in Jamf PRO.

For Example

A Group named “All Managed Clients” is query based and gives the result of computers that are not a server.

Managed Clients

[per——

When this group is imported into Privilege Manager, it shows the list of computers as a result of the above query.

5o o d

Al Managed Cherts

The list gets updated in Privilege Manager only, when the Synchronize Jamf Computer Groups task is manually run or based on a set schedule.

Delinea
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Resources in Privilege Manager

Only the computers that are imported via the synchronization task are available as a Resource in Privilege Manager.

To look at the computer resources that were imported,
1. Navigate to Admin | Resources.

2. Selectthe Resources tab.

3. Inthe folder tree, open Organizational Views | Default | All Resources | Assets | Network Resource | Computer.

Rescurces a

gcooooo

Select any of the synchronized Computer resources to view details on the basic inventory imported.

Jamt By C

To import applications as filters, the Synchronize Jamf Applications by Computers must run. The task does NOT import file inventory into Privilege Manager.

Navigate to Admin | Tasks.

2. Openthe folder tree and select Server Tasks | Foreign Systems | Jamf.
3. Click Synchronize Jamf Applications by Computers.
o T
=]
4. Click Run.
Task Name
Interactive run on Sun Jan 31 2021
Jamf System D * @
5. Select your Jamf system via the Select... option. Enter the Jamf server name to narrow the search, or leave empty to searchall.
—8 ~ oems  Q
a add
e
M08 #
o
o

6. Click Add Computers, to add the computers from which to import applications.
7. Click Run Task The task executes and the task history is recorded.

This imports all the applications as an App Bundle Filter into Privilege Manager.

Delinea
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Note: Make sure, you select specific Computers or the task imports applications from all computers.

Jamf Applications By Groups

Toimport applications based on computer groups as filters, the Synchronize Jamf Applications by Computer Groups must run. The task does NOT import file inventory into Privilege Manager.
1. Navigate to Admin | Tasks.
2. Openthe folder tree and select Server Tasks | Foreign Systems | Jamf.

3. Click Synchronize Jamf Applications by Computer Groups.

Tosks a e )

Fivtoge Mansgac

Ea

Click Run.

Task Name

Interactive run on Sun Jan 31 2021

Jamf System D * @

Computer Group names * @

@

Select your Jamf system via the Select... option. Enter the Jamf server name to narrow the search, or leave empty to search all.

e Q c onems  Q
e add Nattems Selected
sdmin's Mac @ add

ksteston & add

MAMI015E

NAM MAC CATALINAG @ Add

6. Under Computer Group names, type the names of the computer groups from which you want to import Applications. These need to be exact name matches.

7. Click Run Task The task executes and the task history is recorded.
This imports all the applications as an App Bundle Filter into Privilege Manager. This task will fail, if any computer group name is invalid.
Sample Results of Application Sync

1. Navigate to Admin | Filters.

The filters are named based of the application with its version.

Filters a o0

LN N A O O R

2. Openany imported filters to see the details page.


https://delinea.com/

aopseean a0

o Bunde Hame spp sioce

The filters are created as a read-only filter. To customize the filters, use duplicate.

Jamf Agent Rollout By Computers

Use the Jamf Agent Rollout By Computers task to rollout Privilege Manager Agents on endpoint that are managed by Jamf.
Prerequisites

In Jamf PRO, setup required Configuration Profiles:

e Allow Profile
e PPPC Profile

The profiles must be configured correctly considering the required KEXT and SYSEX extensions.

The profiles must be rolled out before the user initiates any of the Jamf Agent Rollout tasks for the corresponding Computers.

Jamt Agent Rollout By Computers

Use the Jamf Agent Rollout By Computers task to rollout agents by endpoint.
1. Navigate to Admin ITasks.
2. Open the folder tree and select Server Tasks | Foreign Systems | Jamf.

3. Select Jamf Agent Rollout By Computers.

Take a0 0

&

Click Run and provide the required details:

Task Name

Interactive run on Sun Jan 31 2021

Jamf System D+ @

TMSURL* @

hitps:/ A/TMS/

5. Click Run Task.

The task executes and the task history is recorded.

Delinea

This tasks creates the required details like scripts and policies on the Jamf PRO instance. These are then initiated using the Check-in task in Jamf PRO to complete the installation of the Privilege Manager Agent. Once the agent is installed
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and registered, it communicates with the Privilege Manager server.
Jamf Agent Rollout By Computer Groups

Use theJamf Agent Rollout By Computer Groups task to rollout agents by computer groups. The basic functionality of this task and the Jamf Agent Rollout by Computers task is the same, just under a different scope, computers
Vs. computer groups.

1. Navigate to Admin ITasks.
2. Openthe folder tree and select Server Tasks | Foreign Systems | Jamf.

3. Select Jamf Agent Rollout By Computer Groups.

Task ) )
a =1
.
4. Click Runand provide the required details:
Task Name
Interactive run on Sun Jan 31 2021
Jamf system 1D * @
Computer Group names * @
4
Field is required
Agent Installation Code (XXXX-XXXXXXXX) * @
Field is required
Thycotic Agent Installer Path * @
Field is required
TMSURL* @
https: /I RESREE-1 /TMS/
Cancel

5. Click Run Task
The task executes and the task history is recorded. This task will fail, if any computer group name is invalid.

This tasks creates the required details like scripts and policies on the Jamf PRO instance. These are then initiated using the Check-in task in Jamf PRO to complete the installation of the Privilege Manager Agent. Once the agent is installed
and registered, it communicates with the Privilege Manager server.

Synchronize Jamf Computers with Thycatic Agents

When a Privilege Manager Agent is rolled out on Jamf Endpoints, the agent rollout tasks create a duplicate computer resource with a different itemld. The Synchronize Jamf Computers with Thycotic Agents task mustbe runto
maintain unigue computer resources in Privilege Manager.

1. Navigate to Admin | Tasks.
2. Onthe Tasks tab open the folder tree and select Server Tasks | Foreign Systems | Jamf.

3. Click Synchronize Jamf Computers with Thycotic Agents.
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Search for any computer which is imported from Jamf and has the Privilege Manager Agent installed. One computer resource is displayed.
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Setting up a SAML Integration

All SAML Foreign Systems integrations follow the same principle steps:

1. Setup the identity provider.
2. Use data from the identity provider setup for setting up the Privilege Manager Foreign Systems.

For the purpose of this procedure, we use Okta as the identity provider example.

Create & new Application

An application is a definition for integration with an external application (in this case, Privilege Manager).
In Okta, create a new application. Don't select one of the existing:

1. Inthe top right of the app page, click Create New App.

2. Fromthe Platform drop-down, select Web.

3. Fromthe Sign on method options, select SAML 2.0.

Create a New Application Integration

Platform

Sign on method Secure Web Authentication (SWA)
Uses credentials to sign in, This integration works with
most apps
SAML 2.0
Uses the SAML protocol to log users into the app. This
i a better option than SWA, if the app supports it.
OpenlD Connect
Uses the OpenlD Connect protocol to log users into an

app you've built.

e

4. Inthe App name field provide an Application Name. Depending on your use case, provide an application logo and select App visibility settings.

5. Click Next>
Enter Application SAML Settings

On the next pages, you'll configure the SAML settings.

1. Enterthe Single sign on URL. The Single sign on URL is the root Privilege Manager URL plus saml2/acs. For most systems this is https:/servername/Tms/saml2/acs.

N

Enter the Audience URI, which can be anything as long as it matches what you put in Privilege Manager. The default value in Privilege Manager is PrivilegeManagerServiceProvider.

w

. The Default RelayState can be left blank.

Ea

The Name ID format drop-down set toUnspecified.

@

Fromthe Application username drop-down, select Okta username.

The rest of the settings can be ignored.

o

Proceed viaNext.

~

Onthe last page for the Are you a customer or partner? prompt, select I'm an Okta customer adding an internal app.

@

Click Finish.

Vlew Setup Instructions

After the app is created, you'll want to click View Setup Instructions and leave the instructions open in the browser. You'll want to copy and paste some of this info into Privilege Manager in the next section.
Save Certlficate

Start with the certificate data.

1. Click Download certificate and save the certificate as .cer. Okta will try to save it as .cert.
2. Onceit’s saved, you should be able to open and view the certificate in Windows:
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on Centificate X

General Detads Certification Path

show: [<al> <
el Vakoe -
L version v3
_|serial number 0178 2¢02d9b5
_|Signature algorithm sha2SERSA
_|Sonature hash algorithm  sha2s6
_tssuer nfookiz, com, dev-1937400...
_|vaid from Wednesday, Apri 7, 2021 2:2...
Jvaidto Monday, Apri 7, 2031 2:25:25...
s dart nfafinkta ram dew- 163740 3

Copy to Fie....

Privilege Manager Forsign Systems Setup
Create SAML Identity Provider
1. Navigate to Admin | Configuration and select Foreign Systems.
2. Click SAML Identity Providers.

3. Click Create.

New

Name *

smg-dev5-saml-2
Identity Provider Entity Id *

http://www.okta.com/exkm Rh4D|

‘ Cancel ‘ Create

4. Enter aname for the Foreign System.

5. For ldentity Provider Entity Id, enter the issuer name from the setup instructions. For example:

How to Configure SAML 2.0 for smg-dev5-saml-2 Application

The following is needed to configure smg-dev5-saml-2

Identity Provider Single Sign-On URL:

4089_smgdevSsan] 2_1 /exkng@bzakRhADiShSd6/sso/sanl

w . okta . con/exkmq@6zakRhaDiShod6

6. Click Create.

Delinea
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New SAML Identity Provider
Configuration Change History C Refresh More ~
Foreign System Details Name New SAML Identity Provider

Deseription

4

Type Saml Resource (Resources)

Identity Provider Issuer ® https:/fwww.okta.com/exkmq06zakRh4Dishsde

single Sign On URL ®

Thumbprint

Certificate @ e,
Chaose File | No file chosen

Binding ® v
Privilege Manager Entity D ® PrivilegeManagerServiceProvider

Privilege Manager URL (®

User Options Match Active Directory Users Ne

Create Users Automatically @& @ No

7. Under Identity Provider | Single Sign On URL enter the URL from the setup instructions.
How to Configure SAML 2.0 for smg-dev5-saml-2 Application

The following is needed to configure smg-dev5-saml-2

Identity Provider Single Sign-On URL:

okta.com/aj evSsaml2_1/exkmg@6zakRhaDiSh5d6/sso/sam

©

. Under Certificate, select the certificate you saved earlier.

©

. From the Binding drop-down, select HTTP Post.

10. Under Privilege Manager Entity ID match what you entered in the app setup for Audience URI (SP Entity ID), for example PrivilegeManagerServiceProvider, if you went with the default suggestion.

. Under Privilege Manager URL, enter your instance URL, for example https://myprivilegemanger/Tms/.
12. Click Save Changes.

Note: After saving the identity provider, Privilege Manager shows the certificate thumbprint in the Ul. It should match what Windows shows for the thumbprint on the certificate downloaded from Okta:

Identity Provider ttp/fwww okta. com/exkma06zakRhADISKSd6

Single Sign On URL https:/fdev-19374009.0kta.com/app/dev-19374009_smgdevSsam|2_1/exkmq06zakRh4DiSh5ds/ssofsaml

Certificate () 2
mg-devo-sanii-Z oer

Configure User Options
Normally you need to create a new Federated user that matches an Okta username. But you can optionally have Privilege Manager match AD users by DOMAINwsername and/or create new Federated users automatically.

Match Actlve Directory Users

If you select this option, you must configure Okta to send users in the format Dom or i You should import users (and groups if desired) from AD, and add the desired user (s) to one or more Privilege Manager
Roles before attempting to signin.

Create Users Automatically
When this option is selected, Privilege Manager will create a new Federated user whenever a username cannot be matched to an existing Federated user (or AD User if the option above is selected).
Note: You'll still need to add the user to a Privilege Manager role before they'll have any meaningful access. Support for group/role assertions is planned for a future release.

Maneging Users
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Create New Okta Users

If you don't have any Okta users, you'll need to go to the Okta Directory section and add them.

Okta requires the usernames be in the format of an email address. These are the usernames your users are going to use when they log into Privilege Manager. You can configure Okta to send Privilege Manager a different username (like
domain\username, Or @ short name like yoda) .

Add Okta Users to Application

Before you can login, users must be assigned to the application in Okta.

. GotoApplications | Applications.

. Select your application.

. Select Assignments.

. Click assign and select one or more users.

BN o

Note: After assigning a user, you can change the username to be whatever you want. Click the edit (pencil), and enter the username for your user (this only changes the username for this specific application)
Setup Active Directory Users
You can use Active Directory users that you've already imported into Privilege Manager.
NOTE: After you've imported from Active Directory, you still need to add the AD users (or AD groups) to Privilege Manager roles.
Match by DOMAIN\username
Ensure the username in Okta matches the Global Identity data for the user in Privilege Manager.

Match by username@dnsdomainname

Ensure the username in Okta matches the Global Identity Userld in Privilege Manager, and the domain name part of the username matches the DNS domain name of the domain in Privilege Manager. We don’t import this directly from AD, so we
have to get it from the Global Identity and AD foreign system data.

Note: Refer to the Authentication Tab topic for details on managing authentication providers.
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Setting up a Microsoft System Center Configuration Manager (SCCM) Integration

Privilege Manger integrates with Microsoft System Center Configuration Manager (SCCM) to allow the

e import of computers for use in computer groups and identifying systems that exist on the network, but don't have an endpoint agent installed yet.
e import of existing Device Collections from SCCM and use them for Privilege Manager computer groups.
e inventory of SCCM Software Packages to use the package contents in Privilege Manager Application Control policies.

Create a Credential
Privilege Manager needs a username and password to access SCCM. If you have not already created an appropriate user credential:
1. Navigate to Admin | Configuration | Credentials.
2. Click Create, to create user credentials to access SCCM.
3. After entering the user credentials information for SCCM, click Save Changes.
Connecting to SCCM
Before you can import data from SCCM you need to setup a foreign systems connection in Privilege Manager for the SCCM integration.

1. Navigate to Admin | Configuration and select the Foreign Systems tab.

2. Select System Center Configuration Manager. If this is not listed, make sure the connector is installed by verifying via the Privilege Manager Add/Upgrade Features page.

3. ClickCreate.

New
Name *

New SCCM Server

WMI Namespace *

\\[ServerName]\ROOT\SMS\site_[SiteName]

4. Enter the name of the SCCM Server and provide the WMI Namespace of the SCCM Site.
5. Click Create.
6. Under Settings from the Credential drop-down, select the SCCM account created in the previous procedure.
7. Click Save Changes.

Import Computers

Before you canimport collection data from SCCM, Privilege Manager needs to know about computers in your SCCM.
1. Navigate to Admin | More and select Tasks.
2. Onthe Tasks tab open the folder tree and select Server Tasks | Foreign Systems | SCCM.

3. Click SCCM Sync Computers.

Tasks Q, . 0

Tasks  Automation
(@] [meforer ]
~ O Jobs and Tasks
v O client Tasks NAME +

[ HeipDeask Tasks
SCCM Sync Collection
v [0 infrastructure Scheduled Activities
~ O3 server Tasks

[ application Control

8CCM Sync Collections

i SCCM Sync Computers
0 Email Tasks Meme SCCM Sync Computers
O3 File Inventory
. — Imports all computers from SCCM into Privilege Manager
~ oreign Systems
3 scom R View History
3 serviceNow
3 symantec Management Platform SCCM Syne Packages

3 systog
0 Local Security

4. Click Run.

5. Select your SCCM system via the Select... option.

Delinea
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Select Resource

Resourcetype

System Center Configuration Manager ~ ~

Scope by Organizational Group

All Resources v

Searchtext @

Maximum rows returned *

10000

1. Under Scope by Organizational Group type the name of your sccm system in the search text or use the search option.

6. ClickRun Task.

Verify the Computers have been Imported (optional)

. Navigate to Admin | Resources.

. Openthe Resources tab.

. Inthe folder tree open Organizational Views | Default | All Resources | Asset | Network Resource | Computer.
. Select a computer from that list.

. Select the Known Data tab in the computer resource explorer view.

. Inthe tree under Foreigh Systems, you should have the Foreign System Id and SCCM Platform Id data.

OO NN =

Create a Collection

After computers have been imported, you can create a collection to mirror an SCCM collection.

1. Navigate to Admin | Resources, open the Resource Filterstab.

2. Inthe folder tree under Resource Filters openCollections | System Center Configuration Manager.
3. Click Create

4. Enter aName and Description, and specify the SCCM instance to connect to.

New

Name *

Mew SCCM Collection

Description

SCCM Collection

SCCM Instance *

o

. ClickCreate.

o

Select the Filter Definition tab and under Foreign Collection select the Collection target.

Delinea

New SCCM Collection

Details Filter Definition Membership

Foreign Collection ————————
Sync Foreign Collection @ Sync Foreign Collection

Foreign System

PrivianGroupl

Foreign Collection

~ 3 sceMm Collections Tree
All Systems
All users
All User Groups
All Users and User Groups
All Custom Resources
Al Unknown Gomputers
All Mobile Devices
All Desktop and Server Clients
PrivManGroup1

v i

C Refresh ‘ | More ¥ ‘

7. Click Save Changes.

8. Click the Sync Foreign Collection to update the membership immediately. The foreign collection update can also be scheduled by following the link in the help tip.
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9. Select the Membership tab and then click the Update Membership tab to see the current membership of this collection.
Inventory Software Packages
Once the Foreign System has been created, an on-demand packages synchronization can be run and/or a regular synchronization schedule can be set-up via the following steps:

1. Navigate to Admin | More and select Tasks.
2. Onthe Tasks tab open the folder tree and select Server Tasks | Foreign Systems | SCCM.

3. Click SCCM Sync Packages.

SCCM Sync Packages
Name SCCM Sync Packages
Description Imperts or updates all SCCM packages into Privilege Manager
Run View History
4. Click Run.

5. Select your SCCM system via the Select... option.

1. Under Scope by Organizational Group type the name of your sccm system in the search text or use the search option.

Task Name

Interactive run on Tue Jul 07 2020

SCCM System ID *

New Active Directory Demain

6. ClickRun Task.

Alternatively the SCCM Sync Packages task can be scheduled to regularly repeat. When viewing the task, navigate to the Schedules tab and create a new schedule.
Create a SCCM Package Content Fllter
After the Package Synchronization completes the SCCM Packages can be used in application control policies via package content filters.

1. Navigate to Admin | Filters.

2. Click Create Filter.

3. From the Platform drop-down select Windows.

4. From the Filter Type drop-down scroll to Inventory Filters and select the Package Contents Filter.

5. Set the Name and Description of the filter.

6. Click Create.

7. Under Collection Settings

1. from the Data Source drop-down select aresource.
2. Click the package link to specify the SCCM that will be targeted.
3. Set the switch Results will betoIncluded.

New Package Contents Filter = ~ W
Details ~ Membership  Relatedltems  Change History @ Refresh More
Fitee Details Name New Package Contents Filter
Description Filters files contained in the specified package
£
Platform Windows

Collection Settings

This filter will check for the existence of a file that is a Data Source Package Contents Query

member of the following collection.

00000000-0000-00! 00-000000000000

Package *

Results will be € Excluded

8. Navigate to the Membership tab.

9. If noitems are listed in the membership table, click Update Membership.
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New Package Contents Filter
Details Membership Related ftems Change History

This collection was last updated at Jul 7, 2020, 8:13:06 PM. To force an immediate update, click Update Membership |

WView [l Files Picker Report vl e

Update Membership

Running the sync package task, causes the server to inventory the package referenced in the filter. If you have multiple filters and packages, Thycotic recommends to use the Inventory Packages Referenced in Allowlists task instead.
10. Click Save Changes.

This filter can then be referenced in Application Control policies.
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Setting up a ServiceNow Integration
Forelgn System Conflguration

Here are the steps to integrate Workflow between your ServiceNow Ticketing System and Privilege Manager.

1. Verify which ServiceNow User account you will use for your integration with Privilege Manager. If you decide to create a new user account to manage your approval requests, make sure that it includes the required roles for your
environment:

o Web Service Admin (web_service_admin) and

o Approval Admin (approval_admin).

o For ServiceNow MID Server environments, the mid_server role permission also needs to be added to the account.

o Thetask Create ServiceNow Request Items requires temporary admin credentials for the ServiceNow instance. Once those items are created, the user does not need admin access anymore.

Refer to ServiceNow product documentation. specifically Base System Roles.
2. Verify that the ServiceNow connector is installed for your Privilege Manager Cloud instance:
1. Inthe Privilege Manager console navigate to Admin | Configuration and select the Foreign Systems tab.

2. Ifthe connector is installed, ServiceNow is listed under Foreign System.

Configuration Q hd

General Discovery Reputation Credentials Foreign Systems Advanced Authentication Change History

Foreign Systems can be configured to allow for integration with other environments. It is recommended to configure at least SMTP and either Active Directory or Azure AD.

10kems  Q

NAME counT
Active Directory Domains 2Q
Azure Active Directory Domains 0
Azure Service Bus 1
Privilege Manager Server 1
Secret Server 1

SMTP Server 0Q

[

. Selectthe Credentialstab.

~

. Click Create.

o

. Under Details, enter aName and Description for your ServiceNow credentials.

o

. Under Settings, enter the information from your ServiceNow User account that was referenced in step 1above, click Save Changes.

~

. Selectthe Foreign Systemstab.

®

. Select the ServiceNow link from the list of foreign systems displayed.

©

. Click Create.

10. Enter a Name for your ServiceNow Server.

1. Enter the Base URL from your ServiceNow instance https:/[InstanceName].service-now.com/.
12. Click Create.

13. Assign the credentials you created previously to link to your instance.

New ServiceNow Server R =7 -

Configuration  Change History @ Refresh More =

Foreign System Details

Name New ServiceNow Server
Description New ServiceNow Server
y
Soumas Credential =
o
a
URL

Azure Service Bus Credential
Default Proxy Server User Credential
Default User Credentia:

New User Credential

New User Credential

New User Credential

PM -Test Admin

Define Polley and Actlons
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You need to create an action and attach it to a policy to manage what events you want sent to ServiceNow for approvals.

1. Inthe Privilege Manager console, navigate to Admin | Tasks.

2. Clickthe Automationtab.

3. Inthe tree, navigate to Automation | Approvals | Approval Processes, click Create.

New

Template

ServiceNow Approval Process

Name *

New ServiceNow Approval Process

Description

Cancel ‘ Create

~

. Enter aname and description, click Create.

Delinea

New ServiceNow Approval Process

Details  Change History

Service Now Approval Process Details
Name

Settings

Description

ServiceNow Server *

Timeout after *

New ServiceNow Approval Process

Test ServiceNow Server

Check request status every * 20 Second(s)

20 Minute(s)

T U W |

‘ C' Refresh ‘ More ~

Show Advanced

o

o

. Under Settings specify your ServiceNow Server, click Save Changes.

Back in the Automation tree, select Approval Types, click Default Execute Application Request Type.

Tasks

Tasks Automation

r O automation

~0O Approvals
[ Approval Processes
[ approval Types

~ [ Powershell commands

v O Privilege Manager Solutions

~ B3 workflow

3tems Q
NAME

Default Execute Application Request Type

N Default Execute Application Request Type

| o |

a 2 0 0

Create Export |

Duplicate and customize the Automation Task.

7. Select your ServiceNow Approval Process.
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Details  Change History

Approval Process Details

Settings

Characteristics

Options

Default Execute Application Request Type

Name

Description

Policy Specific

File Specific

‘Security Rating System(s)

Process Handler

Default Execute Application Request Type

@ Yes

VirusTotal Rating System

New ServiceNow Approval Process ¥

Edit

8. Click Save Changes.

Run the Create ServiceNow Approval Request Items Tasks

1. Next, in Search at the top of your Privilege Manager console, search for Create ServiceNow Approval Request Items.

2. Inyour searchresults, click on this taskand then select from the More drop-down Run Task.

Task Name

Interactive run on Tue Jul 07 2020

Force update *

@ No

ServiceNow system ID *

Select.

3. Under ServiceNow System D, click Select... and select the resource and add the ServiceNow Server that you created as a Foreign System earlier.

. From the Scope by Organizational Group drop-down, select your resource.

. Enter a Search text.

. Select from the list of returned results.

1
2,
3. Click Search.
4
5.

. Click Select.

4. ClickRun Task

Note: Clients with robust ServiceNow installations are welcome (and in fact encouraged) to alter their ServiceNow scripted web services for use with their own ServiceNow items and workflow rather than relying on this

importing task.

The task you just ran creates several new items in your ServiceNow dashboard.

ServiceNow Steps

Open ServiceNow and navigate to Scripted Web Services | Scripted SOAP Services to verify that these three new options are listed:

e CancelExecuteAppApprovalRequest,
e CreateExecuteAppApprovalRequest,

e GetExecuteAppApprovalRequestStatus
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Now you've successfully defined a SOAP endpoint that Privilege Manager knows how to call to initiate a ServiceNow request for approval.
Defining Actions in the Privilege Manager Console
Using an Approval Request (with ServiceNow Request ItemNumber) Form Actlon

1. Navigate to Admin | Actions.

2. Searchand select Approval Request (with ServiceNow Request ItemNumber) Form Action.

Approval Request (with ServiceNow Request [tem Number) Form Action P
This item is read-only.
Details Related tems Change History I0) Duplicate More ~

Action Details Name Approval Request (with ServiceNow Request Item Number) Form Action

Description This action will display a approval request form for approval before allowing application to run

Settings

This feature is not supported for Azure Active Directory joined computers. Only Require authentication
Domain joined computers will work
By the interactive end-user

By a member of the group:

Approval Type Default Execute Application Request Type

Window Desi
e Message prompt logo

Application label Application

3. Click Duplicate.
4. Name your new action and click Create.
5. Customize the Action based on your specific business requirements.
6. Click Save Changes.
7. Navigate to your computer group's Application Policies, click Create Policy or find an existing policy that you want to use for ServiceNow Approvals.
8. Under the Actions section, search for and add the action you previously created, ServiceNow Approval Request Form Action.
9. Click Save Changes.
10. Click theinextto Deploymentand select Resource and Collection Targeting Update toimmediately send the policy to your endpoint agents.
Policies also automatically update according to a schedule.
Using an Endpoint Group Member Authenticated Message Actlon
This action can be used for over the shoulder approvals whether systems are on- or offline. The supervisor approves access by authentication on the user's endpoint system.
1. Navigate to Admin | Actions.
2. Click Create.
1. Onthe Create Action modal from the Platform drop-down select Windows.
2. FromType drop-down select Endpoint Group Member Authenticated Approval Action.
3. Enter ameaningful Name and Description.

4. Fromthe Approval Group drop-down, select the group membership of the approver.


https://delinea.com/

Create Action

Platform

Windows

Type

Endpoint Group Member Authenticated Approval Action

Name *

New Endpaint Group Member Authenticated Approval Action

Description

Approval Group *

Web Admin v

5. Click Create.

Delinea

« Baskto Actions =
Q o SN Q)] o
New Endpoint Group Member Authenticated Approval Action -
Details  Relatedtems  Change History
Action Details Name New Endpaint Group Member Authenticated Approval Action
Description
A
Platform Windows
Settings Require approval by a member of the  Web Admin
group @
Window Design Message prompt logo
Choose File | No file chosen
Application label Application:
Approval status label Approval status
Approval status section A previous request for this application has been submitted for review.
4
Cancel button text Cancel
Continue button text Continue
Information section This application has not been approved for use according to corporate policy. Ple use or enter
3. Under Settings verify the Require approval by a member of the group: contains the correct group. If you ever need to change it, come back to this page and click the group name to access the change modal.
4. Navigate to your computer group's Application Policies, click Create Policy or find an existing policy that you want to use for ServiceNow Approvals.
5. Under the Actions section, search for and add the action you previously created.
6. Click Save Changes.

~

Policies also automatically update according to a schedule.

Sample Group Member approval notice with approval overlay:

. Clickthei next to Deployment and select Resource and Collection Targeting Update toimmediately send the policy to your endpoint agents.
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W Zpplication Natice: Windows Calculator =]

Application Notice thyeaf

Thisd 5 Application Notice: Windows Calculator - Authenti... [— || =) |[m3]

disco
app| | Enter @ user name and password for a memoer of the
PRI puamii i group.
User
User name: -

Type = -
Pt passucrg: | eesseesesesd]
Reaso

) e

Refer tothe Endpoint Group Member Authenticated Appravals report In Privilege Manager or your ServiceNow instance to view a history of “over the shoulder" approvals:

Endpoint Group Member Authenticated Approvals

Filter Report I Refresh | csv | PDF ‘ Search

Drag column here for grouping
User i FilePath H i Policy H i Approver : Commandline § Reason

Test Service Now
2
C:\Windows\syst... :ﬁz’ 2020 1107 Application Cantrol . *C:\Windows\sys...

Policy

Test Service Now
C:\Windows\syst... Application Control 3 "C:\Windows\sys...
Palicy

9/22/2020 10:36
PM

9/22/2020 10:12
PM

9/22/2020 9:37
PM

9/22/2020 4:50
PM

9/22/2020 4:45

| items per page 1-10 of 10items

Integration Workflow

Now that you have a policy attached to your ServiceNow integrated Action, the requests from your policy will be sent through ServiceNow for approval.
1. Onyour endpoint, perform the action that your policy targets for ServiceNow Approval. You will be prompted with a justification window to explain your request. To approve these requests, open your ServiceNow Dashboard.
2. GotoMy Requests in ServiceNow and you will see your new requests.
3. Click Requested for details.

4. Inthe Request page you will be able to view details of what action is being requested, and you can Accept the action.
5. On your endpoint, the pending justification window will update to an Approved status, and the user will be able to access their requested application.

Create Approval Request Items Task

Privilege Manager integrates with ServiceNow to manage approvals for user-requested application execution and elevation. For this integration to work there are several items that must be created in your ServiceNow instance. You can create
these items manually or run the Create ServiceNow Approval Request Items task in Privilege Manager to create them automatically.

Most of the items created automatically by the Create ServiceNow Approval Request Items task are generic, and you are encouraged to replace these items with their own, and use your own workflows, forms, etc. This document describes
what default items this task creates, and what is required for the integration to work so that you can adjust according to your own ServiceNow system.

How to create ServiceNow Approval Request Items Task

When you run the Create ServiceNow Approval Request Items task, Privilege Manager creates the necessary items in ServiceNow so that it can use ServiceNow to manage requests to approve execution or elevation of applications. This
section describes each item and their functions:

Thycotic:

The task creates a service catalog category named “Thycotic” within your ServiceNow Ul.

Execute Application Request:

The task creates a service catalog item named “Execute Application Request” and associates it with the Thycotic service catalog category.

Varlables

PMApprovalld The Privilege Manager internal identifier for the approval request

PMinitiatorld The Privilege Manager internal identifier for the user that initiated the request
PMinitiatorName The name of the user that initiated the request

PMPolicyld The Privilege Manager internal identifier for the policy associated with the approval request

PMPolicyName  The name of the policy associated with the approval request
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PMAgentid The Privilege Manager internal identifier for the endpoint on which the request was initiated

PMAgentName  The name of the endpoint on which the request was initiated

PMProcessld The Privilege Manager internal identifier for the process configuration item associated with the approval request
PMProcessName The name of the process configuration item associated with the approval request

PMFilePath The path to the application the user is attempting to run

PMUserReason  The reason given by the user requesting the approval

CreateExecuteAppApprovalRequest

The task creates a scripted SOAP service named “CreateExecuteAppApprovalRequest.” When a user initiates an approval request, Privilege Manager will call this service with input data about the request. The default script will create a new
Execute Application Request service catalog item, fill out the variable data from the inputs, and submit the item. The service returns the ID of the item to Privilege Manager so that it can periodically check or update the status of the item.

Script Input

The task creates inputs with the same names as the Variables in Execute Application Request listed above

Script Output

The task creates an output named “PMRequestld.” Privilege Manager looks for this output by name and records it so can be used in future service calls to check or update the request status.

The task creates scripted SOAP service named “GetExecuteAppApprovalRequestStatus.” When an approval is in progress, Privilege Manager will periodically call this service to determine if the request has been approved or rejected.

Seript Input

The task creates an input named “PMGetRequestld.” Privilege Manager supplies this input using the value from PMRequestld that was output from the CreateExecuteAppApprovalRequest service.

Script Output

PMApprovalStatus Privilege Manager expects this service to return PMApprovalStatus with one of the following values:
approved: The request has been approved
rejected: The request has been rejected
pending: The request is still pending approval or rejection
invalid: PMGetRequestld is not a valid ID, or the approval request is in an otherwise invalid state and will be rejected by Privilege Manager.

PMComment If there is a comment by the worker that approved or rejected the request, it can optionally be returned in the output named PMComment. If this output is present Privilege Manager will record it with the status of the
request inits database

CancelExecuteAppApprovalRequest
The task creates a scripted SOAP service named “CancelExecuteAppApprovalRequest.” If a request times out from within Privilege Manager, Privilege Manager will call this service to cancel the corresponding item in ServiceNow.
NOTE: Privilege Manager expects this service to be defined in ServiceNow, but the product does not invoke this except when a request times out from Privilege Manager.

Inputs

PMCancelRequestld Privilege Manager call this service with PMCancelRequestld set to the value from PMRequestld returned from the CreateExecuteAppApprovalRequest service

PMCancelComment Privilege Manager calls this service with PMCancelComment set to a comment about why the request is being canceled.

Outputs

The task creates the output named TmsCancelResult. Privilege Manager expects an output with this name, but currently ignores the value.
Required Integration Points

What Can Change vs. What Must Remaln

Most of the ServiceNow back end can be changed to accommodate your own items and workflows. Privilege Manager only requires the three scripted SOAP web services described above. You are welcome to change the script within the
services to do whatever is necessary for your environment.

While the inputs that Privilege Manager sends to the services are fixed, once they reach ServiceNow you are free to do (or not do) what you want with the values.

Privilege Manager expects the outputs from the services as described above. PMRequestld is by default the ServiceNow sys_id of the requested service catalog item instance, but can be any string up to 256 characters used to identify the
request. It's up to you to ensure that the status and cancel services can interpret that value.

You can change the names of the services if you update the names in the ServiceNow Approval Process configuration in Privilege Manager. You can also create multiple ServiceNow Approval Process items within Privilege Manager, and each
canreference their own set of services.
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ServiceNow Application

With Privilege Manager v11.1, a Thycotic Privilege Manager ServiceNow application is available in the ServiceNow app store allowing approval workflow management.

ServiCennw service Management

” Filter navigator
Thycotic Privilege Manager
Integration Configuration
Activity types
Requests

Responses

Prerequlsites

In ServiceNow:

e AServiceNow instance and general knowledge, familiarity with the ServiceNow product.
e Threerole credentials:

o aServiceNow Instance administrator user.

o anapplication administrator user.

o anapplication approver user.

In the Privilege Manager console:

e Under Admin | Configuration | Advanced, set the API Settings | APl Enabled switchtoyes.
e AnAPIClient User to use with the ServiceNow webhook configuration.
e AForeign Systems configuration for the ServiceNow webhook configuration. Refer to ServiceNow Webhook Setup.

Approval Warkflow between Privilege Manager and the ServiceNow Application

This Foreign Systems setup requires an active Webhook configuration.

gi witha iceNow App.
Ask to create an activity type for approval worflow.

W

Activity type are the activities for approvals like an
option to approve %deny, duration of approval,
comments for requéster, etc.

Registers Privilege Manager for approvals.
Sends back a registration ID and activity ID

N

Privilege Manager ServiceNow App

An Endpoints of Privilege Manager can now send an
approval request to ServiceNow app.

W

An approver at ServiceNow Approves the request and the
response is sent back to Privilege Manager

N

Request/Responses

Allrequests received are listed under the Request menu.


https://store.servicenow.com/sn_appstore_store.do#!/store/application/bdae5965db77a010484325b2ca96194f/1.0.0?referer=%2Fstore%2Fsearch%3Flistingtype%3Dallintegrations%25253Bancillary_app%25253Bcertified_apps%25253Bcontent%25253Bindustry_solution%25253Boem%25253Butility%25253Btemplate%26q%3Dthycotic&sl=sh
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Requests Search Requestldv  Search

<F
v Al
@ 2 £ ZE Requestid A = Status = Metadata
@ 85d71683-Tdac-4762-8120-76a%a564idcl Approve {"Policyld™:"{14{
Actionsonselectedrows... W
Users verify the status and status code by clicking on individual requests received.
1[alt] (images/servicenow/success.png "Response "Approve” Status with 200 status code")
Activity Setup
Activity Details can be configured with various process parameters, like max timeout values:
{ == Activity Details- PM Approval Request & oo Update
%k Name | PM Approval Request]
> Description | Approve or deny PM request
>k Valid Responses  Approve,Deny
> Maxtimeout = Hours 16 30 00

Include comment

Include duration |+

Update Delete

Delinea
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Setting up a Servi C ion

Once you have your foreign system established in the Privilege Manager Console, you are ready to also enable Webhook configuration.

Note: Webhook configuration requires an enabled APl setting under Admin | Configuration | Advanced. Set the API Settings | APl Enabled switchto yes.

Configuration an API Credential

N =

Navigate to Admin | Configuration | Credentials.
Click Create and create awebhook API Credential as a standard user.

1. Createan API Client User. Refer to How to Manually Add API Client Users and Add Roles to Users. Copy the Client Id and Secret for the credential.

Eal

For Password enter the Secret.
Click Save Changes.

o

Configuring the Webhook

1. Navigate to your ServiceNow Foreign Systems configuration (Admin | Configuration | Foreign Systems and select the the ServiceNow foreign system from the list).

< Ba

New ServiceNow Server

Save changes? If you press cancel, all your changes will be lost

Foreign System Details Name
Description
Type

Settings Credential
Base URL

Use Webhook

2. SelectUse Webhook

New ServiceNow Server

Save changes? If you press cancel, all your changes will be lost.

Foreign System Details Name

Description

Type

Settings Credential

Base URL

Use Webhook

API Credential

Privilege Manager Post Uri

For Account Name enter the Client Id.

New ServiceNow Server

New ServiceNow Server

Service Now Instance Resource (Resources)

https:#/[InstanceName] service-now.com/

No

New ServiceNow Server

New ServiceNow Server

Service Now Instance Resource (Resources)

https:/[InstanceNamel]. service-now.com/

Yes

3. Fromthe Credential drop-down, select the webhook credential you created above.

4. For Privilege Manager Post Uri save the API Endpoint, usually something like

5. Click Save Changes.

Cancel

a ° ® 9

Once the foreign system is saved, a new webhook is created in the background and a server task is triggered to register the webhook with the ServiceNow App.

Verifying the Webhook Creatlon

1. Navigate to Admin | Configuration.

2. Selectthe Messaging tab.

Delin
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3. Under Webhoaok Configuratian, verify your webhookiis listed.

Configuration Q [ o

General Discovery Reputation Credentials Foreign Systems Advanced Authentication Messaging Change History

Webhook Configuration

NAME DESCRIPTION LAST MODIFIED BY LAST MODIFIED

New Webhook for New ServiceNow Server setting demo-sys\Administrator 6/7/21,1205 PM

4. Fromthelist of configured webhooks, click on the one you just created.

< Bac quration ;
a 200
New Webhook for New ServiceNow Server setting . 2
Details  Change History C Refresh More ~
Details Name New Webhook for New ServiceNow Server setting
Description
7
Type ‘Webhook Resource (Resources)
Settings webhook Event Approval Request Event v
Credential Default User Credential v
Endpoint URL hitps:/[instanceNamel]. service-now.com/api/now/table/x_thyti_thycotic_p_request
Enabled @ Yes

The default webhook event for ServiceNow foreign systems integrations is Approval Request Event.

Reglstratlon with ServiceNow App

The process takes place automatically when the ServiceNow instance is saved with the Use Webhook checkbox ticked. The registration returns an Instance Id (returned as sys id on a POST) that must be sent with each request.

The registration request body is visible in the ServiceNow instance on the Integration Configuration tab.

SErviCeNOW seniee Manogement @ vowminon - P @ B
¢ == integration Configuration - Created 2021-05-31 04:33:17 & s Update | Dalete N
3 Instance | Authentication Type cetToken o
Thycotic Privilege Manager metadata
Usermame o
Integration Configuration
password e
Activityty
[Fp— w05 [e)
Requests
Token Url [e—— privlegaman o
Responses
Endpoint urt hupss pviegeman | ©
Mo reteyaterpts 3 eo®
update | | Delete

The supported Activity Type must be registered before a request of a specific request type can be sent. Activity registration will return Activity Type Id(returned as sys id on a POST).
The Activity type supports two valid responses:

e Approve
e Deny
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Setting us a Symantec Management Platform (SMP) Integration

Privilege Manger integrates with the Symantec Management Platform (SMP) to allow the

e jmport of computers for use in computer groups and identifying systems that exist on the network, but don't have an endpoint agent installed yet.

e jmport of existing Resource Collections from SMP and use them for Privilege Manager policy targets.
e inventory of SMP Software Packages to use the package contents in Privilege Manager Application Control policies.

Create a Credential

Privilege Manager needs a username and password to access SMP. If you have not already created an appropriate user credential:

1. Navigate to Admin | Configuration | Credentials.

2. Click Create, to create user credentials to access SMP.

3. After entering the user credentials information for SMP, click Save Changes.
Connecting to SMP

Before you canimport data from SMP you need to setup a foreign systems connection in Privilege Manager for the SMP integration.

1. Navigate to Admin | Configuration and select the Foreign Systems tab.

2. Select Symantec Management Platform. If this is not listed, make sure the connector is installed by verifying via the Privilege Manager Add/Upgrade Features page.

3. ClickCreate.

New

Name *
New Notification Server

Base URL *

http://[ServerNamel/Altiris/

4. Name the Symantec Management Platform and provide the URL of the Altiris console.
5. ClickCreate.

6. Select the newly created SMP foreign system and click Edit.

7. Under Settings select the SMP user credential that you created in the previous procedure.
8. Click Save.

Import Computers

Before you can import collection data from SMP, Privilege Manager needs to know about computers in your SMP.
1. Navigate to Admin | Tasks.
2. Onthe Tasks tab open the folder tree and select Server Tasks | Foreign Systems | Symantec Management Platform.

3. Click SMP Sync Computers.

Delinea

Tasks

Tasks Automation

Find Folder

v £ Jobs and Tasks
~ [ client Tasks NAME

[ Helpbesk Tasks

4ltems  Q

SMP Sync Collection
~ [ infrastructure Scheduled Activities

3 systog

A~ [ server Tasks SMP Sync Collections
B3 Application Control
g i SMP Sync Computers
O3 oirectory services
[ email Tasks
s SMP Syne Computers
3 File Inventory
) Imports all computers from SMP into Privilege Manager
A [T Foreign systems Description
B3 saom | Run ‘ ‘ View ‘ ‘ History ‘
03 serviceNow
O Symantec Management Platform SMP Sync Packages

a & ® 0

4. Click Run.


#admin_config_foreign-systems_third-party_set-up-smp_mdimport-computers
#admin_config_foreign-systems_third-party_set-up-smp_mdcreate-a-collection
#admin_config_foreign-systems_third-party_set-up-smp_mdinventory-software-packages
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5.

6.

Select your SMP system via the Select... option.

Task Name

Interactive run on Wed Jul 08 2020

Maximum concurrent branches

10

SMP Instance ID *

Select...

[ |

Click Run Task

Verify the Computers have been Imported {optional)

N

w

~

o

o

. Navigate to Admin | Resources.

. Openthe Resourcestab.

. Select acomputer from that list.

. Select the Known Data tab in the computer resource explorer view.

Create a Collection

After computers have been imported, you can create a collection to mirror an SMP collection.

Navigate to Resources, open the Resource Filters tab.

. Inthe folder tree open Organizational Views | Default | All Resources | Asset | Network Resource | Computer.

. Inthe tree under Foreigh Systems, you should have the Foreign System Id and SMP Platform Id data.

2. Inthe folder tree under Resource Filters open Collections | Symantec Management Platform.

3.

4.

o

o

7.

Click Create

Enter a Name and Description, and specify the SMP instance to connect to.

New

Name *

New SMP Collection

Description

SMP Collection

Symantec Management Server *

Cancel ‘ -

. ClickCreate.

Select the Filter Definition tab and under Foreign Collection select the Collection target.

Delinea

SMP Collection

Details Filter Definition Membership

Foreign Collection

Foreign System

All Computes
Foreign Collection

~0
~0O
~O
~O
B8
~0O
O
~0O

Syne Foreign Collection @ Sync Foreign Collection

SMP

221 SMP
windows
Pluggable Protocols
HP-UX
Red Hat
Servers
Inventory Rule Agent Configuration

Task Service Filters

. C Refresh ‘ ‘ More ¥ ‘

n s /RN B

Click Save Changes.
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8. Click the Sync Foreign Collection to update the membership immediately. The foreign collection update can also be scheduled by following the link in the help tip.
9. Select the Membership tab and then click the Update Membership tab to see the current membership of this collection.
Inventory Software Packages
Once the Foreign System has been created, an on-demand packages synchronization can be run and/or a regular synchronization schedule can be set-up via the following steps:
1. Navigate to Admin | Tasks.
2. Onthe Tasks tab open the folder tree and select Server Tasks | Foreign Systems | Symantec Management Platform.

3. Click SMP Sync Packages.

Tasks Automation
4 items Q Create Export
03 Jobs and Tasks
v O3 client Tasks NAME
03 Helppesk Tasks
SMP Sync Collection
v 3 infrastructure Scheduled Activities
~ [ server Tasks SMP Sync Collections
3 application Contral
SMP Sync Computers
O3 oirectory services
O email Tasks SMP Sync Packages
O3 File inventory
~ [ Foreign Systems Name SMP Sync Packages
03 scom '
Description Imports or updates all SMP packages into Privilege Manager
03 servicenow
] Symantec Management Platform Run View |l History
3 sysiog
4. Click Run.
5. Select your SMP system via the Select... option.
Task Name
Interactive run on Wed Jul 08 2020
SMP System ID *
Select
Cancel

6. ClickRun Task.

Alternatively the SMP Sync Packages task can be scheduled to regularly repeat. When viewing the task, navigate to the Schedules tab and create a new schedule.
Create a SMP Package Content Fliter

After the Package Synchronization completes the SMP Packages can be used in application control policies via package content filters.

. Navigate to Admin | Filters.

N

Click the Create Filter button.

o

From the Platform drop-down select Windows.

i

From the Filter Type drop-down scroll to Inventory Filters and select the Package Contents Filter.

o

Set the Name and Description of the filter.

o

Click Create.

~N

Next to Package, click Select resource....

@®

Select the package from SMP that will be targeted.

©

. Setthe switch Results will betoIncluded.
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X
New Package Contents Filter = . @ “—
Details ~ Membersnip  Relatedftems  Change History C Refres ‘ ‘ More ‘
Tl Ot Name New Package Contents Filter
Description Filters files contained in the specified package
4
Platform Windows
Collection Settings
This fifter will check for the existence of a file that is a Data Source Package Contents Query Y
member of the following collection.
Package ™ 00000000-0000-0000-0000-000000000000
Results will be & Excluded

10. Navigate to the Membership tab.

. Ifnoitems are listed in the membership table, click the Sync Package button.

T X O O]

C Refresh | ‘ More ~ ‘

New Package Contents Filter

Details Membership  Relatedltems  Change History

This collection was last updated at Jul 7, 2020, 8:13:06 PM. To force an immediate update, click Update Membership|  Update Membership

Viev: [l Flles picker Report vl e

Running the sync package task, causes the server to inventory the package referenced in the filter. If you have multiple filters and packages, Thycotic recommends to use the Inventory Packages Referenced in Allow Lists task instead.

12. Click Save Changes.

This filter can then be referenced in Application Control policies.
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Setting up an SMTP Connection

Simple Mail Transfer Protocol (SMTP) is the Internet standard for email transmission. Often organizations use an SMTP Server — or a server that is specifically dedicated to transmitting email messages via TCP Port 25 — and in order to send
email alerts with Privilege Manager policies, you must ensure that your email server is connected to Privilege Manager.

SMTP In Cloud Environments

Starting with version 10.7.1 of Privilege Manager Cloud, the SMTP foreign system is automatically configured with the email server information as provided during the cloud instance set-up. The information can be added/changed following the
initial set-up.

Configuring the SMTP Connectlon

To set up the connection, follow these steps:

1. Navigate to Admin | Configuration | Foreign Systems (tab).
2. Click SMTP Server, then Create.
3. Add the Name of your SMTP Server and the base Uri (ex: smtp://[hostname]:[port]), then Create.

Next, in order to begin email alert notifications for a policy, you will need to assign a Task for the job. The Setting Up Email Alerts information below is just one example of tasks that can be configured for automated email notifications.
Setting up Emall Alerts

Email alerts can be created in Admin | Tasks > Server Tasks » E-mail Tasks, thenCreate.

Approval Requests

1. Navigate to Admin | Tasks | Automation tab, then expand Approvals and select Approval Processes.
2. Inthe center section you will see options including Manual Approval Process with E-mail Alerts (If this option does not exist, click Create to add it). Click this option and then Edit.
3. Enter the requested information.
1. For the Start Activity, type Send E-mail for New Approval Task.
2. Forthe SMTP Server, select the resource for the SMTP connection you created above.
4. Click Save Changes.

Note: For cloud environments the SMTP server settings are pulled from an existing configuration and can*t be edited via the parameters tab.
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Setting up a SysLog Connection
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Privilege Manager can push out SysLog formatted messages on a set schedule. Note that this does not happen immediately upon events occurring. Listed below are steps for configuration and task creation for scheduling the action of sending

Discovery Event logs to a SysLog server.

Nate: The Send policy feedback option needs to be enabled on all policies that are supposed to send SysLog formatted events.

Configuring SysLog Connection
To configure SysLog messages in Privilege Manager:
1. Navigate to Admin | Configuration and select the Foreign Systems tab.

2. Clickon SysLog and Create. Set a Name and the SysLog Server Address (either tcp or udp). The default is udp on port 514.

New

Name *

New SysLog Server

SysLog server *

udp:/lnost514

o

Once the server is created, you can use Edit to change any of the configuration settings.

New SysLog Server

Details  Change History

Foreign System Details

Name New SysLog Server

Description New SysLog Server
Seftings Protocol uop

Host o]

Part 514

The protocol drop-down options are UDP, TCP, and HTTPS. HTTPS supports integrations with DEVO.
Setting up SysLog Server Tasks

1. After adding a new Syslog connection, to manually send logs to your Syslog Server go to Admin | Tasks.
2. Expandthe Server Tasks folder, then Fareign Systems, select SysLog and click Create.

3. Fromthe Template drop-down, for example select Send SysLog Application Events.

4. Add aName for this task, an Event Name (e.g. “Privilege Manager Application Events”), and Event Severity.
5. From the SysLog System drop-down select your SysLog server foreign system (configured above).

6. Optionally also enter a Security Ratings Provider, depending on your other integrations.

New

Template

Send SysLog Application Action Events v

Name *

New Send SysLeg Application Action Events

Event Name *

Event Severity

SysLog System *

Security Rating Provider (optional)

7. Click Create.
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Once created, you'll be taken to the new Scheduled Task's page where you can run the task on demand and/or specify how often you want events received by Privilege Manager (i.e. all events viewed in Admin | Event Discovery) to be pushed
outto the SysLog server. The schedule can be hourly, every 30 minutes, daily, or whatever time period is preferred.

After this task runs and successfully completes, verify that Event Discovery events appear in your SysLog system.
Template Options

The following template options are available:

Template

Send SysLog Application Action Events v

Send Syslog Application Action Events
Send SysLog Application Justification Events
Send SysLog Bad Rated Application Action Events
Send SysLog Change History Events

Send SysLog Events

Send SysLog Newly Discovered File Events

Send SysLog Password Disclosure Events

Send SysLog Application Action Events - Use this template to send application action events to your SysLog system. Application Action Events contain generic information about the application that run, which policy was triggered,
the date/time stamp, computer, and user for example.

Send SysLog Application Justification Events - Use this template to send application justification events to your SysLog system. For example, if a user runs an application requiring a justification workflow.

Send SysLog Bad Rated Application Action Events - Use this template to send an event to your SysLog system, when an application is being installed or executed, that is identified with a bad security rating.

Send SysLog Change History Events - Use this template to send change history events to your SysLog system. When this task runs for the first time, it sends all change history to your SysLog server. On subsequent runs it only sends
the delta of new change history events.

Send SysLog Events - Use this template to send all SysLog events to your SysLog system. These events are based on the different options you selected on the SysLog server during setup.

Send SysLog Newly Discovered File Events - Use this template to send newly discovered file events to your SysLog system. For this to produce any events the Default File Inventory Policy needs to be enabled and resource
discovery schedules need to be customized.

Send SyslLog Password Disclosure Events - Use this template to send all password disclosure events to your SysLog system.

Data Sources

The following five data sources can be used with the respective templates above:

o Application Control Justification Events (7d6bdbf0-8f2a-4e9c-9c7e-fabb75803c45)
o Application Control Policy Feedback (eeb7aaf6-f675-4586-a7e3-3eb54b59basd)

o Recently Discovered Applications Query (b875d3a6-433c-42cc-8332-05350343e498)

e Local Security Password Disclosure Events (13d6cf4d-0132-4401-88ab-80b55301c60c)

o Application Control Policy Feedback Restricted to Security Level (4ebsec69-d7a9-4797-972a-41855d3e7799)

If custom data sources are used, they need to specify the following fields:

externalld
Facility
Severity
EventTime
Host
DeviceVendor
DeviceProduct
DeviceVersion
Name
CEFSeverity

Troubleshooting if SysLog Option is Missing under Foreign Systems

If you are a Privilege Manager Cloud customer, contact Thycotic support to have it added to your instance.

On-premises customers, navigate to https://[YourOrganizationURL]/TMS/Setup/ProductOptions/SelectProducts and check the Thycotic SysLog Connector option. Install the SysLog Connector and accept the License Terms and Conditions.
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Setting up a VirusTotal Connection

Privilege Manager can perform real-time reputation checks for any unknown applications by integrating with analysis tools like VirusTotal. This article shows how to set up the integration between Privilege Manager and VirusTotal and then
create amonitoring policy in Privilege Manager for reputation checking.

VirusTotal API Key
As afirst step the VirusTotal Ratings Provider has to be configured. For this,

1. Sign up for a Free VirusTotal account at https://www.virustotal.com/.
2. Signinto VirusTotal and find your APl key under your Username | Settings | APl Key.

Install VirusTotal

As a second step VirusTotal needs to be installed in Privilege Manager.

Note: You need outbound access on your server for that installation.

Open a browser on your Privilege Manager Web Server.

2. Browse to https://YourinstanceName/TMS/Setup/.
3. Onthe Currently Installed Products screen, choose Install/Upgrade Products.
4. Check the Thycotic VirusTotal Reputation Connector, click Install. Then Accept the End User License Agreement. You will see your Installation Progress.
Note: If the installation of VirusTotal initially fails, redirect to https://YourinstanceName/TMS/Setup/ and click the Repair button next to the VirusTotal Product.
5. Navigate to Thycotic Privilege Manager | Admin | Configuration | Reputation tab.
6. SelectVirusTotal Rating Provider from the Select Rating Provider drop down menu.
Configuration Q [ . \2) ﬂ
General  Discovery  Reputation  Credentials  ForeignSystems  Advanced  Authentication  Change History
Details C Refresh
betaxs Name VirusTotal Rating Provider
Description Application Control VirusTotal based provider for resource security ratings.
4|
VirusTotal API Key Show API Key Change
[Chassity 25, Suspect C® When 1 or more positive indicators are found by leading scan engines
(C® When the total number of positive indicators reaches 10 or more across all contributors
Classify,as Ba ® When| 2 or more positive indicators are found by leading scan engines
(C® When the total number of positive indicators reaches 50 or more across all contributors

7. Enterthe VirusTotal API Key, click Update.
8. Enter information under Details and specify settings for Suspect and Bad classifications.
9. Click Save Changes.
Note: VirusTotal can be used without API Key. If the free version is used, reputation checks are limited to 4 per Minute. Thycotic does not recommend this for a production environment.

For the implementation example below, we are creating two filters, using one default filter, and creating a policy. One filter is the standard Security Rating Filter the other filter controls, that we only send applications to VirusTotal for a
reputation check that are in the user's Downloads and Temp directories.

Further details about creating a Security Rating Filter and other needed filters to work with reputation checking policies refer to the Reputation Checking topic.
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General Tab

The General Tab provides a quick access to Privilege Manager Maintenance tasks and job settings.

Configuration

Policy Targeting (&

Approval Types

Approval Processes

Maintenance Settings

General Discovery Reputation Credentials Foreign Systems Advanced Authentication Change History

jcy Targeting Update |

Defauit Exe:
Defauit Off

ation Request Ty
cute Application Req

Defauit Manual Approval Pr
Mobile Message Approval Process

ssign Orphaned Agent Uploads
Copy of Purge Maintenance - Agent Logs
Delete O1d Performance Counter Events

Migration Task
Purge Maintenance - Agent Logs

Purge Maintenance - Application Control Events

Purge Maintenance - Audit Events

Purge Maintenance eted File Upload Sessions
Purge Maintenance - Files Undiscovered

Purge Maintenance - Incomy le Upload Sessions
Purge Maintenance - Message History

Purge Maintenance - Orphaned Local Users and Groups
Purge Oid Computers

Test of Purge Maintenance - Application Control Events

Pollcy Targeting

The Policy Targeting Update automatically caches the list of policies applicable to each agent by updating the collections and resource targets.

Approval Types

For approval types can be specified as policy or file specific, a Security Rating System can be added, and a Process Handler can be entered. The following default approval types are available:

o Default Execute Application Request Type

o Default Offline Execute Application Request Type

Approval Processes

These are read-only items and by default Administrators are always allowed to approve any requests and an optionally activity can be started as part of the approval.

o Default Manual Approval Process
o Default Offline Approval Process
® Mobile Message Approval Process

Markdig.Syntax.Inlines.Linkinline

Assign Orphaned Agent Uploads

Delete Old Performance Counter Events
Initialize ltem Change History

Purge Maintenance - Agent Logs

Purge Maintenance - Application Events
Purge Maintenance - Audit Events

Purge Maintenance - Files Undiscovered

Purge Maintenance - Message History
Purge Old Computers

Purge Maintenance - Completed File Upload Sessions

Purge Maintenance - Incomplete File Upload Sessions

Delinea
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History Tab

The Change History tab is accessible via:

e Admin | Configuration - listing all changes made to Advanced, Authentication Provider, Foreign Systems, Discovery, and Reputation item configuration settings.
e Admin | Policies - listing all changes made to policies.
e Admin | More and then (for the default menu, might differ if customized)
o Filters - listing all changes made to a specific filter.
o Actions - listing all changes made to a specific action.
< Resources - listing all changes made to a specific user editable resource. Meaning resources that are not user editable, like a file extension, do not have a history change tab.
o Tasks - listing all changes made to a specific task.

Once the tab is selected, it opens a two-column page. On the left all recorded changes are listed with the newest record on top. This left column data provides a summary of the changes:

® whomade the change,
e what was changed,

* thetype of change,

e itemchanged, and

* date/time of the change.

For any changes made to the Authentication Provider for Foreign Systems, like changing from NTLM to Azure Active Directory for example, the Change History provides details about the active and staged states with true and false indicators.
Looking at Details

The following image shows an example of the change history for a foreign system entry. The change shows that the foreign system was initially pointed at the local host URL, with a Credential and Client Secret pertaining to that localhost
instance. An update was made to configure a real Secret Server instance URL with accompanying changes of Client Secret and Credential to be able to authenticate against that new URL.

Default Secret Server T W

Configuration  Change History C Refresh

7 ltems

Wednesday July 1, 2020 Thursday, June 18, 2020, 6:40:47 PM
Saved item

—— Default Secret Server

Imported item: State \ NewSecretFolderid : 5

Default Secret Server 6:04 PM

Friday June 13, 2020 Credential e - Befault User Gredential

test1
Saved item: Credential : Default User Credential
Default Secret Server 436 PM

- g | e -
Saved item: State \ PingPath : healthcheck aspx
Default Secret Server 2:59 PM

Thursday June 18, 2020

Saved item: Credential
Default Secret Server 6:40 PM

test1
Saved item: State \ CurrentlyConnected : True
Default Secret Server 11:18 AM

Drilling Down

To look at details of any given change, select one of the change entries in the left column. For the example we created a policy to deny the installation of iTunes on Windows endpoints.

Deny iTunes Installation

General Policy Events Change History Active (D
2 ltems

test1
Tuesday July 7, 2020 Tuesday, July 7, 2020, 9:46:22 AM

Created item from template
test1
Saved item: ApplyToResourcesSettings \ AllowedTa...
Deny iTunes Installation 9:46 AM

Deny iTunes Installation

test1 1
Created item from template: Created item from tem..
Deny iTunes Installation 9:46 AM

What we see:

1. Information about the system and user initiating the change, here test7and information about the type of change, here Created from template.
2. The name of the item that was created from template, the date and time when the change ocurred.
3. Details on the summary information from the left, such as alink to view the user details and what change was done to which item.

The next screen shows a state change due to the policy being saved. The State\ResourceTargetlds are being saved for the first time for this policy.
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Deny iTunes Installation

2 tems.
Tuesday July 7,2020

testl

General Policy Events Change History

Saved item: ApplyTt
Deny iTunes Installation

test1

Deny iTunes Installation

\ Allowed Typeld :..

9:46 AM

Created item from template: Created item from template
9:46 AM

testl
Tuesday, July 7, 2020, 9:46:20 AM
Saved item

Deny iTunes Installation

ApplyToResourcesSettings \
AllowedTargetRoleTypeld

State \ ResourceTargetids

Enabled

Computer £080.0000.0000

Windows Computers

True

The last entry in the Change History list provides all the details about the change to the policy after initial creation and save.

Item Change History Report

Delinea

The Item Change History Report is part of the Diagnostic group on the Reports page. You can also search for “change history” and the report will be listed on the search results page. Click the link to access the report.

The report lists the history of item changes.

Item Change History

[ Fitter Report | Refresn | csv | PoF |

Drag column here for grouping

Name :

New User Credential

Create inbound TGP firewall rule
for Elevate Adding Inbound TCP
Firewall Rule Privilege

New Display Advanced User
Message Action (Mac0s)

New Display Advanced User
Message Action (Mac0s)

Test of Application Denied
Notification Actien

Copy of Deny Execute Message
New Adjust Process Rights Action

New Adjust Process Rights Action

New Set Process Security
Descriptor

New Set Process Security
Descriptor

Search

Operation i User

CreateFromTemplate

CreateFromTempiate

Save

CreateFromTemplate

Clone

Clone

Save

CreateFromTemplate

Save

CreateFromTempiate

i Date

‘\Administrator  7/7/2020 9:10 AM

\Administrator  7/6/2020 11:00 PM

‘\Administrator ~ 7/6/2020 9:00 PM

\Administrator  7/6/2020 9:00 PM

‘\Administrator  7/6/2020 8:24 PM

‘\Administrator  7/6/2020 8:07 PM

‘\Administrator  7/6/2020 7:42 PM

‘\Administrator  7/6/2020 7:42 PM

‘\Administrator  7/6/2020 7:24 PM

‘\Administrator  7/6/2020 7:24 PM

T \J

i Comelation ID

e074D280-3990-4a79-9141-
3e691122b2a8

368940d4-94d9-4cee-8a8f-
971f1808882¢

3ca93080-bfal-4e02-8cfa-
277e2fd6babb

6e1841el-f2af-dcad-af1f-
602089230880

T96{463e-1c58-4058-b10F-
2c81f3b24109

2b3eccf-5252-4644-3488-
854a07c1682b

€9675353-5e6e-4185-8e8f-
18f9faf2956b

©73da2d0-8fe5-4001-baed-
Tebe7c42b9d8

ec86ef31-4dfd-4692-b2dd-
3aab633d60184

1b41a4ce-1651-4089-ab16-
446c7b133abd

For further investigation, you can access the item that was changed by clicking the entries in the Name column.
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Reputation Tab
Here you select the Rating Provider from drop-down. Current options are Cylance and VirusTotal rating providers.
The configuration details required are different for the two rating providers as shown in the following sample images.

Cylance Rating Provider

Delinea

Configuration

General  Discovery  Reputation  Credentials  ForeignSystems  Advanced  Authentication  Change History

Select Rating Provider

Cylance Rating Provider_~

a @ 0]

Cylance administrators should add the Thycotic agent to the Cylance safe list. Review Privilege Manager's documentation on antivirus exclusions

Credentials

Application Secret * @ %
Application ID* (& "
show
Settings
2 Tenant1D* @ 5
Region @ North America

C' Refresh More

VirusTotal Rating Provider

Configuration

Q

s BNORN - ]

General Discavery Reputation Credentials  Foreign Systems Advanced  Authentication Change History
Details
Details
Name VirusTotal Rating Provider
Description Application Control VirusTotal based provider for resource security ratings

Virus Total APl Key

Classify as ‘Suspect’

C® When| 1 or more positive indicators are found by leading scan engines

® When the total number of positive indicators reaches | 10 or more across all contributors

Classify as ‘Bad’

® When 2 or more pesitive indicators are found by leading scan engines

® When the total number of positive indicators reaches | 50 or more across all contributors.
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Navigate to the Admin | Diagnostics page to view more comprehensive system details. Select any of the gauges to drilldown into details.

The Diagnostics page is also the go-to stop for full system health. Go there to find Server Console Logs and other system level warnings or tips.

Diagnostics deny Q s Q) o
‘This page shows you general diagnostics about your environment that can be used to troublesnoot issues or submit to Technical Support
Clear Descriptive item Cache ‘ ‘ Clear Local Storage Cache ‘ ‘ Import ltems |
Managed Operating Systems Agent Registration State Agent Policy State Password Age
System Health Key Configuration Settings
Normal Properly Configured
Remote Task Status Product Licenses Installed
Normal Normal
Number of Old Computers Server Activity Paused
Warning Information
Unacknowledged Events Update Available
Normal Properly Configured
Pending Approvals Count Configure Active Directory
Normal Properly Configured
Number of Application Events Set Default User Credential
Normal Properly Configured
File Uploads Size Install Agents
Normal
Background Message Queue Size
Normal
Background Message Queue Older than 1 Week
Licensing
Normal
Client License Expiration

The Licensing area provides information about expired licenses, exceeded license counts, and limits for each operating system.
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The File Upload options allows existing file uploads via the standard Choose File dialog.

Upload a File
Application File: () [ Choose File | No file chosen

Notice: Files uploaded to the server will be stored temporarily during the inventory process without the ability to

be executed. The file is then deleted once the process completes.
Cancel

The file upload functionality is available during imports of items, for diagnostics, and for inventory purposes.
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In Privilege Manager, using a robust filtering system is the key to creating accurate and effective Policies.
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Afilter is made up of specific criteria that Privilege Manager uses to target important file data (or Events) that occur across your environment. You can think of Filters as the core identifiers in your Privilege Manager system. They are used to
identify various levels of activity across your organization's computers, including processes (applications) that are launched on computers, who is executing an application, or the state of the computer that the process is being executed on.

An Event in Privilege Manager is any piece of file data or executable on a computer that is targeted by a policy.

There are different methods for Filter-creation and usage, but if you take the time to familiarize yourself with our out-of-the-box filters they can help make your policy-creation process easy. This article will provide details and descriptions for
Windows Filters in Privilege Manager and how you can begin using out-of-the-box Filters, or create your own.

Types of Filters

We recommend leveraging Privilege Manager's out-of-the-box filters to get your policies up and running fast! For a complete list of out-of-the-box filters according to category type, review our Filters' Catalog for Privilege Manager here.

You can search your full list of available filters by navigating to Admin I Filters in Privilege Manager. If you already know what you want to target, simply try typing keywords in the search bar to check whether afilter exists that fits your target

goal.

Note: If using the default filters provided with Privilege Manager, always verify existing targeting information.

Review the Filters Catalog for Privilege Manager for details about all out-of-the-box filters shipped with the product.

Policy

has Conditions and Actions

found via Filters
applied to Targets
with Action taken

Inclusion Filters.
AND

what needs fo be
(all have to match)

Resource Targets
WHO

(it applies to)

!

Actions
‘What Happens

defines what needs to be true (mafch any)
If no targets defined, then everything matches

[Command\mac ipconiig /all

Eas to be linked via Ul

i

Eas to be linked via Ul

SID
DOMAIN ou global

o

same as above

]

Targets (nodes, OUs, groups, etc.), Metadata tag.
Can exist in multiple target groups

Allow

Allow but justify
Approval

Deny

Adjust process rights

Filename= Acrobat.exe, oraclestart. baf
Path= /%system root%/Program Files/Adobe/
Company Name = | Adeobe Corporation

Used when a primary launcher runs a secondary file,
scripting host, _ps, MSIExec
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Create A Copy - How to Use Fliter Templates
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Out-of-the-Box filters are designed to be used as templates, meaning when you open these filters you will see a Duplicate option rather than the option to immediately Edit. These filter templates are protected to provide a jumping off point

whenever creating new filters. They are formed by specific criteria that you can tailor according to your specific use case after copying.

Keep in mind that every filter in Privilege Manager - whether or not it is a template - can be leveraged by the Copying feature.

Creating a New Filter Manually

The following a basic steps to create a filter. Based on platform and type the end result shown in this example can be different.

1. Inthe Privilege Manager console, navigate to Admin | Filters.

2. Click Create Filter.
3. Onthe Create Filter modal,

1. select a Platform from the drop-down.

Create Filter

Platform

[ |

Options here are:

= Windows
= macOS
= Unix/Linux

2. select the Type from the drop-down.

Create Filter
Platform

Windows

Type

Application Filters (Windows)
Blank Win32 Executable Filter
Commandline Filter
Download Source Filter
Environment Filter
Network Location Filter
Parent Process Filter
Secondary File Filter
Security Rating Filter
Signed File Filter
Time Of Day Filter
User Context Filter
User Context Filter via SID

File Filters (Windows)
application Compatibility Filter
Application Manifest Filter
File Collection Security Catalog Filter
File Existence Filter
File Owner Filter
File Specification Filter

The Type depends on the platform selection.

3. enteraName and Description.

Create Filter
Platform

Windows

Type

Blank Win32 Executable Filter

Name *

New Win32 Executable Filter

Description

= -

4. Click Create.

Once the filter is created, the new filter page open and information under the Details, File Specifications, and File Details sections can be edited. The Save and Cancel buttons appear once you make the first change on the page.
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< Back

Test 1 Win32 Executable Filter

Details  Relatedtems  Change History

Filter Details Name
Description
Platform

File Specifications

Enter criterion for this filter. This filter can be based on file names,
location andfr file detail properties.

File Details

To only match files with specific properties in the file details, enter
those values in the fields below. A wildcard character (%) is allowed
only at the end. All values specified must match the file detail for the
file to be included in the set

a 1 e 0

C Refresh ‘ More ~

Test 1 Win32 Executable Filter

doc test fifter

Windows
File Name @
File Path @
Include subdirectories
First Discovered @ Anytime
(O inthelast
0minute(s)

Internal name @

Original filename @

More Options Menu for Filters

‘ C' Refresh ‘ ‘ More ¥ ‘

Duplicate
Export
View XML

Delete

Creating New Filters using Event Discovery

The More options menu offers users entry points to duplicate, export, view xml, and delete filters that are already on the system.

Delinea

One way to begin creating new Filters that identify specific files or applications on your network is to set up a Learning Mode Policy and use the events pulled in by Privilege Manager from actions performed on a test machine. Refer to Event
Discovery for more information on setting up a Learning Mode Policy.

1. InPrivilege Manager, navigate to File Inventory.
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0 lege Manager

~ Computer Groups

Application Policies
User Policies
Group Policies
Scheduled Jobs

Agent Canfiguration

Application Policies
User Policies
Group Policies
Scheduled Jobs
Agent Configuration
lient System Settings
File Inventory
Policy Events

Reports

2. Selectarecognized event.

3. Click Create Filter.

Delinea

File Inventory

51 tems Q

FILE NAME

jmj715rSwOyVb/VIWAYKK

New Loaded Resource - L9ThxnotKPzthJ7hu3bnO..

Searchindexer.exe

WmiApSrv.exe

wersve.dll

wercplsupport.dil

WalletService.dll

VSSVC.exe

csesve.dll

cdpsve.dil

qmardll

WerFault.exe

WerFault.exe

ORIGINAL FILE NAME

Searchindexer exe

WmiApSrv.exe

wersve

ERC

WalletService.dll

VSSVC.EXE

escsvedll

CDPsve.dll

qmgrdil

WerFault.exe

WerFault.exe

PRODUCT NAME

windows® Search

Microsoft® Windows® Operating System

Microsoft® windo

Operating System

Microsoft® Windows® Operating System

Microsoft® Windo

3 Operating System

Microsoft® Window

Operating System

Microsoft® Window:

Operating System

Microsoft® Windows® Operating System

Microsoft® Windows® Operating System

Microsoft® Windows®

Operating System

Microsoft® windows® Operating System

PRODUCT VERSIO!

7.0.14393.3750

10.0.14393.3750

10.0.14393.3750

10.0.14393.3750

10.0.14393.3750

10.0.14393.3750

10.0.14393.3750

10.0.14393.3750

7.8.14393.3750

10.0.14393.3750

10.0.14393.3750

FIRST DISCC

6/24/20,2

6/24/20,2

6/13/20,1

6/13/20,1

6/13/20,1

6/13/20,1

6/13/20,1

6/13/20,1

/13/20,1

6/13/20,1

6/13/20,1

6/13/20,1

Q

New Loaded Resource - 2jmj7I5... X

* ]

Create Filter

This brings you to the Manage Application modal with the known identifiers needed for targeting this specific event auto-populated, for this example chrome.exe.

Manage Application

File Name ®

chrome exe

File Path @

Internal Name @

chrome_exe

original File Name @

chrome exe

Product Name @

Google Chrome

Company Name (®

Google LLG

File version ©

83.0.4103.97

Product Version @

C:\Program Files (x86)\Google\Chrome\Apy

The modal has options to Create and Add to Policy ortojust Create Filter.

Note: If you are NOT directed to such a dialog, this means Privilege Manager doesn't have enough information to target this event yet. In these cases you may need to create Filters manually.

The dialog reveals the available list of building blocks, attributes, or criteria used for creating a filter. In other words, the following list of criteria are possible data fields that Privilege Manager can look and sift through for on any given event that
your policies target for Windows machines. Note that criteria can vary depending on the type of filter you are creating:

File Name

Path

Internal Name
Original File Name
File Version

.
.
.
.
.
e Product Name
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e Product Version
e Company Name
o File Signature (File must be signed by)

You can choose which criteria to use by checking or un-checking any of the available check boxes on the dialog. If you are new to the filter creation process, we recommend experimenting with these different identifiers in your test
environment to ensure that you are using a comprehensive list of identifiers in your filter, enough to target the application or file intended but not too specific that variations to your target will fall through the filter's criteria hooks.
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AResource Target in Privilege Manager is a specified set of computers that meet certain criteria (e.g., type of operating system or location of the computers), meant to be used as targets for policies or scheduled tasks. To make a policy apply
to acertain set of computers, you need a resource target comprising that set of computers and assign that resource target to the policy (or, to state it differently, assign the policy to the resource target).

There are several built-in resource targets (for example, "All 64-bit Windows Computers with Application Control Agent Installed") that can be used when defining policies so that users generally do not need to create custom resource targets.
However, there are cases when the latter is needed and, toward that end, this article focuses on user defined resource targets.

This topic also briefly touches upon collections, a concept related to resource targets.

Resource targets are not the only kind of targets that can be assigned to policies; one could also assign an application filter to a policy to make the policy apply to the application file included in the filter.
User Defined Resource Targets

Targets are defined by starting with all known computers and then adding filters to narrow down the set (and after an initial narrowing down, if needed, expand it in some way).

You could create unique targets for all your policies, but if you want to create a target to be reused across multiple policies, it will be more practical to follow these steps.

Interface to View or Create/Modify User Defined Targets

Inthe Privilege Manager console, navigate to Admin | Resources . On the Resources page select the Resource Filterstab, thenin the tree goto Resource Filters | Resource Targets | User Defined Targets, and select either MacOS
or Windows.

If you already created user defined targets, you see them listed here and can modify any of them by clicking the name and then editing the definition.

Resources

Resource Filters Resources

[ I

A [ ResourceFilters
v 3 collections
~ 3 Resource Targets
~ [ Agent and Plug-in Targets
03 macos
~ [ user Defined Targets
0 macos
03 windows
03 windows

Performance Considerations

Resource Targets are reevaluated when the scheduled task "Collection and Resource Targeting Update” runs. This operation is expensive for large numbers of computers. To keep performance high we suggest that you keep the overall
number of targets to a minimum. Also note that targets with simpler definitions are generally less expensive.

Active Directory as Related to Resource Targets

After you have created an Active Directory (AD) instance in Privilege Manager, you need to import computers (computer records, to be more precise).

1. Navigate to Admin | Configuration | Foreign Systems.

Configuration QL re ¢ 6

General  Discovery  Reputation  Credentials  Foreign Systems  Advanced  Authentication  Change History

Active Directory Domains

NAME 4 DESCRIPTION LAST MODIFIED BY LAST MODIFIED

New Active Directory Domain Principal Self Well Known Group 10/24/19, 7:53 PM

2. Select your AD instance and navigate to the Synchronization tab.
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<« Back 10 Configuration _
a @ 0

New Active Directory Domain

General Synchronization Change History ‘ C Refresh ‘ ‘ More ‘
Import
In order to leverage domain users and group Users

membership within applicaiton actions and fiters,

Groups
you must import these objects from Active Directory.

Computers
Custom LDAP Query

Connectivity

Importing Active Directory information can be done @ mportdirectly from Privlege Manager server
aither directly from the server (as long as a domain

controller can be reached on the network) or by using
an on-premises computer running the AD Sync agent.

() Import via an on-premises agent

For more information, see TODO

Server Task Config Schedule Once at 12:43:00 PM (UTC) starting Fri Jun 12 2020

Domain Partner (optional) Select.

History

1. Under Import select which objects you want to import from your AD instance.
= If you select Computers, the default import task also imports the Organization Units (OU) to which the computers belong.
= [fyou select LDAP query, enter the query in the text field.
2. Under Connectivity select your import path. Import either directly from the server (as long as a domain controller can be reached on the network) or by using an on-premises computer running the AD Sync agent.
3. Click Save.

After the task completes, navigate to Admin | Resources, select the Resource tab. In the tree under Organizational Views | Active Directory Domains | (your AD name), you should be able to see your OUs and computers.

Resources Q 13 ‘(\%\’ o

Resource Filters Resources

| c H:l View| Default Resource Picker Report v| € ‘

i [ organizational views Name :  ResourceType : Description CreatedDate 3
~ (3 Active birectory Domains
i b \ mo.. B2 T
~ 3 your.ad.domain.com
O stests m Domain User Group 10/24/2019 7:56 PM

~ [ *Exchange

These OUs are what you can select using the "Group” option, for "List Type", when building a target.

Note: Changes made in AD are not immediately reflected in Privilege Manager. Setup scheduled tasks to periodically import changes. The operation can be long-running for large domains, so be careful about the frequency with
which you schedule the import.

Assigning Policies to Targets

To assign a policy to your target or better to add your target to a policy, find the policy on the Policies page and edit the Policy Details. Use the Add and Edit options to modify your policy.
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This item is read-only.

General Policy Events Change History

Policy Details

Add or update the computer group(s) this policy
applies to and change the order that this policy is
evaluated when an application executes on the
endpoint

Conditions

Elevate Privilege Manager Remove Programs Utility Policy

Computer Groups
Targeted

1 (1 total endpoints)
windows Compurters

Deployment (&)

Last Modified

Priority *

Description

Mot deployed (Policy is inactive)

Jun 9, 2020, 5:59:38 PM by Trusted Installer

This policy elevates the security rights for the Privilege Manager Remove Programs

Refer to the Policies section to review details about Policy Administration.

Collections

Acollection is a predefined list of computers. A collection is often meant to act as a filter and hence is also sometimes referred to as afilter.

Collections are typically defined by an SQL query that returns a list of computer IDs or other resource IDs.

Built-in collections are available in Privilege Manager, for example, “All x64 Windows Computers” and “Domain Controllers."

Delinea

User defined collections are possible but typically expected to be created by Privilege Manager professional services, on behalf of a user, rather than directly by a user. Users are encouraged to define custom targets using existing (built-in)
collections, groups, and fixed lists rather than creating new collections.
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When using RegEXx in Filters instead of a single file name or file specification, make sure to verify the syntax and test your filter before using it in production.
Examples of program names with versions in file names:

(flashutil] a*zA*Z0*9\\J+exe)

Winamp58_3660_beta_full_en*us

(winamp[ a*zA*Z0"9\\]+exe)

Wiresharkwin642.6.6.exe

(wireshark*win64[ a*zA*Z0*9\\]+exe)
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This topic provides the Privilege Manager filters catalog for all out-of-the-box filters that are baked into Privilege Manager and can be used to make your policy configuration process easy.

Win32 Executable Filters

Add Hardware Utility (hdwwwiz.exe)

AOL Instant Messenger

AppCmd for App Pool Recycling (appcmd.exe)
Backup and Restore Utility (sdcit.exe)
Chrome

COM Elevation Host Utility (COMElevateHost.exe)
Command Processor (cmd.exe)

Control Panel Utility (control.exe)
Defragment GUI Utility (dfrgui.exe)

Device Pairing Wizard

Eudora

Firefox

Google Talk

1IS Manager Executable Filter (inetmgr.exe)
1IS Reset Executable Filter (iisreset.exe)
Internet Explorer

ISCSI Executable Filter (iscsicpl.exe)
iTunes

Library Loader Utility (rundlli32.exe)
Microsoft Installer File Filter

Microsoft Management Console (mmc.exe)
Microsoft Windows Media Player

MS Access

MS Excel

MS FrontPage

MS InfoPath

MS Lync

MS OIS

MS Outlook

MS Powerpoint

MS PPTVIEW

MS Publisher

MS Visio

MS VPreview

MS Word

MSN Messenger

NLB executable Filter (nibmgr.exe)

OODBC Executable Filter (odbcad32.exe)
Opera

Outlook Express

Filter used to identify the Device Pairing Wizard that appears when you click Add Device in Windows Vista and Windows 7
Filter used to detect AOL Messenger

Filter used to identify the AppCmd executable

Filter used to identify the Windows Backup and Restore utility

Filter used to detect Google Chrome web browsers

Filter to detect the COMElevateHost. This is used to detect when COM components are being elevated, such as the Network Adapter Properties
Filter used to identify the Windows command shell processor

Filter used to identify the process used to launch Control Panel applets

Filter used to identify the disk defragment utility within Windows

Filter used to identity the Device Pairing Wizard that appears when you click Add Device in Windows Vista and Windows 7
Filter used to detect Eudora email client

Filter used to detect Firefox web browsers

Filter used to detect Google Talk

Filter used to identify the IIS Manager executable

Filter used to identify the IIS Reset executable

Filter used to detect Internet Explorer web browsers

Filter used to identify the ISCS| executable

Filter used to detect iTunes

Filter used to identify the dynamic library loader utility used by Windows to launch various system configuration applets
Filter used to detect the Microsoft Installer. This filter can be used in policies with secondary file filters targeting specific MSl files
Filter used to identify the Microsoft Management Console Utility

Filter used to detect Windows Media Player

Filter used to detect Microsoft Access

Filter used to detect Microsoft Excel

Filter used to detect Microsoft FrontPage

Filter used to detect Microsoft InfoPath

Filter used to detect Microsoft Lync

Filter used to identify the Office Picture Manager Image Viewer

Filter used to detect Microsoft Outlook

Filter used to detect Microsoft PowerPoint

Filter used to detect Microsoft PowerPoint Viewer

Filter used to detect Microsoft Publisher

Filter used to detect Microsoft Visio

Filter used to detect Microsoft VPreview

Filter used to detect Microsoft Word

Filter used to detect MSN Messenger

Filter used to identify the NLB Manager executable

Filter used to identify the OODBC executable

Filter used to detect the Opera Browser

Filter used to detect Microsoft Outlook Express
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Performance Monitor Utility (perfmon.exe)
Powershell (powershell.exe)

Printer Control Utility (printui.exe)

QuickTime

RealPlayer

Resource Monitor (resmon.exe)

Safari

Scripting Host (cscript.exe)

Scripting Host (wscript.exe)

Setup Display Languages Utility (Ipksetup.exe)
ShareX

Skype

Trillian

User's Temp Directory Win32 Executable Filter
Win32 Executables Discovered in the Last Week
Winamp

Windows Firewall (netsh.exe)

Windows Messenger

Yahoo! Messenger

Commandline Filters

Filter used to identify the Performance Monitor launcher stub utility within Windows
Filter used to identify the Windows Powershell command processor

Filter used to identify the printer management applet launcher within Windows
Filter used to detect QuickTime

Filter used to detect RealPlayer

Filter used to identify the Windows Resource Monitor application

Filter used to detect Apple Safari on Windows

Filter used to identify the Windows Scripting Host command-line utility

Filter used to identify the Windows Scripting Host commandline utility

Filter used to identify the Install/Uninstall of Display Languages setup utility for Windows

This filter targets the ShareX application

Filter used to detect Skype

Filter used to detect the Trillian application

Filter used to target any executable (exe) ina user's temp directory

This filter is limited to applications discovered on the endpoint within the last week
Filter used to detect Winamp application

Filter used to identify the Windows Firewall netsh.exe

Filter used to detect Windows Messenger

Filter used to detect Yahoo Messenger

Delinea

| Filter | Description | | ----- | ==-m- I1Add Printer Commandline Argumentsl Filter used to identify the Add Printer Ul applet | | Azman.msc Commandline Filter for MMC Snap-in|Filter used to detect Windows Authorization Manager |
|Backup and Restore Commandline Argumentsl Filter used to identify the Backup and Restore component, used as acommandline argument to a process | |Certmgr.msc Commandline Filter for MMC Snap-inl Filter used to
detect Windows Certificate Manager | | Ciadv.msc Commandline Filter for MMC Snap-in | Filter used to detect Indexing Service Management | |Compmgmt.msc Commandline Filter for MMC Snap-in|Filter used to detect
Windows Computer Management | | Defragment Component (dfrg.msc) | Filter used to detect the MMC Snap-in used to defragment disks in Windows XPI | Devmgmt.msc Commandline Filter for MMC Snap-inl Filter used to
detect Device Manager | IDhcpmgmt.msc Commandline Filter for MMC Snap-in | Filter used to detect DHCP Management | I Diskmgmt.msc Commandline Filter for MMC Snap-in | Filter used to detect Disk Management | |

Dnsmgmt.msc Commandline Filter for MMC Snap-inl Filter used to detect DNS Management | | Eventvwr.msc Commandline Filter for MMC Snap-in|Filter used to detect Event Viewerl |IFsmgmt.msc Commandline Filter
for MMC Snap-inlFilter used to detect Shared Folders Management! |Fsrm.msc Commandline Filter for MMC Snap-in | Filter used to detect File Resource Manager | | Gpedit.msc Commandline Filter for MMC Snap-inl Filter
used to detect Group Policy Editor I |Hardware Wizard Applet | Filter used to identify a commandline argument referring to the Control Panel applet used to add new hardwarel | Lusrmgr.msc Commandline Filter for MMC Snap-in|
Filter used to detect Local User and Group Management | | Napclfcfg.msc Commandline Filter for MMC Snap-in|Filter used to detect NAP Client Configuration | | Network Adapter Elevate Attempt | Filter used todetect whena
user right-clicks on a network adapter and selects Properties | INtmsmgr.msc Commandline Filter for MMC Snap-inl Filter used to detect Removable Storage Manager| | Performance Monitor Component (perfmon.msc) | Filter
used to detect Performance Monitor | IPrintmanagement.msc Commandline Filter for MMC Snap-in | Filter used to detect Print Management | |Recycle App Pool Commandline | Filter used to identify the recycle command for
application pools | |Rsop.msc Commandline Filter for MMC Snap-in| Filter used to detect Resultant Set of Policyl | Secpol.msc Commandline Filter for MMC Snap-inlFilter used to detect Local Security Settings Manager | |
Services.msc Commandline Filter for MMC Snap-in I Filter used to detect Services Manager | Sqiservermanager12.msc Commandline Filter for MMC Snap-in | Filter used to detect SQL Server Managerl | System Control
Panel Applet!Filter used to identify acommandline argument referring to the Control Panel applet used to change the system time and date settings || Tpom.msc Commandline Filter for MMC Snap-in|Filter used to detect Trusted
Platform Module Management! | Wbadmin.msc Commandline Filter for MMC Snap-inl Filter used to detect Windows Server Backup | IWf.msc Commandline Filter for MMC Snap-in|Filter used to detect Windows Firewall
Management | I'Wmimgmt.msc Commandline Filter for MMC Snap-inl Filter used to detect WMI Management |

Environment Filters

Manual Application Compatibility Setting Detects whether an application is being run with manual override options
User Access Control Consent Dialog Detected This filter will match when an application that requires User Access Control consent is launched

User Requested Run As Administrator Detects whether a user has right-clicked on an application and used Thycotic's custom ‘Request Run as Administrator’ option

Network Location Filters

Disconnected from Network Filter used to detect when the computer is not attached to a network
Domain Network Location Filter Filter used to detect when the computer is attached to a network classified as domain
Private Network Location Filter Filter used to detect when the computer is attached to a network classified as private

Public Network Location Filter Filter used to detect when the computer is attached to a network classified as public

Parent Process Filters

Thycotic Copy/Installer Helper Parent Process Filter Filter used to detect when a user attempts to copy a file using the Privilege Manager copy helper
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Secondary File Filters

Target MSI and Scripts executed from the User's Temp Directory Filter used to target MS| and Scripts executed from the User's Temp Directory

Security Rating Filters

VirusTotal This filter will target VirusTotal for Reputation Checking

VirusTotal-Bad Rating This filter will target VirusTotal for Reputation Checking

VirusTotal-Clean Rating This filter will target VirusTotal for Reputation Checking

VirusTotal-Suspect Rating This filter will target VirusTotal for Reputation Checking
VirusTotal Filters based on configuring VirusTotal integration in Privilege Manager. For steps to do this, see our VirusTotal Integration Guide here

Time of Day Filters

Business Hours (8:30AM to 5:30PM) This filter is limited to 8AM to 6PM weekdays

Business Hours (8AM to 6PM) This filter is limited to 8AM to 6PM weekdays
Business Hours (9AM to 5PM) This filter is limited to 9AM to 5PM weekdays
Weekends This filter is limited to weekends

User Context Filters

Administrators Detects when an application is running with elevated (administrator) permissions

Administrators (Include Disabled) Detects when an application has an administrator user token

File Filters

Applicatlon Compatibliity Flle Flliters

Administrative Rights Required Application Compatibility Filter This filter tests whether Windows has detected that this executable requires administrative rights

Generic Installer Detection Filter This filter indicates that Windows has detected that an executable is an Application Setup
Highest Available Application Compatibility Filter This filter tests whether Windows has detected that this executable required highest available rights
Specific Installer Detection Filter This filter indicates that Windows has detected that an executable is an Application Setup
Specific Non Installer Detection Filter This filter indicates that an executable has been flagged as not being an Application Setup

Manifest Filters

Require Administrator Rights Manifest Filter This filter tests whether an executable is marked as requiring Administrative rights
Require Highest Available Rights Manifest Filter This filter tests whether an executable is marked as requiring highest available rights

Manifest Present Filter This filter tests whether an executable has a security manifest

File Owner Filters

System (Wheel) File Owner Files that are owned by the Wheel Group (Unix)
System File Owner Filter Filter used to detect files owned by the System account

Trusted Installer File Owner Filter Filter used to detect files owned by the Trusted File Owner account

File Specification Filters
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Any Package (MacOS)

App Store Preference Pane (MacOS)
Common Executable Folders

Date and Time Preference Pane (MacOS)
Default App Bundles File Specification Filter
Default File Specification (All executable types)
Default File Specification (MacOS)

Default File Specification (Windows)
Documents and Settings

Drivers

Energy Saver Preference Pane (MacOS)

Executables in Windows Directories

Executables in Windows Directories (All executable types)

Mac OS/Users/File Specification

Network Drive Filter

Optical Drive Filter (CD/DVD)

Parental Controls Preference Pane (MacOS)
Printers and Scanners Preference Pane (MacOS)
Program Data

Program Files

Program Files (x64 on Win32)

Program Files (x86)

Removable Drive Filter

Security and Privacy Preference Pane (MacOS)
Sharing Preference Pane (MacOS)

System Catalog Folder

System Preferences (MacOS)

Temporary ASP.NET 1.0 Files

Temporary ASP.NET 1.1 Files

Temporary ASP.NET 2.0 Files

Temporary Files

Thycotic Copy/Installer Helper Application
Time Machine Preference Pane (MacOS)
Uncommon Executables Folders

Users and Groups Preference Pane (MacOS)

User's Directory Collection File Specification Filter

User's Downloads Directory File Specification Filter

User’'s Temp Directory File Specification Filter
Windows Directory

Windows Directory (Include Subdirectories)
Windows DIl Cache

Windows Side By Side

Windows Software Distribution

Windows\System32

Target .pkg and .mpkg files

Filter used to detect App Store Preference Pane inMac

Filter used to detect files in common executable directories, such as C:\Windows, C:\Program Files, and C:\Program Files (x86)

Date and Time Preference Pane (MacOS)

The default filter for discovering app bundles on MacOS

Specifies all executable file types in Windows and Program files

The default filter for discovering executable files on MacOS

This specifies executables in Windows and Program files

Filter used to detect files in the Downloaded Program Files directory
Filter used to detect files in the C:\Windows\System32\drivers directory
Filter used to detect the Energy Saver Preference Pane in Mac

This specifies executables in Windows directories

Specifies all executable file types in Windows directories that are not present in a signed security catalog

The default filter for files in the /Users/directory on MacOS

Specifies files present on network file systems

Specifies files present on optical drives (CD/DVD)

Filter used to detect the Parental Controls Preference Pane in Mac
Filter used to detect the Printers and Scanners Preference Pane in Mac
Filter used to detect files in the C:\ProgramData\ directory

Filter used to detect files in the C:\Program Files\ directory

Filter used to detect files in the C:\Program Files\ directory

Filter used to detect files in the C:\Program Files(x86)\ directory

Filters files present on removable drives such as Floppy Drives and USB devices

Filter used to detect Security and Privacy Preference Pane in Mac

Filter used to detect the Sharing Preference Pane in Mac

Filter used to detect files in the CatRoot directory

Filter used to detect the System Preferences Preference Pane in Mac
Filter used to detect files in the .NET 1 Temp directory

Filter used to detect files in the .NET 1.1 Temp directory

Filter used to detect files in the .NET 2 Temp directory

Filter used to detect files in the C:\Windows\Temp directory

Filter used to detect usage of the Privilege Manager copy helper

Filter used to detect the Time Machine Preference Pane in Mac

Filter used to detect files in the Uncommon directories

Filter used to detect the Users and Groups Preference Pane in Mac
Used to target any file in the user's temp directory

Used to target any file in the user's temp directory

Used to target any file in the user's temp directory

Filter used to detect files in the C:\Windows directory

Filter used to detect files in the C:\Windows\ directory

Filter used to detect files in the C:\Windows\System32\dllcache directory
Filter used to detect files in the C:\Windows\WinSxS\ directory

Filter used to detect files in the Windows Software Distribution directory

Filter used to detect files in the C:\Windows\System32 directory

Delinea
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Windows\System32 (Include Subdirectories) Filter used to detect files in the C:\Windows\System32\ directory

Windows\SysWOW64

Filter used to detect files in the SysWOW64 directory

Windows\SysWOW64 (Include Subdirectories) Filter used to detect files in the SysWOW64\ directory

Securlty Catalog Fliters

Present in Signed Security
Catalog

Miscellaneous Filters

App Bundle Filters

Delinea

Filter used to detect Operating System Files and other trusted files dynamically on each system by using that machine’s Signed Security Catalog. This filter does not need to be modified on the

server

All Application Bundles Filter (MacOS) Filter used to detect All Applications Bundles

Coff Header Fliters

32-bit Executables

All Executable Types
Commandline Executables
GUI Executables

Native Executables
Windows CE Executables
Program File Executables
Posix Executables

X64 Executables

Flle Parameter Collectlons

Filter used to detect files with the 32-bit executable machine type header set
This filter includes all executable types

Filter used to detect files with the Windows console subsystem header set
Filter used to detect files with the GUI header set

Filter used to detect files with the executable header set

Filter used to detect files with the Windows CE Subtype header set

Filter used to detect files with the executable or DLL header set

Filter used to detect files with the POSIX header set

Filter used to detect files with x64 machine type header set

All Deny List Security Rated Applications This collection contains all applications that have been denylisted by applying a security rating

All Executables Discovered in Last 2 Weeks Filter used to detect files that have been discovered by the server in the past 2 weeks

All Executables Discovered in Last Day Filter used to detect files that have been discovered by the server in the past day

All Executables Discovered in Last Week Filter used to detect files that have been discovered by the server in the past week

All Executables Discovered in Last Month Filter used to detect files that have been discovered by the server in the past month

All Greylist Security Rated Applications This collection contains all applications that are being monitored.

All Unclassified Applications This collection contains all applications that have not been classified by a security rating

All Allow Listed Security Rated Applications This collection contains all applications that have been allowed by applying a security rating

Mach-O Header Filters

macOS DyLib Identifies dynamic library (dylip) files according to their embedded Mach-O header (not specifically according to file name)

macOS Executables Identifies files marked as executables according to their Mach-O header (not file mode changes via chmod)
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Filter Types and Descriptions
There are different types of filters for different operating systems and applicable functional areas. When creating a new filter,
e thePlatformdrop-down offers a choice of macOS, Windows, and Unix/Linux.

o Unix/Linux
o MacOS
o Windows

e when Windows or macOS is selected as a platform, the Filter Type drop-down gives a list of options based on that platform selection:

o Application Filters
o FileFilters

o Inventory Filters

These are loose groupings that signify a few different approaches to the filtering method or targets.
Common Filter Characteristics

Each filter has a Details area that contains the filter name, description, and platform association. These details are usually specified when you create the filter, either by choosing Create Filter, editing an existing filter, or duplicating an
existing filter.

Those characteristics are used for searches or filtering and allow users to easily find existing filters.
Filter Change History

Each filter has aChange History tab, where audit information can be reviewed from the time the filter was created in the system.

Details Membership Related items Change History

3 ltems
Select an item to view details

Wednesday June 24, 2020
TEST-System1\JohnDoe

Saved item: Uses DataSource : Hash Based Query , made 3 other...
DocTest File Collection of Hashes Filter 2:04PM

Refer to Change History to learn more about drilling down into the change history of resources and the report.
How to Search for Fliters
All out-of-the-box filters can be searched, duplicated, and then customized to be used in policies.

1. Navigate to Admin | Filters.

Filters Q

NAME = DESCRIPTION TYPE SUPPORTED

280 Items

bat file filter filter for batch files Secondary File Filter

The list of all filters is sortable by Name (default), Description, Type, and OS Support.

You may limit your list output, by changing from the default All or Supported selection for macOS or Windows to Not Supported.

v Windows:All v Q

v All

Supported

Not Supported

N

Using the search option next to the OS drop-down, lets you search the list contents based on the column the contents is sorted by. So if your list is sorted by Name, but you are looking for all commandiline filter types you have in the
system, sort your list by Type first.

Ll

Then click Search and enter a search term, for this example commandiine.
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37 Iltems

NAME

Commandline Executables

Add Printer Commandline Arguments

azman.msc Commandline Filter for MMC Snap-in

Backup and Restore Commandline Arguments

commandline Q X

DESCRIPTION

Filter used to detect files with the Windows console subsystem head..

Filter used to identify the Add Printer Ul applet

Filter used to detect Windows Authorization Manager

Filter used to identify the Backup and Restore component, used as a .

TYPE +

Coff Header Filter

Commandline Filter

Commandline Filter

Commandline Filter

Delinea

You can also use the search option on the top-right from any page of your Privilege Manager console and get the a list of commandiline filters returned. If you use this search option, the search field does not retain your search term. The results
are based on the search term matching the Name and/or Type, so the list will contain more items than searching based on column selection.

Search Results for Commandline Filter

32 ltems

NAME +

azman.msc Commandline Filter for MMC Snap-in

certmgr.msc Commandline Filter for MMC Snap-in

ciadv.msc Commandline Filter for MMC Snap-in

Commandline Filter

TYPE MODIFIED

Commandline Filter 6/15/20, 6:53 AM
Commandline Filter 6/15/20, 6:53 AM
commandline Filter 6/15/20, 6:53 AM
Xml ttem Template 6/15/20, 6:53 AM

a o

DESCRIPTION
Filter used to detect Windows Authorization Manager
Filter used to detect Windows Certificate Manager

Filter used to detect Indexing Service Management

The columns returned for this search are sorted by Name (default), Type, Modified Date, and Description.
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These generally target specific executables or things about the environment. These types of filters can be used to limit policies to a certain time of day, the parent process of an application, the security rating of an application, or the user or
group running the process.

The following Application Filter type filter topics are available:

Blank Wind32 Executable Filter
Commandline Filter

Download Source Filter
Environment Filter

Network Location Filter

Parent Process Filter
Secondary File Filter

Security Rating Filter

Signed File Filter

Time Of Day Filter
User Context Filter / User Context Filter via SID
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Blank Win32 Executable Filter

Identifies specific application files by specifications like name, path, and when first discovered.

 Bock o Filters
a 1t e 0
Test 1 Win32 Executable Filter v ~
Details Related items Change History C Refresh ‘ More ~
Filter Details N
e Test 1 Win32 Executable Filter
Descrpata doc test fitter
p
Platform Windows
File Specifications
Enter criterion for this filter. This filter can be based on file names, File Name ©
location and/or file detail properties.
File Path ®
include subdirectories
First Discovered @ Anytime
QO inthelast
0 minute(s)
File Details
To only match files with specific properties in the file details, enter Internal name @
those values in the fields below. A wildcard character (*) is allowed
only at the end. All values specified must match the file detail for the
file to be included in the set onginal flename @

Parameters

Win32 Executable filters have two sets of parameters:
o File Specifications, suchas

o FileName
o File Path with option to include subdirectories
o First Discovered, which can specified as "Anytime" or "In the last" either Minutes, Hours, Days, or Weeks.

o File Details (common attributes), such as

o Internal name

o Original filename

o File version

© Product name

o Product version

o Company name

o Copyright (version 10.7 and up)

Examples

Used to target specific applications, for example allowing acrobat.exe or notepad++.msi to be used on endpoints.
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These filters will perform an exact, partial or regex match on the commandline of the process. Privilege Manager comes with default commandline filter types, which are all read-only, but can be copied to be customized.

This filter is available for both Windows and macOS systems.

Search for Commandline Fliters

1. Navigate to Admin | Filters.

2. Inthe search field for the Type column enter commandline.

Filters

37 ltems

NAME

Commandline Executables

Add Printer Commandline Arguments

azman.msc Gommandline Filter for MMC Snap-in

Backup and Restore Commandline Arguments

v commandline

DESCRIPTION

Filter used to detect files with the Windows console subsystem head.

Filter used to identify the Add Printer Ul applet

Filter used to detect Windows Authorization Manager

Filter used to identify the Backup and Restore component, used as a .

TYPE

Coff Header Filter

Commandline Filter

Commandline Filter

Commandline Filter

o

Select afilter to view its details and/or use Duplicate to customize the filter.

< Back to Search Results for Commandline Filter

This item is read-only.

Details  Relatedltems  Change History

Filter Details Name
Description
Settings Match Type

Command Line

eventvwr.msc Commandline Filter for MMC Snap-in

eventvwr.msc Commandline Filter for MMC Snap-in

Filter used to detect Event Viewer

Partial Match

eventvwrmsc

a &

‘ 0 Duplicate

If you Duplicate (make a copy of an existing) filter, “rename” the filter and click Create.

Name

Create a copy of eventvwr.msc Commandline Filter for MMC Snap-in

Copy of eventvwr.msc Commandiine Filter for MMC Snap-in

=N |

Create a new Commandline Type Filter

1. Navigate to Admin | Filters.

2. Click Create Filter.

3. Onthe New Filter page, select the platform. For this example, select Windows.

4. Fromthe Filter Type drop-down select Commandline Filter.

5. Enter aname and description and click Create.
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Create Filter
Platform

Windows

Type

Commandline Filter

Name *

New Commandline Filter

Description

[ conee

o

. Customize the newly created filter.

¢ Back to Filters

New Commandline Filter

Details  Related Items Change History
Filter Details Name

Description

Platform Windows
Settings Match Type

New Commandline Filter

Exact Match

Partial Match
Command Line Regular Expression

a 0 ® 0

‘ C' Refresh | ‘ More ¥ ‘

v

4

1. Under Settings,

1. SettheMatch Type. This can be either an exact or partial match or specified as a regular expression.

2. Enter the commandline to match.
7. Click Save Changes.

Parameters

Commandline Filters have one section to set the parameters for the filter.
The Match Type gives you the options:

e ExactMatch
e Partial Match
e Regular expression

Command Line:

e Thisis the section where you enter in the given command parameters to pull up the file or action.

Examples

Acommandline filter examines the commandline (excluding the primary executable) and applies a pattern match (Exact, Partial or Regular Expression).

For example allowing /FlushDNS as a command for IPConfig.

Delinea
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Download Source Filter

The filter checks where afile is being downloaded from. This filter allows you to identify specific download sources, and allows the ability to allow list sources you trust or block sources you don't. No out-of-box filters exist in Privilege Manager
for this type.

Create Filter
Platform

Both Windows / Mac 08 »

Type

Download Source Filter

Security Rating Filter
Signed File Filter
Time Of Day Filter

This filter is available for both Windows and macOS systems.

o a o 0

New Download Source

Details  Relatedltems  Change History | C Refresh ‘ | More ¥ |

Filter Detail:
ilter Details Name New Download Source

Description
|
Platform Windows, Mac 05
Settings
This filter checks for the existence of download source (O Include files that contain any download source information

information associated with a file.
(® include files that contain specific download source information

MatehType Exact Match b4

Host

Parameters

The filter checks for the existence of download source information associated with a file.
Settings:

e Include files that contain any download source information

e Include files that contain specific download source information
e Matchtype

e Host

Examplos

This filter would allow you to control what download sources should be allowed or blocked.
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Environment Variable Filter

This type of filter can target environment variables of a process that is started.

< Back 1o Filters
a0 0
New Environment Variable Filter
Filter Detail
Her Detatls Name New User Requested Run As Administrator
Descripton Detects whether a user has right-clicked on an application and used Privilege Manager's custom Request Run as
Administrator” option
¥
Platform Windows
A heme ACSRUNASADMIN
value
Matchivps Partial Match v
Parameters
e Name
e Value

e Match Type:
o ExactMatch
o Partial Match
o Regular expression

Examples

Aenvironment variable filter type detects whether a user has right clicked on an application and used Privilege Manager's custom Request Run as Administrator option.

Delinea
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Network Location Filter

This type of filter identifies a computer's connection to specific networks like public, private, or unclassified networks.

a 20 0

New Network Location Filter

Details Related ltems Change History ‘ C Refresh | ‘ More ~ ‘

Filter Details Name New Network Location Filter

Description
7
Platform Windows
Settings Only allow network connections of type [ No
Public v
Network Connectivil Include connections where
o & IPv4 Internet cted v

@ IPv4 Local Network tected v
@ IPv4 Subnet undetected v

IPv4 No Traffic

(=] stected v
@D IPY6 Internet
@ IPv6 Local Network

@ IPv6 Subnet

@D IPv6 No Traffic

Results should be

Parameters

You can adjust the following setting options for Network Location filters:
« Only allow network connections of type:

o Public
o Private
o Domain

e Network Connectivity:

o |Pv4 and IPv6 options for connectivity
o Results should be:

o Included or excluded

Examples

Some examples of this filter can be set to detect:

e when the computer is not attached to a network
e when the computer is attached to a network classified as public
e when the computer is attached to a network classified as domain
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Parent Process Fliter

This type of filter can identify parent processes of certain executables.

¢ Back to Filters f!
2 @
New Parent Process Filter =3 - O
Details Related Items Change History ‘ C Refresh ‘ ‘ More ¥ ‘
Filtes Detall> e New Parent Process Filter
Description
P
Platform Windows
Settings Applications Add applications
Conditional (optional) Include Only Filters @ Add Include Only Filters
Exclude Any Filters (® Add Exclude Any Filters

This filter is available for both Windows and macOS systems.
Parameters

Applications
Conditions
Include only filters
Exclude any filters

Examples

This filter is used to detect when a user attempts to copy a file using the Privilege Manager copy helper.
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Using Secondary File Filters

This topic explains how to create policies for applications that trigger file executions. Implementing a policy to filter on a file type, which is used by another executable, is done by setting a Secondary File Filter. The Secondary File Filter is
available for both Windows and macOS systems.

The following topics show the steps to create policies and include filters that enforce actions on endpoints when batch files, PowerShell scripts, or Microsoft Installer files execute. Any type of executer can be specified and policed this way.
In general, the steps are similar for the different file types to be policed.
Vie File Inventory

With Learning Mode enabled, you use the File Inventory to discover new resources.
Select a discovered resource and use Create Filter.

On the Manage Application modal select which specifications to match.
UseCreate and Add to Policy option.

Vla Policy Wizard

® You create a controlling policy via the Wizard.
e Onthe What do you want to target step? you can select an existing filter, upload a file (recommended for .msi/.exe applications), or use an already inventoried file.
e Policy Wizard builds the policy and after you name and create it, you can further customize all the details. The Policy wizard automatically adds the correct application targets, inclusions an/or exclusions.

Examples

e Best Practices
e Targeting script file execution, like .bat and .ps1
e Targeting installer/executables execution, like . msiand .exe
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Best Practice Using a Secondary File Filter

Using Flle Inventory

Delinea

As abest practice you create an elevate policy with a priority of X (for example 85) to elevate or allow specific scripts or files to run. Then you add a policy with a priority of X+1to deny any other execution of the command processor,
PowerShell, or Microsoft installer files. For this example .msiis used.

1. Inthe Privilege Manager Console under Computer Groups navigate to File Inventory.

2. Fromthe list of discovered resources, we are selecting our example TortoiseGit.

File Inventory

goltems O

FILE NAME

updater.exe

firefox exe
CompatTelRunner.exe

DeviceCensus exe

ORIGINAL FILE NAME

updater.exe

firefox exe

CompatTelRunner.exe

DeviceCensus exe

PRODUGT NAME proDUCT veRsion 1y 0150
Firefox 76.01.7432 6/29/20,9
Firefox 76010 6/29/20,9

Microsoft® Windows® Operating System 10.0.18362.1035 6/29/20,9

Microsoft® Windows® Operating System 10.0.18362.1035 6/29/20, 9

TortoiseGit-2.8.0.0-64bit.msi

a o0

X

TortoiseGit-2 8.0.0-64bit msi 6/26/20,7
New Loaded Resource 6/26/2020 7-06:17 PM 6/26/20,7
testps1 6/26/20,5
test bat 6/26/20, 5
chrome exe chrome.exe Google Chrome 830.4103.116  6/25/20,1
ChromeSetup.exe GoogleUpdateSetup. exe Google Update 13343 6/25/20,1
REXD3EG exe exe pl 2800 6/25/20,1
opera_autoupdate.exe Opera auto-updater 68.0.3618.173  6/25/20,1
|| Create Filter
assistant installerexe Opera Browser Assistant Installer 69.0.3686.36  6/25/20,1
| eurie
s Orars nstallar nag1as 01

w

. Click Create Filter.

~

. Onthe Manage Application page, check the File Name and Signed By checkboxes.

Manage Application

FileName @

TortoiseGit-2.8.0.0-64bit msi

O FilePath ®

Signed By @

[ Hash @

E=mail @cs-ware.de, CN="Open Source Developer, Sven Strickroth, L=Berlin, 0=OpenSource Developer, C=DE Edit

6e022e84476aaffc97f57c8063489a21C1343039

‘ Cancel |

Create and Add to Pelicy

Create Fifter

o

Click Create Filter.

Filter Details
Name
Description
Platform
Settings

line of the application

Details Related ltems Change History

The selected filters will be applied to the target
appiication. The target file is taken from the command-

TortoiseGit-2.8.0.0-64bit.msi Secondary Filter

Filters

a e 0

‘ C Refresh

TortoiseGit-2 8.0.0-64bit.msi Secondary Fiter

Windows

Wizard Generated File Specification Filter for TortoiseGit-2 8.0.0-64bit msi*

‘ More ~ ‘

6. Navigate to Computer Groups | Windows Computers.
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~N

Select Application Policies.

@®

Click Create Policy.

©

Inthe policy wizard select Controlling, click Next Step.

10. Inthe policy wizard select Allow, click Next Step.

. Inthe policy wizard select Specific Applications, click Next Step.
12. Inthe policy wizard select Existing Filter, click Next Step.

1. Search for and add the secondary file filter created from the file inventory above.
2. ClickUpdate.

13. Onthe policy wizard page that now lists the existing filter, click Next Step.

Selected Filters
Existing Filter

TortoiseGit-2.8.0.0-64bit msi Secondary Remove

File Upload
What do you want to target?
Inventoried File

Existing Filter

Add existing filters to this new policy

File Upload

Upload a file to create a filter that targets it

14. Name the policy and click Create Policy.

Finalize this Policy

neme® [ Alow TodeisegHAppication Policy ]

Description | This policy allows the specified applications

Priority * 85

ko Create Policy

The policy wizard added based on the selected filter the application target to allow the TortoiseGit application.
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Allow TortoiseGit Application Policy

General Policy Events Change History

Policy Details

‘Add or update the computer group(s) this policy
applies to and change the order that this policy is
evaluated when an application executes on the
endpoint

Col

Add or update the filters this policy will use to target
applications. Optionally apply filters to explicitly

include and,/or exclude applications, processes, users,

etc.
Filters &

Actions

Add or update the action(s) applied to the application's

processes and child processes like deny, add admin
Tights, display an approval or justification prompt to
the end user, etc.

Computer Groups
Targeted

Deployment ()

Last Modified

Priority *

Description

Applications Targeted

Inclusions

Exclusions

Actions

Child Actions

a o 0

Inactive E)| C Refresh ‘ | More - |

1(1 total endpoints) Add
Windows Computers x

Not deployed (Policy is inactive)
Jun 30,2020, 7:01:12 PM by test-lab-docs\Administrator
85

This policy allows the specified applications.

TortoiseGit-2.8.0.0-64bit. msi Secondary Fifter Edit
Add Inclusions

Add Exclusions

Add Actions

Add Child Actions
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Executables File Example
In this example we are creating a policy to deny running .msi files.
Creating the Policy

1. Navigate to Computer Groups | Windows Computers.

N

Select Application Policies.

w

Click Create Policy.

~

. Inthe policy wizard select Controlling, click Next Step.

o

. Inthe policy wizard select Block click Next Step.

o

~

©

Inthe policy wizard select File Upload.

1. Onthe Upload a File modal, Click Choose File.

. Inthe policy wizard select Notify and Block click Next Step.

. Inthe policy wizard select Installer Packages, click Next Step.

Upload a File
Application File: ) [ Choose File | No file chosen

be executed. The file is then deleted once the process completes.

Notice: Files uploaded to the server will be stored temperarily during the inventory process without the ability to

ot |

N

Select the file(s) you wish to be targeted. For this example we are selecting a TortoiseGit installer package.

Upload a File
Application File: () [ Choose File | TortoiseGit-2...0-64bit.msi

be executed. The file is then deleted once the process completes.

Motice: Files uploaded to the server will be stored temporarily during the inventory process without the ability to

=N -

w

. ClickUpload File.

~

. Onthe Manage Application dialog, check File Name.

Manage Application

File Name O

TortoiseGit-2.8.0.0-64bit msi

O FilePath @

o

Signed By @

E=mail@cs-ware.de, CN="Open Source Devel

loper, Sven Strickr

Hash ©

6e022e84476aaffcI7157c8063489a21¢c1343b39

', L=Berlin, 0=OpenSource Developer, C=DE

| Cancel ‘ Create Fifter

Select more details like the File Path or the Hash, if you want to make this policy more specific.

5. ClickCreate Filter.

Delinea
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Inventory

What do you want to target?

Existing Filter

Add existing filters to this new policy

File Upload

Upload a file 10 create a filter that targets it

Inventoried File

Create @ new filter from a file that was discovered during File

Selected Filters

Existing Fitter

Upload

‘Wizard Generated File Specification Filter for Tortoi.. Remove

Inventoried File

6. ClickNext Step.

9. Onthe Finalize the Policy page, enter a name for your new policy. The policy will be created with a default priority of 10, since it is a deny and notify policy.

Policies
Name *
Description
Priority *
Previous Step

Finalize this Policy

151 executior|

[ deny tortoisegit .

This policy blocks the specified executables from running

10

T U W

®

Name

Name this policy so you can recognize it among your list
of other policies

Description

Explain what this pelicy is doing, what processes it
targets, and its effect on end users

Priority

Policies are evaluated in numerical order, where 1 is first
(highest priority) and larger numbers are last (lowest
priority). When choosing a priority number, you must be
aware of all other policies that are defined and the order
inwhich they are called by the agent

10. Click Create Policy.

Delinea
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< Back o Packages for ‘deny tortoisegit msi exec:

a o 0

deny tortoisegit .msi execution

General  PolicyEvents  Change History Inactive @ | (3 Refresh ‘ ‘ More ‘

Policy Details

1 (1 total endpoints) Add

Add or update the computer group(s) this poliey applies to and ComputerGroups Targetea 95 21960s)

change the order that this policy is evaluated when an application
executes on the endpoint

Deployment @ Not deployed (Policy is inactive)

Last Modified Jun 30, 2020, 4:18:31 PM by WIN-E6GKPM7J7TR\Administrator

Priority * 10
Description This policy blocks the specified executables from running
4
Conditions.
/Add or update the filters this policy will use to target applications Microsoft Installer File Filter Edit

lications Targeted
Optionally apply fiters to explicitly include and/or exclude Aptioatiots Targete

applications, processes, users, etc

© - ” . i
Filters € e Packages for deny tortoisegit msi execution Edit
kb Add Exclusions
Actions
Add or update the action(s) applied to the application's processes Nt Application Denied Message Action Eait
and child processes like deny, add admin rights, display an
approval or justification prompt to the end user, etc.
Audit policy events reports all application executions back to Child Actions Add Child Actions
Privilege Manager's server for this policy
Actions &
Audit Policy Events @D Record all activity detected by this policy in Policy Events

Show Advanced

The policy wizard added based on the selected file upload and the file inventory that was executed and application target of Microsoft Installer Files.

A secondary file filter was added under Inclusions, identifying a specific file filter for the tortoisegit.msi execution.
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Script Execution File Example

In this example we are creating a policy to deny running a batch or ps file, which the policy targets through a secondary file filte